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Executive Summary

This is the final deliverable of work package 3 (WP3) of theMx@NArch project,reportingon the

p r o] fama toidceptual and development results réme network resilience and security. The focus

of this deliverable imnthe analysis and evaluation of the fundamental techniques proposed inthe 5G
MoNArch Deliverable D3.1 [5GMD3.1], which are furtheaugnented with complementary concepts
towards aesilient and secure operation of a 5G network. In this respect, the three major topics of WP3
of 5G-MoNArch i namely,i) Radio Access NetworRAN reliability, ii) telco cloud resilienceandiii)
securityi areput forward. Their ability to provide an egluate performance is assessed, as well as their
noveltycomparedo existing techniques.

Specifically, in this document the concepts of macro diversity via data duplication and network coding
are evaluated, through both analysis and numerical simulatensonstrating their ability to provide
sufficient levels of network reliabilityThese two techniques reflect the set of functionalities applied
within the RAN for increasing the reliability levels, i.e., for ensuring a larger percentage of transmitted
packetsto beflawlessly delivered at the target device within a giperniodof time. Numerical results

are providedfor each of such techniques separagtelgmonstrating the achievable level of RAN
reliability under certain topological, propagation aslveel deployment assumptionSurthermore,
capitalsing on thefact that network coding has the overall potential to achieve higher reliability levels
by proper combination of data packets, while data duplication can outperform network coding under
certainassumptions on latency, tldecumenpresents a hybrid approach between data duplication and
network coding. The proposed hybrid scheme can in fact combine the advantages of both techniques by
switching between the two accordingly, based on given ruiethid respect, numerical results show
that the achieved reliability level outperforms data duplication and network coding when used
individually.

Besides RAN reliability aspectihis document elaborates on the concepts of availability and resilience
of thetelco cloudthustreating the concept of resilience not only at the RAN, but also at the telco cloud
domain.In this regard, telco cloud resilience is enhanced\salution for root cause identification of
faults in sliced network environments, whicbmplements the concept of fault management cognitive
functions (FM CFs) described in [5GM3.1]. In a similar contextthe initial concepts of controller
scalability and contexaware VNF migration proposed in [5GDI3.1] are extended. In particular, nbve
controllerscalability solutions are presented, together with a scalability analysis pertainin@joethe
Network Operating SystenONOS framework and its survivability from network failures. Moreover,

the concept of 5@slands presented in [5GM3.1]is extended, including a simulatidrased analysis

that accounts for the migration cost as well as the outage loss associated witrawasleeirtual
network function migration from central to edge clouds.

Together with resilience, security plays aportant role in maintaining the operation of critical network
functionality. In this respect,his deliverableprovides an additional analysis of the security threats
associated to a 5G testbed deployment in industrial environymdrith complements thaitial results

of [5GM-D3.1]. Suchanalysis pertains to the main 5G components, including devices, 5G network
elements and network slicing related topics. Togetherattleoreticaktudy, simulations are provided
where the security effect of the Secuilifust Zones described in [5GM3.1] is assesseth parallel

to the trust zone analysis, a grapmsed anomaly detection method is put forward, along with an
extension that is based upon machine learning approaches.

Finally, besides assessing and extegdhe three major components of WP3 ofGNArch, namely

RAN reliability, telco cloud resilience, and securityis deliverabldighlights the relationship between

telco cloud resilience and security. To this emghint studyis presentedyhich idenifies synergies as

well as common virtual resource allocation considerations relevant to a telco cloud depldyriest

regard, the joint resilience and security study addresses the impact of security threats to the network
functionality, with particulafocus on the effect on the network fault management approach considered

in WP3. This study sheds light onto an approach where resilience and security solutions interact with
each other in a common network slice consideration, towards a more efficieof tedeo cloud
resources.
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1 Introduction

This deliverable summises the work conducted within the framework of the work package 3 YWP3

of 5G-MoNArch. It represents the continuation of the work presentBeliverable D3.1 of the project
[5GM-D3.1], in the sense that the contents provided in this deliverable are based upon the preparatory
work conducted in the first year of the 3@NArch project and reported D3.1

In light of the abovethe focus of this deliverabletiso-fold: i) It concermstheevaluation of the concepts
proposed irD3.1towards aesilient and secureperation of the networki) It includesextending the
conceptgproposed initially inrD3.1and complementing them with new approaches that provide a more
effective and resoue efficient performanceSuch targeted network design spans across multiple
domains and focuses in particular to the topics Biailio Access Network (RANEliability; ii) Telco

cloud resilience; iii) Security. These three topic areas are in principleed separately, due to the
different nature of the techniques and analyses involved. However, besides individual investigations,
WP3 also encompasses joint studies of the above elements within its framework. These joint studies
particularly refer to common approaches towards network fault and security management, leading to
interesting synergies between telco cloud and security.

In the context of assessing and extending the initial conpeptgsded in 5GMoNArch D3.1[5GM-
D3.1] pertaining to the thredwgly areas of WP3 of 5GloNArch, the following actions are taken.

1 The conducted RAN reliability analysis concerns the concepts of macro diversity via data
duplication and network coding. In the evaluation framework of this deliverable, these are
assessedia simulations and analytical calculations, with respect to their ability to provide
sufficient levels of resiliencdn addition,a hybrid approach is proposed that is able to switch
between data duplication and network coding depending on the requisssna’diability and
latency, thereby combining the benefits of both techniques for a tailored application use.

1 As regards the investigation on the telco cloud donadditional concepts are integrated into
the analysis of telco cloud resilienpeesentd in D3.1 Such additional conceptgertain to
correlating the root causes of network faults in sfiegare environments, extending the initial
controller scalability workas well asaluatingthe cost of contexaware NF rigration as part
of the am8B60 approd@&d8h introduced in

1 With reference to the security domain, the initial concepts presentB@.inare extended
towards a threat analysis on the main 5G components, complemented by a sirbalsgidn
analysis where the concepts of securityst zones and network behaviour analytics are
assessed.

1 Finally, the concepts of telco cloud resilience and security are studied in a joint framework. In
this regard, synergies are identified when such concepts are jointly deployed in a telco cloud
environment, along with respectiwgrtual resource allocation considerations

1.1 Resilience andsecurity asan endto-endconcept

As its name implies, the two major pillars of WP3 of-BIBNArch are resilience and security. As also
explained in [5GMD3.1], these tw conceptual pillars are treated in a common framework in 5G
MoNArch due to the common deployment, service and application characteristics they are associated
with, resulting in common design approaches in network slicing environments. The notionericesili

in this sense is treated as a major conceptual element that enables a reliable operation of two major
network components, namely RAN and telco cloud. In this regard, the term resilience in WP3 is used to
refer to the technical work towards both aakle operation of the RAN (which represents the first out

of the three major topics of WP3, as described above) and a resilient operation of the telco cloud (which
represents the second major topic of WP3).

The above consideration renders resilience drt@end concept, due to the multiple network domains

it comprises as well as their interdependencies for providing an overall resilient service. Indeed, it is
generally expected thtte corresponding serviceBRAN reliability, telco cloudresiliencearetypically

seen from an entb-end perspective. This implies that the developments and analysis carried out in a
domainspecific fashion (that is, in certain parts of the network such as RAN and telco cloud) should be
studied together, to the largest fgbksextent, paving thus the way for an dneend approacht is also

Version 1.0 Pagellof 116



5G-MoNArch (761445) D3.2Final resilience and security report

important to note that such etmend approach is conceptually related to the notioavaflability,

which refers to the percentage of time a specific service (seen from the-@md perspective) is
available to the end user. In other words, when dealing with a combined notion of a reliable operation
of both the RAN and the telco cloud, it is the time percentage of the providedreer@ervice that
counts, since this is th€ey Performance IndicatofKPI) measure that can better capture suchtend

end effect.

Besides resilience, the concept of security is also highly related with ao-end consideratiorSuch
endto-end aspect involves a detailed security analysis for $yeotive network elements, spanning
across the deployed eg@vices, network elements specifically used in 5G deployments, as well as an
analysis pertaining to slicirgpecific issues.

In thefollowing, the notions of entb-endavailability (as this is eabled via RAN reliability and telco
cloud resilience as described aboaeey eneto-end security are further elaborated in the respective
sections 1.1l and 11.2. Then, a brief description of the role of resilience and security in the overall
5G-MoNArch architecture follows, along with a discussion on the irg&tion between WP3 and WP6

of 5G-MoNArch, pertaining to extending the evaluation of the WP3 concepts to a wider scale.

1.1.1 End-to-endavailability enabled byRAN reliability and telco cloud
resiliene

Availability is an important property of 5G networkss documented in [3GPP 22.26lt a rough
definition, it refers to the time that a particular service is provided uninterrupted to-aisemdevice.
Suchenddevice could befor examplea sensora smartphone or a gavhich sees a particular service

from an eneto-end perspective in the sense that if such service is interrupted it does not make any
difference to the device if the cause lies within the RAN or telco cloud domain. As a lesugg t
network must ensure that all individual components required to access this service operate in a reliable
manner.

In more detailFigure1-1 shows a typical 5G network architecture. A Mobile Station (MS) accesses
service, which is hosted at either an edge or a central cloud.
—

-
Aw

Antenna site 1

LT

_/Central office

E
L p . Core central
Y (passive) Main central office
yd office
,,

Antenna site

_____________

N

Figure 1-1: Typical 5G network architecture

The communication between the MS and the service takes places via the following entities:
1) The wireless radio channel towards one or multiple antenna sites
2) The radio equipment installed at the antenna sites secalled Distributed Units (DUS)
3) A fibre-optical network connecting the DU to the edge cloud

4) The Central Unit (CU) of the radio networkhigh runs as a Virtuaed Network Function
(VNF) within the edge cloud

5) The VNFs of the 5G core network and the service itself, residing either
a. atthe edge cloud as well,
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b. at the central cloud (in this case an additional fibre optical network towardeitral
cloud is used) or

c. distributed over edge and central cloud

Within this list, the entries 1 to 4 represent the RAN. Achieving a reliable communication via the
wireless radio channel is a challenging task. Solutions for RAN reliability are prese@bdpter 2

Entry 5 is referred to as telco cloud, as it represents a telecommunication network in a virtualised and
cloudified environment. Approaches to enable a reliable operation of the telco cloud are subject of
Chapter3.

1.1.2 Security as an endto-end concept

In our effort to define an enrm-end (E2E) security approach that applies to 5G networks, various
security considerations for the main as well as peripheral 5G components should be involved. In this
regard, an overviewf the main security areas involved in 5G networks is presentédune1-2.

\

 Devices 1 5Gnetwork
5y [g] (ib 60‘\\\@ l e )
\ @

\ E2E security /

Figure 1-2: Main security areas in a 5G network

With reference td-igure1-2, the devices refer to any type of network peripheral used as a transceiver,
ranging from typical handheld devices such as smartphones and tablets, to devices placed in fixed

| ocations such as srel&oirs.a Threodadrtme Mm Gt mat wobeno
5G network that are susceptible to potential threats. Finally, the last term refers to all components that

are associated with a slispecific network operation, where the concepts of networkalistation and
softwaredefined networking are also taken into consideration.

The above combined analysis consists the major element for a holistic security study that applies in
principle to every 5G network. In the context of-M&NArch, such security alysis is tailored for the
Hamburg Smart Sea Port use case, where certain devices, network elements as well as network slicing
aspects are deployed. An elaborated security analysis of the Hamburg Smart Sea Port use case is
provided inChapter4 of thisdeliverable

1.2 Resilience andecurity as part oprojectwide study andevaluation

WP3 of 5GMoNArch captures the technical effort conducted towards a resilient and secure operation
of 5G networks, by means of the respective RAN reliability, telco cloudanes#l and security enablers.
Nevertheless, such analysis is conducted not in a standalone fashion but instead inaigeogtatly.

In particular, such projeatide study refers to the fact that W43 enablers are developed as part of

the overall 5GMoNArch architecture as this is defined in WP2 of SKoNArch and documented in
[5GM-D2.2] and [5GMD3.1].

In the following,the resilience and security enablers considered in the framework of WP3 are studied
with respect to their mapping to the B@NArch architectureintroducing thus interactions with the

WP2 of 5GMoNArch. Besides the first year of the project, however, where such architectural
interactions were established,the second year of 58oNArch a projeciwide evaluation campaign

has beemddtionally addressed. Such extension of the assessment level of the WP3 enablers allows that
they sparbeyond the typical shedcale scenarios and are thus suitable for a prejeicte assessment

This implies that, in conjunction with their integrationtive overall architecture, WP3 enablers fit the
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scopeof5&Mo NAr ch i n terms of

their

abil it Vhisbroad me et

activity further allows for ainteraction between WP3 and WRy means of direaxploitation of the
WP3 results in wider, more realistic scenariaonsidered in WPgand their further assessment in

projectwide evaluation campaigns.

These two projeetvide aspects of WP3 enablers are elaborated separately in the ensusegtioms

In the firstpart the paential architectural interaction between the enablers considered in WP3 and their
inter-relation with other enablers developed in other work packages-dMdXBArch is discussed. Such
architectural integration comprises part of joint work between WP2 aR8 W 5GMoNArch,
including the common approach between resilience and sechrithe secongart a widescale
evaluation of the proposed enablers is put forward. Such work is carried out jointly with WP6 of 5G
MoNArch, such that the evaluation of WP3ablers fits to a projeatide evaluation concept.

1.2.1 WP3 enablers in 5GMoNArch architecture: interaction with WP2

Figure 1-3 depicts thesG-MoNArch architecture, modified such that the role of the WP3 enablers is
highlighted.Figure1-3 provides an aggregated view of WP3 along its entire duration since the start of
5G-MoNArch, in the sense that all enablers discussed so far are incllidisdFigure is used as
reference point when referring to the role of WR3he overall 5@oNArch architecture, hence it is

used extensively throughout this document, particularly when a detailed explanation of the technical

WP3 enablers is provided in the subsequent sections.
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Figure 1-3: 5G-MoNArch architecture enriched with resilience and secur{t/P3) enablers

It is important to note thdtigurel-3 represents an elaborated version of the architecture picture defined
in [Figure 22, 5GM-D2.3J}, emplassing thus the fact that thP3 enablers represenndnstantiation

of the 5GMoNArch architecture as this is defined in WP2 of 58oNArch. In fact, Figure 1-3
provides the reader with an overview on how the WP3 technical nsdréebuilt on top of the WP2

1 5G-MoNArch deliverable D2.3 [SGMD2.3] is under preparation stage at the time this deliverable is finalised.
Specific refeence to [5GMD2.3] material (e.g., figures, tables) may be subject to editorial amendments.
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architecture, clarifying thus their role in the architecture as well as potential interactions with ether 5G
MoNArch modulesThe WP3 enablers depictedfigure 1-3 includenot only thosaliscussed irthis
document but also enablers which were reported in [5GBI11]. As can be seen, the WP3 enablers

span across all four considered architecture layers, namely service, management and orchestration,
control and network layer. The network functions coroesling to the WP3 enablers are placed within

the appropriate boxes, indicating their role in the overall architecture. Moreover, the involved interfaces
are marked with respective signs (i.e., connecting lines and arrows), underlying thus the fundamental
architectural aspects. Further details on the architecture role of the WP3 enablers are available in
[Section 6, 5GMD3.1].

A particular example of interaction of WR&th the 5GMoNArch architecture and the modules
developed in WP2 is depictedHigurel-4. The figure highlights the network functions involved in the
joint security and fault management considerations for resourceisgiiim, elaborated in WP3 and
described in detail irSection 5.1 Suchresource optifisaion requires strong interaction between
functions developed within WP3, such adomain and sslice S&R Management and the rest of the
5G-MoNArch architecturespecifically Virtualisation MANO and Network Slice Subnet Management
functional blocks.

_________________

Service
layer

I Inter-layer interface (Slice requirements, SLAs)

Initial resource
/ allocation

_________

|
|
|
|
I I
Refinement of
resources I |
5G island 1
I J | I
I I
I I
I I

Management & Orchestration
layer

Figure 1-4: Interaction of WP3 enablers in the Management and Orchestratlayer and
corresponding processes involved

1.2.2 Project-wide evaluation of WP3 enablers:interaction with WP6

As indicaed in the first paragraph of this section, the focus ofdblwerableis on providing further

details on the enablers for resilience and security as well as the insights on their evaluation. We refer to
the evaluation of enablers done within WP3 as katalle evaluation. This type of evaluation considers

the performance of each enabler individually in the context of the WP3. Such espmaliic
evaluations can be regarded as building blocks of the oesidib-endlargescale evaluations that will

be performed within WP6 of 5&1oNArch. The insights of the enablepecific evaluations are intended

to be fed to WP6, such that they are utilised as a baseline for building thesdalgesvaluation
methodologies.

It is noted thaby the end of the WP3dmeworkthe interrelation between WP3 and WP6 has been

established, and the initial exchange of evaluation insights from selected WP3 enablers has taken place.
In particular, the data duplication technique for increased RAN reliability and impact oflegahyron
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telco cloud availability has been evaluated and the insights have been incorporated into-Stalarge
evaluation development in WPB addition, the input from the telco cloud availability analysis has

been introduced to WP6, leading to laggale evaluation results that apply to wider, more realistic
scenarios. In this respectuch largescale evaluation considerbesides thdechnical evaluation

economical evaluation aspeeswell Further details on such projegitde evaluation of WP&nablers

are anticipated to be available in the pr,ojecto:
documented in deliverabl26.3.

1.3 Structure of thedocument
The remainder of this document is structured as follows.

Chapter2 contains anwaluation of the RAN reliability approaches conducted within the framework of
WP3 of 5GMoNArch. Specifically, such evaluation refers to a simulation analysis of data duplication,
including the architectural implications of the considered approach, assvedl a simulatioibased
analysis of network coding approaches designed to increase the RAN reliability levels.

In Chapter3, an analysis of the approaches directed towards telco cloud resilience is presented. In
particular, the effect of redundancy iretform of spare telco cloud resources is evaluated, along with a
root case identification of faults. In additiddhapter3 contains an analysis of the solution that leads to
augmented scalability levels of the controller, by facilitating the adding anovieg the number of

nodes in the controller cluster. FurthermdZaapter3 includes an evaluation analysis pertaining to the
concept of 5Aslands, where the migration cost and outage loss for cemteae network function
migration is assessed.

A secuity analysis that relates to the SBecific characteristics of 5G networks is presentéthiapter

4, along with an elaborated view on the threat analysis of the Hamburg Sea Port testbed. Such 5G threat
analysis spans across the main elements of a S@netnamely the devices, network infrastructure
elements, along with sliegpecific aspect&hapted additionally provides a report of a simulated study

on the potential threats of the 5G network, together with the corresponding detection mechanisms,
thereby allowing for an assessment of the security trust zone approach. In a similar context, a graph
based network behavioural analysis is also presented as p@niapfer4, thereby accounting for a
complementary method for identifying behavioural anoesalvithin a 5G network setup.

Chapter5 contains a joint analysis between the concepts of resilience and security in 5G networks.
Specifically,Chapters focuses on common resource allocation issues resulting from-trdstence

of resilience and sectyifeatures within a common network slice. Network synergies are identified,
focusing on the interaction between fault management procedures and security management approaches.
In this framework, resource optimisation considerations pertaining to sudhajmimoach are put
forward. Moreover, irChapter 5Sthe effect of security threats to the 5G resources is discussed, with
specialfocus on network security aspects pertainintheoHamburg Smart Sea Post use case scenario.
Finally, Chapter6 summarises theleliverable and puts theontributions of WP3nto the overall
framework of5G-MoNArch.
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2 RAN reliability approaches

As introduced in Sectioh, a high availability is a key requirement for 5G networks. More specifically
and asdescribed in Sectiofh.1.], this requires a resilient operation of the Telco Cloud (which is the
objective of the methods and approaches that are pahagfter 3and a reliable operation of tRadio
Access Network (RAN)hatis subject of this section.

In this direction, and adocumented in [5GMD3.1], within the framework of 5@1oNArch two
approaches for increasing the reliability of a Radio Access Network (RAN) are proposed and studied:
Data Duplication and Network Coding!/ithin to the overall architecture shownkigure1-3, each of

these schemes consists of an i#fiee Network Function (NF) in the reliability subplane and a
corresponding control |l ayer application (within

Data duplicationusesthe redundant transmission of duplicate packets over the radio, by means of
transmitting the same message via two transmitting nodes, resulting in a reduced packet error
probability. The concept of this scheme is described in detg8GM-D3.1] whereas Sectioh 1.1 of

the present document provides a concise overview.

In contrast to data duplication, Network Coding (NC) is a broad concept which é¢sedutildifferent

ways. Section2.2 shows how it can beappliedto send rdransmissias with an increased efficiency,

which can then be converted into an increased reliability. Seztdontroduces how NC can be used in

a similar manneas data duplication (i.e. to reduce the packet error probability by adding redundancy)
thereby discussing and evaluating a hybrid scheme which exploits the benefits of both schemes in certain
performance region§uchhybrid scheme therefore can be sasm combination of data duplication as
described in Sectiob.1and network coding for increased redundamsyintroduced in Sectidh3.

2.1 Dataduplication asa RAN reliability approach

Data duplicabn is a relatively recent technique which has been proposed as a means to increase the
RAN reliability of 5G communication networks [A18], [RV18]. The main principle of data duplication

is the enabling of redundant transmissions at the air interface d&RAIN, such that the detrimental
effects of fading are tackled and thereby the probability of correct packet delivery to the terminals is
increased.

Nevertheless, the application of data duplication in 5G networks brings about design challenges related
to the coordination of duplicate packets at the RAN. In this regard, a data duplication approach has been
proposed in theG-MoNArch framewor{5GM-D3.1], where the benefits of such approachpecific
implementation environments were discussedhe following, the studied data duplication scheime
revisited for the sake of completeness. Then, the studied scheme is evaluatesiidationbased
analysis.

2.1.1 On the considereddata duplication scheme

In short, data duplication involves the redundant trassimm of duplicate packets over the radio, by
means of transmitting the same message via two transmitting nodes, resulting in a reduced packet error
probability. More specifically, the considered scheme applies to the Central Unit (Bidjributed

Unit (DU) architecture, which represents the architecture considered-Mdbrch. It involves a

special coordination scheme that handles the acknowledgments from the packets correctly received at
the UE[5GM-D3.1].

The objective of this coordination scheme ds the one hand, to ensure that duplicate packets are
delivered to the UE, and on the other hand, to minimise the additional overhead of excessive duplicate
transmissions. In order to achieve this goal, the use of Packet Data Convergence Protocol (PDCP)
acknowledgments was proposed in [5GEM.1]. Specifically, PDCP level acknowledgments are
introduced as a means to inform the respective radio transmission entities (i.e., the DUs) that a packet
waiting at their buffer has been already delivered to the idEwother DU. Thera DU receivingan
indication that a given packet has been successfully delivered via another DU can discard that packet.
An example of such process is illustratedrigure2-1: In this example a PDCP packeti#3iscarded

from DU2, after an indication has been received by DU2 that this packet has been correctly delivered to
the specified UE by DU1.

Version 1.0 Pagel7of 116



5G-MoNArch (761445) D3.2Final resilience and security report
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Figure 2-1: Coordination of duplicated packets across differatistributed unitsby means of PDCP
acknowledgments

It is important to note that this mechanism is not trivially applicable with existing technologies, which
involve an acknowledgment feedback mechanism up to the Radio Link Control (RLC) layer, since the
RLC packet sequences of different DUs are not necessarily identical to one another. In other words, the
RLC packet numbers of, e.g., DU1 cannot be interpreted by DUZFiguire2-1), due to the different
physicallinks involved in both cases. As a result, such coordination is handled by an upper network
layer which can directly translate its packet sequence with that of the respective DUs. On the basis of
the 5GMoNArch architecture involving the split of netwditknctions to the CU and DU network units,

and in line with the 3GPP developments on network architecture [3GPP 38.801], the network layer
handling such coordination is the PDCP layer located at the CU. This motivates the use of PDCP
acknowledgments.

With reference td-igure2-1, data duplication involves a modification of the RAN functionality when

the system switches from the single connectivity mode (i.e., the traditional mode of operation involving
a single tranwitting node) to the data duplication mode. Besides the duplicate flow of the packets from
the CU to the respective DUs, such modification is associated with a change on the acknowledgment
messages exchanged between the UE and the network. Specifigalhg feasons mentioned above,

in the data duplication mode PDCP acknowledgments are introduced, thereby replacing the RLC
acknowledgments used in the single connectivity modis Vorth notingthat replacing the RLC
acknowledgments finds also applicatim services with low latency requirements where RLC needs to
operate in the unacknowledged mode for excluding the Automatic Repeat Request (ARQ) latency from
the overall transmission delay (see, e.g., [3GPP 38.300]).

The activation of the data duplicati and thereby the switching from the single connectivity to the
duplication mode is assumed to follow the commands arriving from the management and orchestration
layer, c.f.Figure2-1. The CU handling the coordition of duplicate packets is assumed to occupy
virtualised resources, in accordandgh a cloudbased RAN deployment. At the nwirtualised part of

the RAN, an activated duplication mode implies additional resource consumption as well as modified
schediing rules, which stem from the additional introduced traffic. That is, besides the additional
computational resources occupied at the CU for handling the coordination of duplicate packets, the
lower and norvirtualised layers of the RAN need to deal vathincreased traffim the data duplication

mode. Such additional traffic practically equals double the traffic of the UEs with services requiring
data duplication.

In technical terms, the additional overhead caused by the data duplication modepatedtitcause

a degradation of some KPIhoselisted in [5GMD3.1]. Overall, one would expect that there exists a
tradeof f bet ween some of the projectds relevant KPI
In particular, KPIs related to Irability such as packet error rate and overall latency are anticipated t

improve with data duplication, wherdéBls related to data rate transmission are expected to deteriorate,

owing to the less efficient use of the resources. This leads to theoneeddvaluation campaign of data
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duplication, where the benefits and drawbacks with respect to the above KPIs would be quantified. To
this end, a simulation analysis of data duplication was conducted, which is analysed in the remaining
part of this sectio.

2.1.2 Simulation analysis

The conducted simulation analysis involved the data duplication scheme described above and analysed
in [5GM-D3.1] in detail. In this section, the simulation setup is explained, followed by an analysis of
the obtained results in thesuing section.

2.1.2.1 Architectural setup

The architecture considered in the simulation campaigicgsrdingto the CUi DU model, which
represents the architecture considered inMdBIArch. This architecture involves the use of two
separate network entitiesamely the CU and the DU, where different layers of the protocol stack are
carried out. These two entities are connected to each other via an interface which is referred to in the
3GPP standards as the F1 interface (see, e.g., [3GPP 38.470]). The Fteinteriia principle
configurable with respect to capacity and delay. However, it should be noted that in the initial simulation
campaign considered in this deliverable, the capacity and delay values of the F1 interface were assumed
constant for simplicity.
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Figure 2-2: Exemplary view of the architecture considered in the data duplicatimulations

Figure 2-2 depicts the protocol stack considered in the simulationparticular, the use of multiple

CUs and respective DUs has been included, where the multiple DUs are connected per CU and the CUs
are directly connected to the Access Gate(yW) at the core network. The PDCP functionality is
carried out at the CU, hile the RLC, MAC, and PHY functionalities are executed at the respective
DUs.

Everytime the CU receives a downlink packet from the AGW for a given UE, it directs a replica of this
packet to all DUs which are connected to this UE. The DUs then applyspective RLC layer
processing to the replicdlsey arehandling andransmit the packets independently from one another.

At the UE receiver, the packets are received separately and are passed to the receiver PDCP entity,
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where the replicas are decodedeifhif a PDCP packet has been successfully recdivéite sense that
the decoding was correct, an acknowledgatmessage is generated and fed back to the CU, which
then informs the RLC entities at the corresponding DUs to proceed to the next packet.

In fact, the use of the PDCP level acknowledgments ete account for coordinated duplicate
transmissions. This is particularly useful for imbalanced links, i.e., for the case where the links involved

are substantially different in terms of the receiggghal strength. As analysed in [5GDB.1], the

proposed data duplication method miiges unnecessary transmissions of packets which have already
been received via alternative | inks, and Apushes
receved.

For a better understanding of the benefit of the proposed method for enhancing the efficiency of data
duplication, let us consider the following example. Suppose that the UE is simultaneously connected to
DU1 and DU2; DU1 has a strong link to the Wihile the corresponding link from DU2 to the UE is
relatively weak. This implies that different modulation and coding schemes (MCS) are deployed in the
PHY layer of the two links, such that the link between DU1 and the UE conveys more information per
unit time than the link from DU2 to the UE. This further implies that packets which have been already
correctly delivered to the UE via DUL are still under process in DU2, i.e., they can only be delivered to
the UE at a future time instance, via DU2. The psggbmethod that involves the use of PDCP packet
acknowledgments increases the efficiency of data duplication isingilthe available resources. As
such, a PDCP packet which has been correctly received by the UE via DU1, will generate an
acknowledgment mssage to the CU, which will then notify DU2 to discard such packet from the
corresponding RLC entity. This in fact means that the weak PHY link (i.e., the PHY link between DU2
and UE) will only be used for those packets which failed to be transferratievistrong link (i.e.,
between DU1 and UE).

Such advantage of the proposed efficient duplication technique as described above is reflected into the
overall delay in delivering PDCP packets correctly to the UE, as will be manifested in the ensuing
sectionwhere the respective simulation results are shown. Of course, data duplication is associated with
an inherent robustness against fading, which results in lower packet error rates as well as fewer radio
link failures in scenarios with mobility, when compaute single connectivity approaches. The above

two features of the proposed data duplication approach are highlighted by means of the respective KPlIs,
namely the delay on packet delivery and percentage of lost packets, as shown below.

2.1.2.2 Simulation setup

A RAN protocol layer simulator was developed, which involves simulating the PDCP, RLC, MAC and
PHY layers of the protocol stack, using the architecture showigure2-2. The application layer is

also included in tl simulator, comprising of traffic sources and sinka given type. The considered

MCS schemes are adopted from release 15 specification of new radio (NR) [3GPP 38.211]. A transmit
time interval (TTI) length of 0.2ms was assumed, with 14 OFDM symbolsTperThe carrier
frequency was set to 3.5GHz, with a system bandwidth of 1:00MHz. The number of physical resource
blocks (PRBs) was set to 10, with 132 subcarriers per PRB and a subpatieg®f 75kHz. The guard
period was set to 0.87¢s.

The setup involves simulating three outdoor cells, where the transmit power is set to 30dBm each.
Within the coverage area of those cells, 56 UEs are assumed to move in-araunagh fashion.
Whenever tb UEs reach the coverage area of neighbouring cells and if certain handover conditions are
satisfied , the UEs perform handovers, i.e., they switch their connection to the strongest cell. In case
the UE remains for a sufficiently large amount of time waithany sufficiently strong connection to the
cells®, a Radio Link Failure (RLF) is declared. The considered propagation model is the model adopted
in the standards [3GPP 38.901]. This includes the urban micro and urban macro propagation models
(c.f. [BGHP 38.901, Table 7-2]), while outdoor line of sight (LoS) and non LoS (NLoS) conditions are

2The handover conditions involve a difference on the reference signal received power (RSRP) from neighboring
cells at least 3dB and a certain titeetrigger mechaism, however such mobilitselated analysis is out of the

scope of this document, hence such parameters are adopted here unaltered fromathinstate

3 Similarly, as above, the conditions for declaring a radio link failure are out of the scthyie arialysis and are
adopted from statef-the-art approaches.
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selected on the basis on whether the link between the UE and the access point is blocked by an obstacle
(for instance, a building, a tree, etc).

Cell Visualization 8 X

Figure 2-3: Two-dimensioral visualisation of the considered simulation setup

Figure 2-3 provides a snapshot of the considered simulation scenario in two dimensions. Specifically,
the three cells are depicted with distinct colours, and are assumed to extend to areas that resemble streets
in an urban environment. The shade of the respective colours denotes the RSRP level, such that areas
with, e.g., strong blue presence corresporatéas where the respective cell is the strongest cell. In this
regard, the aredn dark colour represent buildings which cause attenuation [3GPP 38.901], [CEL10],

as well as NLoS propagation characteristics for the links between a UE and a cell aotos®otieever,

trees are assumed to be included in the streets (not visible indiheeB@sional view), which cause
additional NLoS effects.

The considered UEs are grouped into two major categories, namely pedestrians (marked with light blue
cell-phone symbis in Figure2-2), and vehicles (marked with orange car symliwlFigure2-2). The
pedestrians are assumed to move with a speed of 3Km/h, whereas the speed of ¢ar30&sgh in

the respective models. The traffic associated with such UEs is a constant bit rate traffic that corresponds
to 200Kbits/sec.

2.1.3 Obtained results

The obtained results focus on showcasing the performance of the proposed data duplication approach,
on the basis of the aforementioned reliabitéyated KPIs, namely the percentage of lost PDCP packets
and the delay on packet delivery. In addition to these KPlIs, the simulation campaign provides insights
on the overhead of the proposed approach to toheighput, as well as to the overall occupancy of the
resources.

For the case of data duplication, an additional link selection mechanism was assumed, which compares
the RSRP values of the nearby cells with that of the serving cell. As such, cells arentulttezldata
duplication mode only if they are associated with an RSRP measurement which is at least as large as the
RSRP from the serving cell minus a given offset value.

It is worth mentioning that the link imbalance threshold determines the cosditipactivating data
duplication and thereby which and how many links are used. A snapshot of the simulation campaign for
the case where the link imbalance threshold is set to 9dB is providiéguie2-4. As canbe seen, at

the time this snapshot was taken, most of the UEs are connected to a single cell, some UEs are connected
to two cells in data duplication mode, while few UEs are simultaneously connected to three cells. By
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configuring such an offset value,whh i s dubbed here Al ink i mbal ance
on the performance of data duplication are obtained, as will be shown in the following paragraphs.

3D Visualization & x

Figure 2-4: Three-dimensional visualistion of the considered setyghowing the simultaneous
connections to the access points

2.1.3.1 Investigation of the offered load

Since the performance of data duplication highly depends on the level of offered load to the simulated
system, we distinguish betwedhree different scenarios, namely tlogv, medium and high load
scenarig, which are analysed below.

2.1.3.1.1 Low load scenario

We first concentrate on the scenario where the generated traffic of the served users corresponds to a
relatively low load. Specific8l, the traffic in all 56 UEs is assuméal beexponential with an average
of 128Kbps per device. The average burst duration equals 5sec and the idle duration equals 15sec. This

corresponds to an overall loadmfc Wp 1) i—  p&Mbps across the entire simulated afigee packet
size has been set to 32 bytes to match the assumptions of [3GPP 38.913].

Performance in terms of PDCP packet loss

The anticipated benefit of data duplication with respect to reklatithe RAN level is reflected into

the percentage of PDCP packets which fail to be successfully transmitted to the UE. This is illustrated

in Figure 2-5, where the cumulative distribution function (CDF) of tbetIPDCP service data units

(SDUs)is depicted In Figure2-5, the light blue lines correspond to the pedestrias GE per f or manc
the orange to the vehicle UB5 p e r {white thawhiteeolour correspondsaeeraggerformance
valuesacross all UE typedMoreover, the »axis is depicted in logarithmic scale, using then+ol i
notation (e.g. 6 “oftshooldl bednetedahatesince this figlrd réfers to a random
variable that reflects the pergage of lost packets, which in principle yields a large number of zero
samples, the depicted lines overlap with one another on the zero value of the y axis. However, the mean
distribution values per group are highlighted and marked with the respectilbelsgnangle) per line.

In Figure2-5, the single connectivity case as well as data duplication with different values of the link
imbalance threshold (namely 3dB, 9dB and 20dB) have been considered. As can imesssing the

4 Figure2-5 and subsequent figures illustrate the percentage of lost PDCP packets, which is formulated by counting

the percentage of binary variabldsg nes or zer oso) , indicating whether &
discontinuous CDF plots, with the respective lines showing a discontinuous jump from zero to hundred percent

level.
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link imbalance threshold results in fewer lost packets, since for this case the inclusion of additional links
in the multiconnectivity setup is facilitated. In particular, it is observed that without data duplication
(single connectivityapproximately 0,25% of PDCP packets are lost, while with data duplication a loss
percentage of 0,07% to 0,03% can be achieved, depending on the threshold value (20dB). Nonetheless,
as will be shown later, this reduction on the lost packets comes aistiedf decreased throughput, since

more resources are ugild for transmitting replicas of the same packet, decreasing thus the overall
spectrum utikaion efficiency.

[Downiink PDCP Lost SDU e [%] 7 ax

Data duplication

________ mmM-ﬁaﬁ_a’up?lca tion

Data duplicati (3dB threshol) Data duplication
(2%:8 tl;l;:e;cszolfd'; \/ single fonnectivity] (20dB (hreshold) /Smgle corpectivity (20d8 ""*?Shdd)
_____________________________ S%'ile! = _S%'ilel e ——————— ——2%'ile

Figure 2-5: Low Load Scenario: Perentage of lost PDCP packetsr single connect|V|ty (no
duplication) and data duplication, under different assumptions on the link imbalance threshold

Performance in terms of delay of packet delivery

Similar observations related to the performance o dafplication are obtained from the application

layer packet delivery delay, as depictedrigure 2-6. In particular, it is noticed that a considerable
reduction in the packet delivery delay is attained with tisvation of data duplication. As expected,

such reduction increases with the link imbalance threshold, since an increased value of such threshold
results in higher chances that additional links are included, which leads to an overall faster packet
delivery.

Downlink Delay on Appllcatlon Layer [s] 8 x

=

a3 ' Nk el bt o0 '
AT - -3 11 S t_l'" ’A‘-'-nr'—’ _______ avoe
7 3 >
Single connectivity

_________________ T e £ oo a4/ __50%(Median)

Figure 2-6: Low Load Scenario: CDF of packet delivery delay at the application layer

The observed average values (white marks) of packet delivery are in the range of 170ms for single
connectivity, whie such values drop to approximately 80ms to 40ms for a link imbalance threshold
ranging from 3dB to 20dB. That is, by activating the data duplication mode a decrease on the packet
delivery delay of approximately 50% can be achieved, even with relatinef galues of the link
imbalance threshold.

Throughput performance

As expected, data duplication introduces a throughput overhead. Such overhead stems from the
utilisation of redundant radio resources for the sake of reliability, thereby leaving lagsesdor new
data transmission, which ultimately reduces the overall throughput.

The throughput reduction caused by data duplication is quantifieidime2-7. The main observation

from Figure2-7 is that the use of data duplication decreases the throughput by approximately 50% (that
is, a decrease from 32KBps to 15KBps on average). It is further observed that such reduction does not
highly depend on the link imbalanderéshold. This is anticipated, sinite low load scenario implies
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that network resources are scarcely fully occupied, and hence plenty of resources are available to
transmit duplicate packets. For the same reason, one may noticé&ifyora 2-7 that the noreero
throughput values are restricted to only a limited percentage of the simulation runtime.

Downlink Throughput on PDCP Layer [bits/s] ey S
=00k ) %6

Figure 2-7: Low Load Scenario: CDF of throughput for single connteity and data duplication,
for variable values of the link imbalance threshold

Resource occupancy

Figure2-8 depicts the resource occupancy of the simulated cells for the low load scenario. It illustrates
the @ses of single connectivity and data duplication, where for the latter the link imbalance threshold
was set to 9dB. In facEigure2-8 provides the following information:

1) Left part of Figure2-8: In the left part of the picture, the average PRB allocation percentage
(across the simulated time) is shown per cell. That is, the orange bars correspond to first cell;
the blue bars to the second cell; the green bars to thedtirdhe white bars correspond to the
average resource allocation of the three cells (that is, treefl@verage of the pdime average
of the PRB allocation percentage). In each category, the first bar corresponds to the case of
single connectivitywhile the right bar to the case of data duplication with link imbalance
threshold equal to 9dB.

2) Right part ofFigure2-8: In the right part oFigure2-8, the four linecorrespond to the allocation
of the cells (with the respective colours) plus the average PRB allocation (shown in white). All
such lines show the tirmgpecific resource allocation, for the time shown in thexis. Such
time-specific allocation is used txtract the petime average information given in the left part
of Figure 2-8 for a sufficiently large time window. The vertical black line corresponds to the
time when the switching from the single connectivite.(ino duplication) case to the case of
data duplication takes place.

As can be seen, data duplication results in an increase of the overall usage of resources, as was initially
anticipated. Depending on the cell deployment configuration, the incredbe o#source occupation

can vary. For instance, a larger increase for cell 2 is observed, whereas such increase for cell 1 is smaller.
On average, a switch from the single connectivity to the case of data duplication with 9dB link imbalance
threshold redis in an increase from 12% to 21%, as indicated by the white part of the left graph in
Figure2-8.

Downlink PRB Allocation [%] 8 x
X Single connectivity / data duplication (9dB threshold)

Average Celll Cell2 cell3
occupancy

Figure 2-8: Downlink resource occupancy, measured in percergagf PRB allocation for the cases
of single connectivity and data duplication with link imbalance threshold equal to 9dB
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It should be noted, however, that such resource occupancy highly depends on the network traffic. In the
considered example, the aswd traffic is relatively low, and corresponds to a constantabét of
200kbps. An increase tiie considered traffic is expected to lead to higher levels of resource occupancy.
An analysis that contains larger volumes of considered traffic is predmaitad

2.1.3.1.2 Medium load scenario

In this and the following sectianthe performance of data duplication under higher load assumptions is
examined. This is expected to lead to a deteriorated throughput performance, since in a highly loaded
system the additionaésource consumption caused by duplicate tngssons has a stronger impact on
system performance. In particular, the medium load scenario corresponds to a constant bit rate traffic of
200Kbps per device in all 56 devices, corresponding to an overhsisad of 11.2Mbps.

Performance in terms of packet recovery, packet delivery delay, and throughput

Figure2-9, Figure2-11, andFigure2-10illustrate the percentage of lost PDCP packets, the delay at the
application layer and the mean throughput, respectively, in the medium load scenario. In principle, as
regards the relative performance of data duplication with respect to sioghectivity, similar
observations can be made as with the case of low load, in the sense that higher threshold leads to better
packet loss and delay performance, yet to higher throughput.

Downlink PDCP Lost SDU PercenNge % . o e - e

econnectmty (3dB threshold) Slngllc 3! -
-20% (Mediant oo ottt — S b __SQm_LMedlam %M-y--_- == ...5Q°[0.(M€C1La.m

DdB threshold

e NV swilel ____w__XY___¥: P I

Figure 2-9: Medium Load Scenario: Percentage of lost PDCP packetssingle connectivity (no
duplication) and data duplication, under different assumptions on the link imbalance threshold

Specifically, Figure 2-9 shows that, wh the exception of the 20dB threshold case, the medium load
scenario leads to a larger percentage of lost packets than the low load scenario. Interestingly, we observe
a high dependence of tineean throughput (c.Figure2-10) as well as of thapplication layer delay

(c.f. Figure2-11) on the link imbalance threshold. Such effect is less visible in the low load scenario
(c.f. Figure 2-6 and Figure 2-8), since in that case that the additional resources used for duplication
rarelylead to a saturation of the available resources.

Downlink Throughput on PDCP Layer [brtsls] & x
— . &1

Figure 2-10: Medium Load Scenario: CDF of throughput for single connectiviand data
duplication, for variable values of the link imbalance threshold

Downlink Delay on Application Layer(s] . ‘ ‘ » s

Dual connectivity, link imbalance i Dual connectivity, link imbalance H Dual connedlvny link imbalance

threshold 3dB, 9dB, 20dB il threshold 3dB, 9dB, 20dB il threshold 3dB, 9dB, 20dB
= ;

v : Single connectivity :
Single connectivity i : Single connectivity

Figure 2-11: Medium Load Scenario: CDF of packet delivery delaythe application layer
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2.1.3.1.3 High load scenario

The high load scenario is examined here in an attempt to investigate the performance of data duplication
in very highly loaded traffic scenarios. From another viewpoint, the analysis of this section pertains to
atest of data duplication in situations where it is not anticipated to provide the desired performance.
This is because in scenarios where the available resources are already s#taratititional resource
consumption overhead will severely deteriothi overall performance.

In this regard, the high load scenario investigated in this section corresponds to privéféchat is
generated from a FilerdinsferProtocol TP) traffic of 5SMbytes every second per device, for all 56
devices, which lead® an overall load of 2.2Gbps.

Performance in terms of packet recovery, packet delivery delay, and throughput

Figure 2-12, Figure2-13, andFigure2-14 depict the percentage of lost PDCP packets, the delay at the
application layer and the mean throughput, respectively, of the high load scenario. The main
observations are as follows. First, data duplication demonstrates a limitacitgap recover lost
packets, corresponding to a packet loss drop from approximately 0.2% to 0.1%. As shiguren

2-12, this effect hardly depends on the value of the applied link imbalance threshold.

Downlink PDCP Lost SDU Percentage [%] L ‘ . &%

a %
1 e Y

Figure 2-12: High Load Scenario: Percentage of lost PDCP pack&issingle connectivity (no
duplication) and data duplication, under different assumptions on the link imbalance threshold

Link imbalance threshold threshold 20d8, 9dB, /
20d8, 9d8, 3d8 3ds 7 20d8, 9dB, 3dB

Link imbalance threshold

Figure 2-13: High Load Scenario: CDF of packet delivery delay the application layer

More importantly, the observed application layer delay does not improve with the use of data duplication
in the high load scenario (cfigure 2-13); it is further deteriorated as the value of link imbalance
threshold grows large. This effect is explained by the resource saturation due to the high load, resulting
in an inefficient use of resources whdata duplication is activated. In a similar context, the mean
throughput drops when data duplication is active Eegure2-14), yet the effect of the link imbalance
threshold is less visible.

4 Single connectivity

Figure 2-14: High Load Scenario: CDF of throughput for single connectivignd data duplication,
for variable values of the link imbalance threshold
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2.1.3.2 On the performance limits of data duplication

So far, the simulation seilts correspond to the entire simulation area, as depicteyume 2-3 and
Figure2-4. From a close observation of the obtained results, one can infehehgtitt rguirements

of ultrareliable services in 5G, corresponding to 99.999% of correct packet reception, are not met.
Nevertheless, given that such strict requirements correspond to mission critical services, it is natural to
consider that such services are supgd in limited areas only.

Cell Visualization g X

Figure 2-15: The restricted area of the simulation scenario where the KBlsnterest are captured

In view of this, the simulation campaign is repeatech thathe perfomance of the UEs located within

a restricted geographical area is captured. This is illustrated by the black Bigxrie2-15. For the

same reason, only the low load scenario is considered, as an attempt tigatevése performance

limits of data duplication in special areas. The results pertaining to the considered KPIs are depicted in
Figure2-16 and explained as follows.

Packet Recovery via Data Duplicationn certan restricted areas with sufficient coverage, data
duplication leads to a substantiatiuctionof lost packets. The corresponding reliability levels can even
exceed the target of 99.999% with proper configuration of the link imbalance threshold, asrshown
Figure2-16.°

Delay Reduction at Application LayeiSimilar to the packet loss KPI, a proper configuration of data
duplication can lead to a considerable reduction of the application layer delay as comfjsaihigie
connectivity (no duplication) case. As demonstratdeignre2-16, the 95%ile of the delay CDF can be
as low as 3ms to 4ms for the case of 20dB link imbalance threshold. It is noted that while this is a
relatively low value, it is still beyond the ambitious target of 1ms febya2 packets, as set in [3GPP
38.913].

Throughput Overheadlt is observed fronfrigure 2-16 that the relative throughput reduction due to
data duplication is at approximately the same levels as with the casei@fstricted simulation area,
shown inFigure2-7, Figure2-10, andFigure2-14.

® For pedestrian UEs (blue lines) and link imbalance thresP@diB, the number of lost packets was smaller than
the measurement capability of the deployed simulation. This case is therefore not inckidede-16.
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Flgure 2-16. Performance in terms of the KPIs of interest within a restrlcted area

2.2 Performance andsuitability assessment afetworkcoding based

multicasting approach
In [5GM-D3.1] a network coding approactvas presented, whiclis suitable for downlink
communications, particularly for multicasting and broadcasting scenarios. The main idea is to generate
network coded packets depending on the ACK/NACK feedbsickilar to [GT09]and [SI12] The
network coded packets are combinations of packets that are previously transmitted but erroneously
received by at least one of the UEs. If a network coded retransmission is received by a UE, it can revert
the network coding operation by ugiiis previously errefree received packets, resulting in a reduced
number of retransmission§heoretically achievable rates with this metlavd also given in [5GM
D3.1]. In the following, we will first discuss the suitability and integration of theeured approach to
existing systems, and later we will show performance evaluations.

2.2.1 Integration and suitability
Forthe proposed approach to work, the following requirements have to be fulfilled:

1 (R1) A multicasting setup needs to be available whereréimsmitted transport blocks (TBS)
are decodable by at least two UEs.

1 (R2) A feedback channel between UEs and the DU should exist.

1 (R3) A buffer at the UE is needed, where the UE stores the received TBs for using them to
decode the network coded packets.
1 (R4) The packet IDs of the combined TBs need to be signalled to the receivers.
Moreover, according to the theoretical analysis in [50B11] the improvement by this network coding
approach becomes more visible for links with high error probability.

As a newmulticasting service, LTE Rel. 13 introduced SinGlell Pointto-Multi-Point (SCPTM)
technology. Fortunately, SETM already fulfils some of the above requirements that we discuss next.
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1 SGPTM uses the physical downlink shared channel (PDSCH) to tram@s#ages to multiple
UEs, where the UEs use a grenggio network temporary identifier (QrodgNTI) to decode
the messages. Thus, a multicasting setup (R1) is already supported.

1 It was shown in [3GPP 36.8pthat SCPTM could also exploit the unicast tHeack for
advanced link adaptation, if the number of UBssmall. This feature was finally not
standargsed in Rel.13, but this study shows the feasibility of a feedback channel {BTSAC
i.e. (R2) is feasible and can be fulfilled.

1 The presented schemerforms coding operation on the §Bor which Hybrid-ARQ (HARQ)
soft buffers already exists. We will show that by small modifications, the HARQ buffer can also
be used for the purposes of network decoding, and thus (R3) is also fulfilled.

9 In orderfor the receivers to determine which TBs are combined, new fields in the downlink
control information should be included, such that (R4) can be fulfilled.

To sum up, the S@TM scheme can be taken as a baseline, and certain modifications can be made such
that the requirements for the proposed scheme are fulfilled. In the following, we discuss the transmitter
(DU) and the receiver (UE) side operati@ssan example with two UEs.

Operations at the DU

The DU starts encoding and transmitting TBs to a group of twovdtithe same grouRNTI in the
conventional way. Let us call two of the TBs as; BBd TB, and their respective HARQ processes as
HARQ; and HARQ. After transmission, the DU waits for the feedback of both transmissions (or
continues with transmitting meTBs). If both TBs are not decoded by both UEs (if NACKSs are received
from both UESs), then the HARQ processes continues as in the unicast case. Incdsedd&s only

TB; and UE decodes only TB the DU generates a network coded packet for retransmjsshich
contains enc(TBAenc(TB). Here A denotes the elementise modulo two sum and enc(.) dersitee
channel encoding (i.e. LDPC encoding in 5G NR) operation. Moreover, the DU also informs the UEs
about the HARQ process IDs and the redundancy oressof both encoding operations using the
Downlink Control Information (DCI). Moreover, the New Data Indicator (NDI) field within the DCI for
both HARQ processés set to 0 to avoid clearing the soft buffer at the UEs, such that the information
in the bufer can be used for network decoding later.

Operations at the UEs

After reception of a signal, both UEs perform demodulation andajgping to obtain the lelikelihood
ratio values (kvalues) which are usually the input for the channel decoderaluesare real numbers
that represent the probability of each bit being zero or one. A positradue usually corresponds to a
bit value of zero, and a negativevalue corresponds to a bit value of one. The magnitude ofvatule

is related to the reliabiijtof the decision.

If the received signal does not correspond to a network coded packet, the UEs writaltneslto the
respective HARQ buffer as usual, i.e. for each received bit, tneager produces anvalue, which

is added to the value in thespective HARQ buffer. In case of a network coded packet, thaues

may not be written to the HARQ buffer directly. As explained before, a network coded packet contains
the moduletwo sum of twebit sequences, where one of the sequences is known tedemar.
Therefore, the modultwo summation should be reverted in thedlue domain before thedalues are
written to the HARQ buffer. Fortunately, this is a relatively simple task: one can basically change the
sign of the Lvalues of the bits, for whitthe corresponding bit in the known bit sequence is a one. The
L-values of the rest of the bits (corresponding to zeros in the knowadiitnce) can be left unchanged.
Note that A b=a, if b=0, hence if the known bit is a zero, there is no need to cttengmn of the L
values. After this inversion, the-talues can be written to the respective HARQ buffer, which is then
used as the input for the channel decoder.

This reversion of the modulwvo addition in the kvalue domain allows us to use the exigtHARQ
buffer for network decoding easily. Note that this operation supports both incremental redundancy and
chase combining based retransmissions.

As a result, we can sumnisgthe main required modifications as follows:
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1 A new mechanism at the DU to pemi linear combinations on the packets depending on the
ACK/NACK feedback.

1 New DCI fields, indicating the HARQ process IDs and the redundancy versions of multiple
TBs.

1 A modified buffer management at the UEs, which reverts the mdadwl@ddition in the L
value domain before writing them to the HARQ buffer.

In the following, we show performance evaluations of the proposed network coding approach.

2.2.2 Performanceevaluation

We evaluate the performance of the presented network coding scheme in terms of tlreeravalsy

of retransmissions (and latency) on Rayleigh block fading channels. To this end, we evaluate the outage
probability P, afterm™ retransmission of the same packet, if the packet caritits of information per

channel use. In [C06], a method psesented to obtaifn both for Chase Combining (CC) and
Incremental Redundancy (IR) based retransmissions. Accordingly, one can evaluate the theoretical
outage probability independent of the used channel coding scheme.

0 01'Y 6 I
0 01y o
Here,0 T I T @ 1 isthe capacity formula, afid is the SNR of th&" retransmission. By using

these formulas, we evaluate the average number ofisatissions with and without network coding by
means of Monté€Carlo simulations, until no outages occur (i.e. by generating Rayleigh distributed
channel realisations randomly for each transmission and checking how many retransmissions are needed
until the simmation in the equations becomes larger than the rate).

For anenhanced Mobile Broadband\BB) scenario with 15kHZ subarrier spacing, we can assume

that the time between each retransmission is roughly 3 slots, where each slot corresponds to 1ms. This
allows us to translate the average number of retransmissions to average time in milliseconds between
the first and last transmissions with and without network codiigyre2-17 depicts the performance

of CC and R for R=2 bits/channel use in a balanced scenario, where both UEs experience the same
average SNR, but are subject to different independent fading coefficients. We observe that for both IR
and CC, network coding (as expected) reduces the number of raégsinss) resulting in a reduced
average latency, as network coding combines multiple retransmission to a single packet. Note that this
gain can be interpreted as lower latency for a target reliability, or better reliability at a given latency.
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Figure 2-17: Performance of the presented network coding approddd curves) and the
conventional multicasting approach (blue curves) on Rayleigh fading channels with balanced links
with incremental redundancy an@€hase combining based retransmissions
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As a second example, we consider a scenario with imbalanced links, where the average SNR between
both UEs differ by 3dB, as depictedrigure2-18. We observe that the presed approach still shows
improvements, however the performance gain compared to the conventional approach without network
coding is reduced. These results indicate that the presented network coding approach is more powerful
especially in scenarios with laadced links. Note that in a multicasting scenario, the DU may have the
freedom to choose pairs of UEs (out of multiple UES) for which network coded transmissions are
performed. Picking UEs with relatively balanced links would be a good choice to obtdimgants

from the presented network coding approach.
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Figure 2-18: Performance of the presented network coding approddd curves) and the
conventional multicasting approach (blue curves) on Rayleigh faglithannels with imbalanced
links, where the average SNR of the first UE is 3dB larger than the average SNR of the second UE

2.3 Thehybrid data duplication / network coding approach

As analysed above, there exist two techniques associated with an enhanmfeR&N reliability,
namely Data Duplication (DD) and Network Coding (NC). DD achieves an increased reliability by
duplicating data and sending it via two independent links (exploiting-cadtiectivity). NC introduces

an additional degree of freedom bgngrating multiple linear combinations out of a group of packets.
Section2.2 showed how this can be used to sentraesmissions with an increased efficiency. In
general, NC can be used to increase reliabilitgdryding an additional amount of linear combinations
to increase the decoding probability [TB11].

In the remainder of this section, the aforementioned RAN reliability techniques are studied in a
combined manner, leading &hybrid approach that applies multiconnectivity setup$-igure2-19

shows how both schemes can be applied in afooifthectivity scenario. In the case of DD (left side of

the figure), incoming packets are duplicated within a RAN reliabilitfual Network Function (VNF)

in the Telco Cloud. Duplicates of the packets are forwarded towards the MS via two DUs. A loss of one
duplicated packet can be compensated by a successful reception of the same packet through the second
link. NC can be useds shown in the right side of the figure. In this case, two (or more) incoming packets

are combined. A set of different linear combinations (four in case of the figure) is generated and sent
via the two links. Even if two out of the four linear combinasiane not successfully received, there is

a high probability that both packets can be decoded at the MS [TB11].
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o IncomingPacket? o IncomingPacket?

Telco Cloud Telco Cloud

Data Duplication Network Coding

Mobile Station Mobile Station

Figure 2-19: Improving RAN reliability by multiconnectivity in conbination with Data Duplication
(left side of the figure) and Network Coding (right side of the figure)

2.3.1 The hybrid approach

This section describes a hybrid approach which wmalse of the advantages of both schemes. In
particular, the hybrid scheme is dgsd such that it caswitch between DD and NC depending on the
given requirements on reliability and/or latendyhe hybrid scheme is introduced in the following and
then evaluated by means of simulations.

Comparing both approaches, it can be seentibet fire advantages and disadvantages for both of them,
as listed below:

1 NC has the potential to achieve a higher reliability compared to DD. Taking the example of
Figure2-19, NC could compensate the loss of comalbions a and b, if combinations ¢ and d
are received (or in general any two combinations). In the case of DD, the same event (the loss
of both duplicates of packet one) would lead to a packet loss.

1 DD has advantages in terms of latency: Packets thaeaatithe DD VNF can be processed
immediately. In the case of NC, a first packet might have to be queued to combine it with a
second or third packet. A corresponding effect occurs at the UE: If a linear combination is
delayed, it might cause other lineandainations to be queued until the decoding can take place.

Combining the advantages of both schemes is the motivation for creating a hybrid approach. This hybrid
approach is assumed to reside in the Telco Cloud as a VNF and flexibly adjust the RAiNtyeliab
strategy by switching between NC and DD.

This flexible operation of the hybrid approach follows the following rules:

1) If multiple packets arrive at the RAN reliability VNF simultaneously, they are combined using
NC to exploit the previously mentionealiability gain. This happens based on the NC
generation size, which is fixed value. It determines the number of packets which form one
generation out of which the linear combinations are derived. If, for instance, four packets arrive
and the generationzg is set to two, packets one and two are combined as well as packets three
and four.

2) If there are remaining packets which were not combined with other packets (e.g. packet five in
the case of five packets arriving and a generation size of two), theyeuedjfor a short time
according to a configuration parameter. If no further packets arrive within this duration, the
queued packets undergo DD and are sent out.

3) If a single packet arrives, it undergoes the sproeeduredescribed under point 2.
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2.3.2 Simulation methodology

A simulation was executed to evaluate the performance of the hybrid approach compared to DD and
NC.

Figure 2-20 shows the simulation setup. A traffic generator creates packets and forwards them to th
VNF for RAN reliability. The VNF generates coded or duplicated packets according to the selected
scheme (DD, NC, hybrid). The coded / duplicated packets are then sent via two links. For each link
assumptions on its performance (reliability versus debag) made, which are introduced in the
following sections. It is also possible to correlate the behaviour of both links, i.e. to increase the
probability of simultaneous errors. Moreover, it is assumed that both links terminate at the same decoder
which reonstructs the original packets.

Coded / Delayed / lost
packets (coded /
duplicated)

duplicated
packets Channel 1 +
U Lower layers 1 I
High reliability i _ RN
Packets’ Correlation between the links ™ R Result on reliability
Hybrid) . Receiver and latency

SN Channel 2 +

Lower layers 2

Figure 2-20: Simulation setup for the hybrid approach

It is emphaised that the performance of the underlying links heavily influences the resulting reliability
at the deoder. To study thisthree different air interfaceare studied below. Their performance is
depicted inFigure2-21.

Specifically, the blue curve represents an UReliable LowLatency Communication (URLLC) air
interface [PPM18]. With this air interface, it is able to deliver packets after 0.3ms with an error rate of
102. After 1ms, packets can be delivered with an error rate ®f 10

Lower Layer Error Rate over Time
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Lower Layer Performance 1
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Figure 2-21: Simulation ofthe hybrid approach: Lower layer / air interface performance

The yellow curve represents the behaviour of LTE with 1ms latency for an error raté &f sttobuld
be noted that the performance of an URLLC air interface can only be achieved undestizntai a
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significantly lower spectral efficiency [NGMN18, SWD+18]. Therefore, a third air interface is
additionally assumed (red curve), which is targeted to achieving a compromise between reliability and
spectral efficiency. To achieve high spectrdicency, the third air interface targets a relatively low
reliability (L0*error ratepnd uses a 1ms TTI, but at the same time performs retransmission more quickly
than LTE. With a corresponding paramétdrion, this performance should be achievabitn\wG NR.

Besides the lower layer performance, also the traffic model, i.e. the timing of the incoming packets has
a significant impact on the performanceNsE and the hybrid approach. Two traffic models have been
simulated:

1 A traffic model with uniforminter-arrival time of the packets. In this case, a packet is followed
by the next one after fixed time. This traffic modetepresents industridleldbus traffic
[WMWO5]. To create destcasescenario for NC, a large number of packets (10000 packets
per second) was assumed here, such that the queuing time for combining one packet with
another is low.

1 Incontrast, a bursty traffic model was assumed, which represenfgettansfers. In this case,
bursts of in average 50 packets (with a standard tieviaf 4 packets) were generated. One
burst spans over 1ms and in average 500 bursts per second are generated.

2.3.3 Simulation results

In the following, simulation results for the three different lower layer performances and the two traffic
types are presernte Then, simulation results which study the impact of correlated links are also
provided.

2.3.3.1 URLLC air interface

Figure 2-22 shows the performance in the case of the URRLC air interface and burst traffic. By
observingFigure 2-22, a significant drawack of the NC approach can be seare tb the queueing

effect described in Sectidgh3.1, some packets are delayed, which influencesotrerall performance
negatively. In this respect, one should note that, for instance, for a packet error ratewnd telayed
packet out of 1@00 packets affects the overall performance. DD achieves the expected performance:
as a single link achievean error rate of I®after 0.3ms (blue curve iRigure2-21) it achieves an error

rate of 10" after 0.3ms by exploiting two uncorrelated migltinnectivity links inFigure 2-22. The

hybrid approach thus achieves a significant reliability increase compared to DD, by combining most of
thepackesvia NCwhile simultaneouslgvoiding the queuing problems of NC. For the hybrid approach

as well as NC, different generatisizes, i.e., the number of packets that were combined in one group,
were simulatedT his had low impactinderthe simulated conditions.
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Figure 2-22: Simulation resultsfor bursty traffic and URLLC air interfa@Figure2-23 shows the
performancdor thecase of the URRLC air interface and uniform traffic. The scaling of-irdsis
changed compared tbat inFigure2-22 to allow for more insights on the performance at low latency.
NC and the hybrid approach in this case achieve the same performance, such that #redgheen
blue curve coincidéNC generation size 2 achieves the same performance as the hybrid approach with
generation size 2, NC generation size 3 achieves the same performance as the hybrid approach with
generation size 3 and so on). Uniform traffic with a high packet rate is the best case for NC, as a low
queuing delay is required until a second or third paakétes. Therefore, NC achieves a significant
increase in reliability, with a low penalty in terms of latency. Higher generation sizes lead to higher
reliability atthe cost of latency. The hybrid approachhis casevas configured via the configuration
parameter (described in Sectidi3.1) such that it queues the packets until one NC generation can be
created. It thereforachieveghe same performance as NC.

Air interface 1, uniform packet interarrival time
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Figure 2-23. Simulation resultsfor uniform traffic and URLLC air interface (the greenand blue
curvescoincideMedium air interface
Figure2-24 andFigure2-25show te simulation results for the air interface with reduced reliability (red
curve inFigure2-21). In principle, the same trends alsservedor the URLLC air interface can been
seerhere Specifically:
1 NC has a sigficant drawback irthe case of bursty traffic.
1 The hybrid approach achieves the best performance in the bursty traffic case; in the case of
uniform traffic it achieves the performance of NC (the green curves areagaading with
blue ones).
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Air interface 2, bursty traffic
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Figure 2-24: Simulation resultsfor bursty traffic and medium air interface

16° Air interface 2, uniform packet interarrival time
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Figure 2-25; Simulation resultsfor uniform traffic and medium air interfacgthe gree and blue
curvescoincidéLow reliability air interface
Figure2-26 andFigure2-27 show the simulation results for the air interface with low reliability (yellow
curve n Figure2-21). The main observation froffigure2-26 andFigure2-27 relates to the following
trend:
91 Due to the lower overall rability, NC can compensate the drawbacks in case of bursty traffic
and achieve a performance similar to DD.
9 For the uniform traffic the hybrid approach again achieves the same performance as NC. Due
to combining packets and muttonnectivity, this lead® the fact that even with the relatively
unreliable air interface, a packet error rate of @0less can be achieved if a higher latency is

tolerated
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Air interface 3, bursty traffic
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Figure 2-26: Simulation resultsfor bursty traffic and air interface with low reliability

Air interface 3, uniform packet interarrival time
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Figure 2-27: Simulation resultsfor uniform traffic and medium air interface(the greenand blue
curvescoincidélmpact of correlated links
The results shown so fassumed two uncorrelated links towards the MS, which is achsest
assumption. In the following the impact of correlated links is studietthe example of the air interface
of medium reliability. For this purposa correlation factor is introduced:
1 A correlation factor of 0 means that both links cause independent packet losses.

1 A correlation factor of 0.5 means that half of the errors occur simultaneously at both links,
whereas the other half occurs uncorrelated.

1 A correlation factor of 1 means that grimultaneous errors on both links occur.

Figure2-28 andFigure2-29 show the corresponding results pertaining to correlated links. It can be seen
that, as expected, cefated links hava strong negative impact oeliability. More specifically, in the
extreme case of fully correlated links, DD is not a suitable means for increased reliability and achieves
the same performance as a single link. NC and the hybrid apposactcompensate alsior
simultaneous errors (as introduced in SecBdl) buton the expense difie reliability they achieve.
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Figure 2-28: Simulation resultsfor correlated links and bursty traffic

Air interface 2, uniform traffic
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Figure 2-29: Simulation resultsfor correlated links and uniform traffic(the greenand blue curves

coincideConcluding remarks on the hybrid approach

The simulatbn results show that the proposed hybrid approach can combine the advantages of DD and
NC. It achieves the highest reliability in the case of bursty traffic and equal performance compared to
NC in the case of uniform traffic. It is also shown that by carinigi packetssuch as in the case of NC

and the hybrid approach, the negative impact of correlation in the case otomméctivity can be
significantly reduced compared to DD.
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3 Telcocloud resilience

The telco cloud resilience represents one of thefumdamental pillars o¥WP3 of 5GMoNArch as
described in Sectioh.1 It comprises the approaches for increasing the robustness of the telco cloud
throughredundancy, augmented controlled scalability and autonedliF migration.The functions

that enable resilience of telco cloud which are described withapter3 are integrated into the overall
5G-MoNArch architectureas depicted irFigure 1-3. Specifically, the telco dud resilience enablers
developed in WP3 lie within thdanagement and Orchestration layardController layerof the 5G
MoNArch architecture andre marked with the respective outer frammeSigure 1-3.

Section 31 elaborates othe fault management, enhadeeot cause analysis and resource redundancy
techniques towards telco cloud resilienGéis section also presents the approach for selection of
suitable redundancy scheme in the telco cloud by considerirgélfiability requirements of the slices,

type of deployed virtual network functions (NF) and also the inter dependencies between those
functions. The fault management approaches described in S8ctioray be aplicable to different
network functions. However, a specific network functions such as network controllers may require
additional mechanisms in order to achieve required level of resilience. With respect to network
controllers the resilience requirementglime the ability to adapt to load increase, i.e. ability to
seamlessly scale.

Section3.2 presents in detail the problem of controller scalability and the current state of the art
solutions. Furthermore, the S 3.2 describes the drawbacks of the current solutions and the details
of the proposed scalable controller framework developed withi#tMiBSArch in order to improve the
control plane resiliency in the telco alb. Furthermore, the outages in backhaul connectivity require
specific approaches and algorithms for achieving the required level of resilience and the common fault
management framework may not be sufficient to fulfil such requirements. For examplecaséhef
backhaul connection outage the VNF migration from the central cloud to the local edge cloud, need to
be performed. Such approaches are disclindbe framework of autonomous VNF migratjoaferred

to al sl asn disDBGI.1H anfl &deMikedin Section3.3.

3.1 Rootcauseidentification offaults andapplying redundancy for higher
availability attelcocloud

In the following section we provide a description on fault management (FM) enhancemedés! to

handle the network faults in slicing enabled networks. Hereby we especially focus on the correlation of
events coming from different network management entities that may reside on different domains and
network functions. Furthermore, we highligthe importance of redundancy in achieving higher
network availability, providing the analytical results on network availability when selected redundancy
schemes are used.

3.1.1 Advancedfault managementevent correlation in slicing enablednetwork

The concpt of cognitive network managemeind Fault Managemen(EM) cognitive finctions
described in previous deliverable [D3.1] proposes approach for improving flexibility and adaptability

of SON functions based on requirements of network slices as well asdmeibednetwork context. The

Fault Management Cognitive Functions (FM CFs) focus on troubleshooting of a network slice instance,
network slice subnet instance or its individual network functions and deployment. However, the FM
CFs cannot act independendy the network entities and resources they are responsible for can have
many interdependencies. Furthermore, as the parts of the network slices can even belong to different
administrative and/or management domains, the visibility of information across FVic&h be
additionally limited.

Figure 3-1 illustrates the case where limited visibility of slice subnet components by different
management entities, i.e. FM CFs at NSI and NSSI level, can result in inability efr poob cause
analysis. Therigure 3-1 shows two network slices, NSI X and NSI Z. The arrows inRigerre 3-1
illustrate which slice sutets are building blocks of NSI X and NgJ i.e. NSI X is composed out of
NSSI A and NSSI B, whereas NSI Y is composed out of NSSI A and NSSI C. Given the
interdependencies figure3-1, the problem at NSSI C followed by reconfiguration performed by FM

Version 1.0 Page39o0f 116



5G-MoNArch (761445) D3.2Final resilience and security report

CFc may have negative impact/problem at NSI Y. The FM Kfowing that the original problem is in
NSSI C, would try to mediate the problem by issuing the reconfiguration request at NSSI A level,
performed by FM CEk Such reconfiguration at NSSI A level migt#tuse the problem at NSI X level

and consequently at NSSI B level. However, as the FMdOEs not have direct visibility of events at
NSSI C level, itis notable to perform adequate root cause analysis directly, i.e. by processing received
information onvisible events. Consequently, this might lead into difficulties in the problem recovery.
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Figure 3-1: Interdependencies between FM CFs at NSI and NSSI levels

Generally, the capability of high resourcaltiplexing in virtualsed environment implies more complex
dependencies between NSSIs and NSIs, and corresponding management entities such as FM CFs. E.qg.,
the NSSIs can be shared among multiple NSI, thus, it is very likely that the problegoafigeiration

of one NSSI will af fect possibly multiple NSIs
propagation of effects among NSSIs. Without having the full visibility on all network entities and their
interdependencies, as thienplestsolutionto the problem, some of the FM CFsneay t e mpt t o fiun
the NSSI reconfi gur atpioonngsd. eThiesctmay .lee a db otuon cfi pnign
where the remedy of one problem would be considered as its root cause and will be reverténipa

being inefficient, such approach may result in instabilities of the system. In the example shmuinen

3-1. The FM Ck being unable to detect the actual root cause of the problem and not being aware of re
configuration events that have followed, might attempt to undo thenfigurations done in NSSI A,

and thus -gor@d eefifpe atg. O ncortfidueng thet NESIB it mighb mfolongb y  r e
the chain reaction and propagate further the effeicteeporiginal problem. Both effects should be

minimised as they might have negative influence on the network performance. The event correlation
among FM CFs provide the means for miisiimg such effects by discovering the overall picture on the

network eents and their interdependencies.

In more complex sliced network deployments, the NSIs, NSSIs and corresponding management
functions may be operated even by different oiggions. In such cases there might not exist a single
network management functiomith an overview on the complete network. Therefore, without event
correlation the dependencies between the FM CFs necessary foeaeiy use cases will be hard to
manage. Furthermore, the network functions can produce a large amount of informetticanttoe
processed by FM CFs on different levels, but not all such information is relevant to all FM CFs and
ultimately, not all of such information is important for all FM CFs. Thus, the processing of all such
information is not only costly but also uroessary.

Therefore, there is a need of implementing the event correlation system tses thié information
related to a large number of events and extracts the informatidew events that have the highest
relevance and importance. This is usuallyne by finding the relationships between events and
analysing such relationships. In mobile networks, the Network Management (NM) entity has the
capability of correlating alarm events raised by different network functions. Apart from alarms also
other tymes of events can be celated e.g., anomalies detected by an anomaly detection function.
Additionally, the data from multiple sources can be combined in order to derive more complex events
or patterns. This can be used to for example to improve theygoftietwork management processes.
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3.1.1.1 Event correlation function, event notification message and its distribution area

The approach followed by the H@oNArch aims at correlating the information on events that is
detected by the FM CFs. Such correlation i$quened by distributed Event Correlation Function (ECF)
which can detect related events reported by other FM CFs in different NSMFs or NSSMFs including
causality and temporal contexthe FM CFs communicate the Event Notification (EN) messages
including tre available information about the events, e.g.

9 ID of the reporting management function (e.g. NSSMF or NSMF ID)

An Event Identifier (EID) within the reporting management function

ID of the reporting FM CF (FMCFID)

Timestamp of the event

Event Type (ET) @r example, but not limited to: alarm type, anomaly root cause label)
Event Lifecycle info, indicating e.qg. if the event is new or it is an end of the event

An indicator, if the reporting FM CF is acting on the event (for coordination purposes)

The exchang of such event notification messages can be performed in different ways, e.g., using the
publish/subscribe paradigm, or the message can be sent between FM CFs within a dedicated distribution
area. The distribution area containing the set of FM CFs tleat ttreexchange the event notification
messages, can be determined based on the location of the FM CF that is sending the notification
message, €e.g.:
1 Ifthe EN is sent by a FM CF in NSSI the relevant FM CFs, i.e. distribution area may comprise
o all remainingFM CFs of that NSSI
o all FM CFs in directly associated NSls to that NSSI

o all FM CFs in NSSis that are building blocks of the directly associatet iN&ifect
association between NSSIs

9 If the EN is distributed by a FM in NSI the distribution area may cmaof:
o all remaining FM CFs of that NSI
o0 all FM CFs in NSSis that are building blocks of that NSI

o all FM CFs in NSls that are sharing (directly associated to) building blocks NSSIs
indirect association between NSIs

One example of distribution area of 8ISC is marked ifrigure3-2:. This implies that the events related

to the NSSI C need to be communicated to the FM CFY as the NSI Y is composed out of NSSI C.
Furthermore, as the NSSI A is another building blockeflSI Y, the events need to be communicated
toits FM CF, i.e. FM CFA. The distribution area can be further dynamically adjusted. Larger distribution
area would enable better information availability, thus more valuable information extraction. However,
this implies more complexity in event processing, and potentially the delays in obtaining the correlation
results.

= =4 -4 -4 -—Aa -

u/- \u
MESME ' ™
MSMF,
N35SI A
NSl X [
FM CFy
h A
NSSI B
|/-7-\|
N35SI C c|y
FM CF¢ NSl FM CFy
bl "Ih-1 __
e - NSMF;
AN J

Figure 3-2: Distribution area of NSSI C
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3.1.1.2 Event correlation function i deploymentand benefits

The Event Correlation FunctigieCF) can be deployed either at subnet or slice level. ECF will gather
the information on relevant events, e.g. those issued within distribution area, and correlate them in order
to derive more complex event which can Beful for overall diagnosis. E.g., ECF can be deployed as

a component of NSSMHAn Figure3-2:, or as an integral part of FM €&nd it can receive the events

from marked distribution area. Based on such informatti@an derive that the problems at NSSI A are
caused by the initial reconfiguration of NSSI C. This complex event can be further signalled to related
FM CFs, e.g. FM Ck The FM CFs (such as FM &l this example) can subscribe to such complex
events or an be configured to receive complex events from FM CFs with which they have only
transitive dependencies, in order to receive an earlier warning for potential problems.

The main benefits of such an approach where advanced correlation of FM events ifansed c
summaised as follows:

1 The FM CFs may uie a distributedECF, which can detect related events reported by other
FM CFs in different NSMFs or NSSMFs including causality and temporal context

1 The FM CFs may coordinate their corrective actions shahthey mininse the impact on
those functions that have the most dependencies as indicated by the event correlation.

o As an example, corrective actions on a NSSI dedicated to a single NSI are preferred
over changes in a shared NSSI.

f Usingtheresultsfm ECF t he af or ement i on epdo nfigcoh aei fnf ercet asc
event propagation can be mingead

3.1.2 Applying redundancy for higher resilience

High availability of the 5G network is tightly coupled with the high availability of the telco cloud as its
integral component. In order to achieve high availability of the telco cloud the different mechanisms for
improving its resilience can be applicable. One of approaches for improving the resilience is applying
the redundancy in telco cloud deployment. Tpgproach is also a prerequisite for efficient operation of
other mechanisms for improving telco cloud resilience discussed-M&@@GArch, such as 5@Eslands,

or enhanced fault management. Increased redundancy allows shorter failure recovery time, and thus
improves overall network availability. However, the increased redundancy comes with increased costs
and operational complexity. Such a traaf€in applying redundancy needs to be carefully considered

in system design.

There are different redundancy sofes that can be applied in the telco cloud, leading to different levels
of telco cloud availability and consequently cost and complexity. In general, a number of components
(N) is backed up with a certain number of additional components (M), forming thkrddundancy
approach.There are different modes in which N components are interacting with M redundant
componentsAs an illustration, in following we briefly describsome of the representatixvedundancy
modes[H+16], [AVA18], howerer, further redundarycschemes are applicable to the telco clewgl

as discussed iAMF16], [AD13], [AVA19].

1 N+M redundancy scheme (N active standby)is designed in a way that one telco cloud
instance, e.g. VM, container is processing the load, i.e. being active instarceas additional
instance is prepared to take over the processing from active instance, once it fails. The procedure
of taking over the processing load may incur the considerable delay. Such delay depends mainly
on the level of readinesd the standbynstancge.g. being in a cold or hot standibg)take over
the processing load. E.g. in the case of stateful network function failure, the processing states
need to be synchried beforehand among the active and standby instance. Better preparation
of redundant instance, e.g. by synchiesation between active and standby instances, decreases
the failover time but increases the resourcasatibn and consequently resource costs and
wastage.

1 Load sharing scheme allows sharing of processing load amdagées. This scheme follows
the N+M redundancy approach, where only N instances would be needed to handle the peak
processing load, but additional M instances are used in parallel, thus the processing load is
distributed among N+M instances. This redungastheme provides a good traofé between
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the telco cloud availability that can be achieved and the amount of redundant resources/cost.
However, it is mainly suitable for processing the tasks without major interdependencies, where
parallelsaion of processing can be achieved.

1 Full redundancy2N) whereto N active instancean equal amount gedundant instancesl)
is associated. Such redundant instances may have different level of readiness (e.g. being in a
cold or hot standby) or can even performa firocessing in parallel to active instanc@#is
approach provides the highest availability at the cost of largest resource wastage. Therefore, it
is suitable mainly to cases with extreme availability requirements.

The resulting availability of theelco cloud depends on the availability of the single instance, type of
redundancy scheme, as well as the amount of redundancy ajplitttermore, the time to detect the
actual fault as well as to recover from it e.g. by using redundancy influencssthing availability of

the telco cloud.

3.1.2.1 Selection of suitable redundancy scheme

As indicated above, the different redundancy schemes might be suitable for different use cases. In order
to select the most appropriate scheme for particular context ahwhe telco cloud is applied the 5G
MoNArch elaborates on the most important inputs to be taken into account, which are:

T Information regarding the required availability level of the telco cloud, given the required E2E
availability requirements of theesvice/slice, e.g.-ines, 5nines availability(that is, 99,99%
and 99,999%, respectively)

1 Type of network functions deployed on the telco cloud with respect to processing state, i.e.
stateful or stateless network function (NF).

1 The recovery of statefuetwork functions requires the information about the operational state
in the moment of failure, thus adequate preparation of redundant instance by a priori state
synchrorsaion between active and redundant instances is required. This is not thercase fo
stateless network functions.

1 Consideration on interdependencies among network function and their processing tasks.

1 This input determines how processing tasks can be handled, i.e. in parallel or serial way. Thus,
different redundancy schemes may beaté.

Due to its cost efficiency the load sharing redundancy scheme can be seen as the most reasonable
approach for the cases where the processing tasks can be executed to a large extent in parallel.
Furthermore, the resulting availability that can beieaad by load sharing scheme depends on the
current load in the network. E.g. if N instances can handle the peak load and M are used in parallel
(resulting in N+M load sharing scheme) in the case of lower load where dnlindtances are needed

to handlethe lower load, the resulting redundancy scheme would He, (M+P) which significantly
increases the overall availability of the network.

Figure3-3illustrates this effect for N=5, M=2, P=2, for different assumion availability of a single
component. AdditionallyFigure 3-3 shows the comparison between the load sharing approach and
generic N+M redundancy scheme without load sharing. Such generic redundancy schems provide
better results in terms of overall availability, at the cost of more resource usage and no flexibility with
respect to the traffic loadNote that results ifrigure 3-3 take into account only the assumption on the
availability of a single instance and the redundancy scheme and amount applied, without consideration
on further impacting factors such as fault detection time, time needed to recover from the fault using the
redundant instances, etc.
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Figure 3-3: Overall availability of the network given different redundancy schernaesl
assumptions on availability of a single component.

3.2 Augmentedresilience viancreasedcontroller scalability

Controller is a key elemerih the Telco cloud for implementing various functionalities such as
programmability of VNFs, VNF chaining and networking between VNFs deployed across physically
distributed Infrastructure. Telco cloud controller néededesigned to support augmentediliescy

as well as scalability to have reduced control plane latency, fast recovery féiltirey and improved
performance.When deciding on whictsoftware defined networkSPN) controller(sjo use in
productionthere arglenty of features to be exarsithsuch as programming language, the performance,
the time to learn to develop applications, the protocols of southbound API, performance of centralised
and distributed approaches, etc. For instance, a single SDN controller would represent a sindle point o
failure for the entire network and the solutionthis case is to useduster of controllers running in
parallelinstead. In the typical SDN use case, the default action of an SDN capable device is to forward
new packets to the controller iftheydoh correspond to any of the ent
flow tables. The SDN controller decides what to do with the packets.

In a network with a large number of nodes, forwarding traffic to a single controller would lead to a
bottleneck in performae. Multiple controllers will be the answer to assure high availability and
scalability, so if one controller fails, the others would be available to take over the role. &icldl m
raises the issue of distributed state management, where synchronisatidispensable to have
uniformity in the network. However, the available ofgeurce and commercial controllers have various
issues related to the scalability of controller functions; i.e., the number of controller nodes in a cluster
cannot scale automadilty in response to the underlying network traffic. This work mainly targets the
performance improvement of the controller framework to be-sceitable and better at supporting load
balancing

3.2.1 Scalability solution analysis

In this section, we study andmeriment with various SDN controllers with special focus on their
scalability solution.

3.2.1.1 OpenDayLight

OpenDayLight [ODL18] from Linux foundation is one of the mainstream open source SDN controllers.
The main features that ODL offers include: clusteringgrisure high availability by implementing the

Raft algorithm, and employing AKKA framework [Raft18] to manage multiple controllers and their
states. Diverse experiments have been conducted to measure the performance and the effectiveness of
clustering conbllers in ODL. Model driverservice abstraction layer (MBAL) clustering allows

multiple controllers in ODL to form a cluster, where each controller executes an identical set of network
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services. MBSAL clustering in ODL provides a Network State Datal{ds®DB) called the distributed

data store. It enables network services to store their network states into several partitions and select
which YANG module to be contained in the partition. This data is referred to as a shard. Shards can be
replicated and plced into multiple ODL controllers.

Shard:

There exists one special partition called the default shard, which contains all data except the data defined
by the selected YANG modules set by the administrator. For example, ODL models the topology state,
that includes a set of devices and links, as a netiwapklogy YANG module. If the administrator

selects the networtopology YANG module to be contained in a partition, the total number of partitions
becomes two (i.e., default shard and topology shard), alhother network states except the topology

state are contained in the default shard. Each partition is replicated into R replicas, where R is
configurable by the administrator. Each replica is assigned to the controller which has the least number
of redicas. When the number of replicas is smaller than the number of controllers in a cluster, the
amount of network states that can be handled by the distributed data store increases with the number of
controllers in the cluster. Meanwhile, when each pantitias multiple replicas, and as synchronisation

is performed on a per partition basis, the synchronisation overhead in the distributed data store increases
with the number of partitions

Figure 3-4: Module-basedshard [ODLSHARD]

Raft in OpenDayLight:

ODL uses the Raft protocol for synchronisation between replicas of a partition, which provides strong
consistency at the cost of inferior read/write performance. The Raft protocol in ODL elects one leader
replica for a partition and thus all states within distributed data store of ODL guarantee strong
consistency. Meanwhile, read/write requests from ODL controllers which do not contain a leader replica
are handled remotely, which increases latency for their ségjulso, in order to commit write requests

to the leader replica, the agreement among most replicas is mandatory, and therefore additional latency
occurs. When a controller which contains a leader replica for a partition fails, data access to the partiti

is prohibited during the absence of the leader for strong consistency.

Figure3-5 shows an example of topology state synchronisation in ODL. In ODL, topology state is stored
into distributed data store, whickes Raft protocol for synchronisation. As showfigure3-5, each

ODL controller manages a subset of the topology and read/write requests to the topology state can only
be handled by the leader replica in ODLahtroller, which increases latency. Fastancewhen ODL

2 controller receives read requests to Topology B, it fetches the correspondiogyciate stored in

the leader replica in ODL 1 controller and replies with the fetched state.witiem, ODL 3controller

receives topology update events from Topology C, the requests are forwarded to the leader replica in
ODL 1 controller. After that, the leader replica asks foratpeement on the updates among most of the
follower replicas and, if sucessful, i commits the updates. In this manner, the consistency between
topology state replicas is guaranteed all the time in ODL
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Figure 3-5: ODL topology synchronisation

Scalability Analysis:

In order to examingéhe functionality of ODL, we form a cluster of 3 controllers. For our experiment,

we used the Beryllium version of ODL running in VM. We started with 3 VM's with 2GB RAM and
10GB ROM and deployed ODL inside each VM. Since this experiment uses Virtuil®dkhe easier

to create a secure shell (SSH) connection to each VM and access the VM through the command line
interface (CLI) from the host. The CLI of ODL is shownrHigure3-6.

®) root@dingzg-ubuntu: /home/dingzg

'<tab>' for a list of available commands
'[ecmd] --help' for help on a specific command.
'ectrl-d>' or type 'system:shutdown' or 'logout' to shutdown OpenDaylight.

@ >feature:list -1i
| version | Installed | Repository Description

standard-3.0. Karaf standard feature
standard-3.0. Provide 0SGi ConfigAdmin sup
standard-3.0. Provide Region Support
| standard-3.0. Package commands and mbeans
| standard-3.0. Provide KAR (KARaf archive)

| 3:0:7 | standard-3.0. Provide a SSHd server on Kar

management | 3.0.7 | x standard-3.0. Provide a JMX MBeanServer an
d a set of MBeans in K

@ o>l

Figure 3-6: ODL install features

Mininetis used to create a network topology. Feature installation and file modifications should be done
for every controller. Cluster configuration defines the members (nodes) of the cluster eelitias

of the shard. The configuration can be defined in a number of configuration files, which can be placed
in the ODL distribution. When the ODL controller is started, the configuration file can be passed to it.
When the MDBSAL clustering service butel comes up, it can look at which specific configuration
needs to be loaded, reads it from disk, and initialises itself. In order to enable the clustering feature, there
are 2 files to modify in /configuration/initial folder: akka.conf and modiard.conf. When the odl
mdsalclustering is installed, it creates those two files. When each shard is defined in every member,
this means that it replicates and stores each shard, such as: inventory, topology, toaster, and default, in
each controller. An examptef akka.conf and modulehardg.conf isprovidedin Figure3-7 andFigure

3-8, respectively
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module - shards = [

{

name = fAdefaulto
shards = [
{
name = fAdefault
replicas = [

imembEead
imemb2ad
imemb2ao

name= it opol ogyo

odl - cluster - data { shards = [
akka { {
remote { name = Atopolog
netty.tcp { replicas = [
hostname92. 8. 56. 1010 i me mbEad
port = 2550 ime mb2ad
} imemb&a
]
cluster { }
seed-nodes= [ fiakka.tcp:// opeclusteayd i ght ]
data@192.168.56.101: 25500, ocakka. h
cluster -data@192. 168.56.102: 25500, 0¢ {
opendaylight -cluster -dat a@192. 168.56. 103 name = fAinventoryct
roles= [ i me mbledr] shards = [
{
persistence { name = fAinvento
# By defaul the snapshots / journal directories live replicas = [
# in KARAF_HOME. You can choose to put it somewhere i me mbEad
# else by modifying the following two properties. imemb2ad
# The directory location specified may be a relative imemb2ad
# or absolute path. The relative path is always ]
# relative to KARAF_HOME. }
#snapshot -st ore.l ocal .dir = Atarget]/ ]
# journal .l eveldb.dir = Atarget/ }
journa |I{ {
leveldb { name = ftoastero
# Set native = off to use a Java - only shards = [
# implementation of leveldb {
# Note that the Java - only version is not name = fAtoaster
# currently considered by Akka to be replicas = [
# production quality imembEed
ime mb2ad
#nativ e = off i rmber-3 o
} ]
} }
} ]
} }

} ]
Figure 3-7: Example ofakka.conf Figure 3-8: Example of module

shards conf

The moduleshards.conf file describes whishards live on which members (nodes of a cluster) and the
cluster members on which replicas of those shards exist. The replica primarily depends on the order of
the replica listThe clustering service is responsible for the discovery of all nodesdtters)y which

form the cluster and all related functions. It depends on AKKA clustering to identify the members of a
cluster. When the clustering service comes up, it first checks for the state of the cluster. It looks up all
the members in the cluster avetifies that all the roles defined in the clustenfiguration are fulfilled

by the cluster membership. Once all the members with the required roles are up and running, the
clustering service notifies its listeners that the controller is open for diwmmed/e installed jolokia to

access the information of the shard by JSON format. Using curl command, we can request some
information on a specific shard by defining the IP and member ID as shdviguire3-9. The output

is shown n Figure3-10.
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curl  -s
http://192.168.56.102:8181/jolokia/read/org.opendaylight.controller:Category=Shards,name=mem
ber - 2- shard - topology - config,type=DistributedConfigDatastore | python - m json.tool
Figure 3-9: OpenDayLight curl data
{
Arequesto: {
fimbeano: forg. opendayl!l i (Categorg=8hards;nanhefnember - 2- shard - topology -
config,type=DistributedConfigDatastore 0,
Atypeodo: fAreado
h
istatuso: 200,
iti mest amp2843142,5
Avalueo: {
AAbort TransactionCounto: O,
ACommi t |l ndlgxo
ACommi ttedTransactionsCounto: O,
ACurrent Termo: 443,
AFail edReadTransactionsCounto: O,
AFailedTransactionsCounto: O,
AFol l owerl nfoo: [
{
factiovetrue,
Ai do: A melnshaedr-topology -conf i go,
Aimatchl nd#&xo:
inextlndexo: O,
Ati meSincelLastActivityo: A00:00:00:3350,
Avotingo: true
h
. S
flactiveodo: true,
Ai do: A me3nshaedr-topolo gy-conf i go,
Aimatchl nd#&xo:
Ainextlndexo6o: O,
Ati meSincelLastActivityo: A00:00:00:3490,
Avotingo: true
}
I
AFol |l owerlnitial SyncStatuso: true,
Al nMemoryJournal DataSizeo: 0,
Al nMemoryJournal LogSizeo: 0,
AiLast Appl iledo:
ALast Commi ttedTransact i-@n0Tl ndeld:: 0 OA:10907:00 0 0 O ,
ALast |l nd€lx 0:
ALastlLeadershi pChangdZ-i0hed3: 533088: 1270,
AiLastLogl ndexo:
iLastLogTel, mo:
AlLast Tero:
ALeader 0: fA2nashard etopology -conf i go,
AiLeadershipChangeCount o6: 3,
APeer Addr es s 0 -1-ghare atdpelagy - config: akka.tcp://opendaylight - cluster -
data@192.168.56.101:2550 luser/shardmanager - config/member - 1- shard - topology - config,
member- 3- shard - topolog y- config: akka.tcp://opendaylight - cluster - data@192.168.56.101:
2550 /user/shardmanager - config/member - 3-shard -topology -conf i g o,
APeer Voti ngSt at esb shard mepaldyye r- config: true, member - 3- shard - topology -
config: trueo,
APendi nggnMmmiC QueueSizeodo: O,
ARaft Stateodo: fiLeadero,
AReadOnlyTransationCounto: O,
AReadWriteTransactionCount o: 0,
AReplicatedToAl-LI ndexo:
fiShar d Name 0 : -2Ashadnitopology -conf i go,
ASnapshot Capturelnitiatedo: false,
ASnapshoxdmnde
ASnapshot T-dr mo:
AiStat Retrieval Error o: nul |,
AStat Retrieval Timed: fA14.39 mso,
ATxCohort CacheSizeo: 0,
AVotedFor 0: -B-sl@mmhbtepology -conf i go,
AVotingo: true,
AWriteOnlyTransactionCounto: O
}
}

Figure 3-10: OpenDayLight curl data output
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We execute the following command to create the network topology, using mininet emulator and with
thedefinedtopology as shown iRigure3-11:

sudo mn -- topo linear,3 -- mac -- controller=remote,ip=controller -
ip,port=6633 T switch ovs,protocols=OpenFlow13
€ 10.55.17.20 +@| B-c - Q @
s OPENDAYLIGHT = pevices Flows Troubleshoot £ admin ~
Nodes Learnt &
Nodes Learnt i
Name Node ID Po —

None OF|00:00:00:00:00:00:00:07 s7-

None OF|00:00:00:00:00:00:00:06 s6-

s6- OF|00:00:00:00:00:00:00:06
None OF|00:00:00:00:00:00:00:05 s5- kil BUUEIES OF|00:00:00:00:00:00:00:07

Static route Configuration Subnet Gateway Configuration ~ SPAN Port Configuration
Static route Configuration Subnet Gateway Configuration
Static NextHop Name Gateway IP Address/Mask Node/Ports
Name Route address

No data available
No data available

Figure 3-11: OpenDayLight web GUI

The monitoring can be done withe cluster monitor tol. This tool provides redlme visualisation of

the cluster memberoles for all shards in the configationdatastore. This is useful in understanding
theclustering behaviour of controllers when they are in different roles and states such a®leacksr/
isolated {.e., the controller has no followers), shutdown or rebooted. The tool assumes that all cluster
members have the same shards. The file is located in test/tools/clusteringfolusiter/. We neegd

to modify the file monitor.py by th#° of each controller.

In the first part ofFigure 3-12 (see next pagell controllers are in follower mode after cluster
initialisation in member 1 state. In member 2 stateéigdire3-12, all controllersare eligible to be elected
as a leader of the cluster. In membestate acontroller with topology information is elected as the
leader of the cluster aftarvoting process.

Though ODL supports clustering usingfRand AKKA framework, it requires preonfiguration of
cluster members and shards. This requiresdptermination ofthe number of controllers and the
distribution of data store. Any modification to the cluster configuration requirbeatof the entire
cluster members along with modificati@f number of configuration files. Such approach limits the
flexibility in scaling up and down the number of controller nodes and shard members-timeeal
according to the underlying network conditions.

3.2.1.2 ONOS

One of distributed controllers beside ODLdpen network operating system (ONOS) [ONOS18].
ONOS is a multmodule project whose modules are managed as open services gateway initiative
(OSGi) bundles with two main protocols: Raft and -@miropy protocols. ONOS is a distributed
controller, implemergtd using an iimemory based keyalue data storage system which is adopted to
improve the data read and write efficiency. Different data models use different data consistency methods
for actual needs. These consistency methods include eventual consestensyrong consistency.
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Though there is a distributed and clustering feature is provided in ONOS 1.13, it lacks in terms of
dynamicity (e
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Figure 3-12 OpenDayLight cluster monitor tool election procedure of shared leaders

Consistency models: eventual consistency

There are two consistency models, namely the eventual consistency and strong consistency models. The

control

former model prowdes a weak form of consistency, in the sense that a data update on a certain controller
will be eventually updated on all the nodes. This implies that for some time, some nodes may read

different values from the actual updated ones; however, after somediinthe nodes will have the

updated values, given that they are able to communicate. This model is employed in systems which

require high availability. The anéintropy protocol, implemented in ONOS, supports this consistency
model (a network topologyare to describe the network topology in terms of links, hosts, and switches).
Anti-entropy protocol is a type of gosdipsed protocols that realises synchronisation between multiple

instances of the controller. It is used to manage the network topatmgyIsis based on a simple gossip
algorithm in which each controller chooses at random another controller in the cluster every 5 seconds
and then sends a message to compare the actual content of its store with the one available at the other
controller. This synchronisation message includes the information about the elements (switches, links

and hosts) present in the topology, as well as the removed elements, i.e., weak synchronisation. It does

not guarantee consistency.

Consistency models: strong contaacy

This model ensures that each controller always reads the latest version of data. If certain data have not

been updated yet at all (or most of) the controllers, then they are denied the permission to be read,

thereby giving availability less priorityn favour of consistencyThe Raft consensus protocol

implemented in ONOS supports this consistency model (a mastership store to keep mapping between

switches and their master(s)).

Raft protocol

It is a recently proposed scheme [SIDMMPARE] which providesstrong consistency for the

mastership store in ONOS. A Raft implementation requires a cluster of nodes, each having a database
s replicated

ter med

structure. The consisteyngs coordinated by a leader node in the cluster, which is responsible for
receiving update requests from all the other nodes and later relaying log updates to the other nodes. Once
most of the followers have acknowledged the updates, this is committedlog [ODL] except for the

as the

Al ogo, whi

c h

n

eventual consistency map, which is handled by-emtiopy protocol. All other primitives are operated
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by Raftbased log system. The Raft protocol is able to achieve strong consistency, whereas the anti
entropy protocol, aka ¢ghgossip protocol, is suited for ultimate consistency.

Distributed data and cluster configuration

In ONOS, for scalability issues, multiple instances of the Raft algorithm run simultaneously, each of
which is responsible for the synchronisation of a dalsat. This is due to the aseftropy protocol; as

each controller randomly selects another controller to synchronise the network topology periodically.
The controllers are always logically connected in a full mesh. ONOS uses port 9876 for the inter
contoller communications. For clustering, when a cluster is formed, a metadata file is created that tells
each ONOS node where other nodes in the cluster are.

ONOS wuses a partitioned Raft cluster winote 6nb6 p
instance of the Raft protocol by default, to decrease the amount of overhead for scaling the cluster size.
This means that by default, a cluster of any size can technically only tolerate the failure of one node
before losing partial availability.In somescenarios, aluster of ten nodes can experience some
unavailability issues within some partitions even when only two out of the ten nodes fail. This can occur

if these unavailable nodes are members of a partitianhas onlythreemember nodes and thean

causdoss of some partition information. This is due to the fact that the loss of one partition can affect

all partitions for certain types of operations. In any deployment, it is necessary to place these 3 nodes in
different failure zones or use #fdrent partitioning scheme to have high availability.

So, the fault tolerance of the controller cluster effectively depends on the number of nodes in each
partition rather than the number of nodes in the cluster (at least two nodes in each paditidarta

to raft election). Partitions are designed to scale performance, not fault tolerance. But for large clusters,
there is the possibility to conceivably scale the partition size to five nodes to tolerate the failure of two
nodes in any partition. Thigill obviously hurt performance, but only slightly. Quorum based consensus
algorithms scale rather well for up to seven nodes, since they tend to take advantage of the fastest
majority of nodes in the clustdn the above scheme, each node is a membarsahilar number of
partitions. An administrator decides whetheditierent partitioning strategy is better, e.g., a more
powerful node, i.e., one that has more resources compared to others, can accommodate more partitions,
due to its resource capacity

Raft for data partition

I n order to i mprove data access efficiency, ONOS
raft algorithm. Access to the Rdfased storage is done using a chssrtver model. Each partition on

the storage has sometbe ONOS instances that are acting as the server for that partition, but a given
instance will not necessarily be a server for every partition in the system. Each instance is usually a
client of each partition because it may need to access data froropauttitat it is not hosting.

Replica Sets

e EIEIE] -
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Figure 3-13: Data partitions and replication set

Once the leader of one partition is down, a new leader will be elected, but ONOS keeps the same
partition. When the previousader is up again, the current leader continues to lead the partition until its
failure. In terms of log replication, after replicating a new entry to all servers along with the reception
of an acknowledgement, the leader commits the entry and sendspbege to the client by sending
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the remote procedure call (RPC) and conveys that the new entry has already been committed so other
servers can commit to their state machine. With two nodes only, it is possible to elect a leader but not
to commit a new enjr Since there is no majority of votes, the log stays uncommitted. If a new leader

is found, both nodes will become followers and synchronise the logs with the new leader. Uncommitted
entries will be deletedrigure3-13 explains the partition set of possible members in a cluster.

Scalability Analysis

In this section, we describe the scalability analysis in order to know how ONOS survives a network
failure. We begin with five partitions and five controller nodesge(ftontainers) as members of each
partition, as shown ifrigure 3-14. Each partition stores different data of the network. Data in each
partition is replicated to every member. If one partition is down, netwotkfailil If a controller is

down, the network may or may not fail; depending on the number of available controllers to handle a
partition. InFigure 3-15, one controller is down. In this case, the network will retffected as there

is backup from other controllerds shown inFigure3-16, controllers are maintained stopped

i==§. -
[ - - Controller 4  Controller 5

Partition 5 Partition 5  Partition 5 _ Partiion 5 __ Partition 5
ey AN Py P Feen

Figure 3-14: Cluster with 5 nodes

sl ——
y- 7 ! Controller 4 Eﬁ;

Partition 5 Partition 5 | Partition 5 _ Partition 5 __ Partition 5|

Partitio

Figure 3-16. One node is down from partition perspective

Version 1.0 Pageb2of 116



5G-MoNArch (761445) D3.2Final resilience and security report

The behaviour of the cluster during node failures is related toaagensus, as there will be no majority

when there is one controller. The controller keeps waiting for votes until eotitneccurs and the

system goes down. Concerns come up when a user wants to change the cluster configuration. ONOS
needs to stop thaimning system (existing cluster) and restart with new cluster metadata. In a typical
low latency network, such as mobile networks, it is unacceptable to bring down the entire controller
cluster during network operatidiof. Figure 3-17). The second issue found is that there should be at
least two controllers to participate in one partition since ONOS depends on the Raft algorithm, where
the masteslave paradigm applies. This will impact resilience when there are only two contiefilers

-I P
- Con ol r4 Coritrofler 5

Pamu::ns

Pamtlon 5

Partition 5 Partmon 5 Partition 5

Figure 3-17: Four nodes are down
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Figure 3-18. ONOS clustering

3.2.2 Scalable controller framework

Architecture
In order to make the controller clusteakble and able tdynamicallyadd or remog number of nodes

in the cluster, wextended the distributed core to be dynamic and able to accept any new nodes joining
the cluster and synchronise with the running nodes as shigure3-19. Data can be synchronised to

anew controller as a new member of the existing partitions. Also, a new leader election begins as a new
member joins the existing cluster. Such framework is scalable and the number of nodes in the cluste
can be adjusted accordlng to the ongoing traffic load in the network.

Controller 4 Joining..

Dynamic Clustering Extension to . : :
Join new nodes and Synch Data___ ' 'ﬁ :
! | . g {

Figure 3-19: Scalable controller framework
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Evaluation

In order to verify the scalability of such frameworks, we have started a siagteoller andlater
increased the number of controllers in the cluster. We also emulated an Open Virtual Switch (OVS)
network with mininet emulator to verify the stability of the platform as shoviigare3-20. We used
theping test between two hosttthe edge of the network to verify the connectivity. The test is continued
by stopping and rstartinganumber of controllers in the network. The outcome isadlpitg continues

to be successful during the fakuof nodes as well as during the modificatiothefcluster.
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. Check network stability

v A
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o

Controller 3

/ A
.
Controller 4 Co s

Figure 3-20: Scalablecontroller frameworki evaluation scenario

Start network topology:
Mininet

In order to analse the performance of the developedlable controller frameork, computing resource
usages measured by increasing the number of controller nodes in the teStheebst bed consists of

a mesh network with 40\B5sand 40 virtual hosts emulated using mininet emulata BEG equipped

with 16 GB RAM and 4 CPUsThe scalable controller framework is connected to the network via
OpenFlow protocolThe default packet forwarding application on the controller is activated to support
InternetControl Messagérotocol (ICMP)packet transmission between hostsitAsn ke derived from
Figure3-21 (see next page), the number of controllers in the cluster is increased, the CPU load of each
controllercan bereduced and hence the controller performangeoves
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MEM USAGE / LIMIT
1.337GiB / 15.57GiB
905362e876aa > 1.718GiB / 15.57GiB

1d8d6b4co13a - 1.609GiB / 15.57GiB
4d69c770e36f - 1.433GiB / 15.57GiB
35637d27a4ce - 249M1B / 15.57GiB

aravinth@aravinth-PORTEGE-Z30-8: ~

MEM USAGE / LIMIT MEM %
R62c1f97643c % . 1.3GiB / 15.57GiB 8.35%
D05362e876aa . . 1.72GiB / 15.57GiB 11.05%

1d8d6b4cO13a - : 1.623GiB / 15.57GiB  10.43%
i 1.477GiB / 15.57GiB  9.48%
BS5637d27a4ce - - 497.6M1B / 15.57GiB 3.12%
bec7396b621e - < 118.8M1B / 15.57GiB  0.75%
5 aravinth@aravinth-PORTEGE-Z30-B: ~

CONTAINER ID MEM USAGE / LIMIT

a62c1f97043c - . 1.271GiB / 15.57GiB
905362e876aa - . 1.739GiB / 15.57GiB
1d8d6b4cO13a - . 1.661GiB / 15.57GiB

4d69c770e36f - . 1.568GiB / 15.57GiB
35637d27a4ce - . 817MiB / 15.57GiB

6ec7396b621e - . 501.9M1B / 15.57GiB
614b5648a1a8 - . 313.4M1B / 15.57GiB

Figure 3-21: Scalable controller framework performance measurement

3.3 5G Islands:evaluating migration cost andoutageloss forcontextaware
NF migration

While redundancycan be explo#éd to improve the telco cloud resilience, it has topedictively
prepared and periodically updated, which expenses an extra operational expenditure (OPEX). Moreover,
in somescenariosfrequent routingoreparation and update of redundancy can generate a significant
backhaul trafficwhich depraves the tetccloud resilience itself. As a solution, this section describes a
novel approach of selective VNF migration by means to balance the resilience and REX the
autonomous nature of such VNF migration, in the telco cloud resilience framework of Wae3 of

Mo NArch t hi s apHGrstaade h arépebsentsuabsbpardte afichitecture enabler which
resides in thiManagement and Orchestration laygrthe 5GMoNArch architecture (c.frigurel1-3).

3.3.1 Central-to-edge VNF migration

Telecommunication networks can suffer from malfunctionservice degradations, and therefore fail

to deliverthe QoS promised in SLA to the customers. In virsedl networks, such phenomenon can
occur with every VNF, which we refer to as VNF outage.miprove the network resilience and enable
autonomous failsafe operations against such VNF outages, different technologies are available,
including state management, VNF migration and rollback recovery. All these methods requisesome

of VNF redundancytat is periodically updated.

In the perspective of network resilience, VNF outages can occur either at the NF server or at the network
infrastructure. Specifically, for central cloud VNFs, these refer to the central cloud server and the
backhaul connectigmespectively. In the case of backhaul connection outage, neither state management
nor rollback recovery, but only a VNF migration from the central cloud to the local edge cloud, can
effectively recover the service from the VNF outage.

Meanwhile, there isnother reason in the perspective of autonomous failsafe operation to prefer the
centratto-edge (C2E) VNF migration to the other solutions. Generally, sources that can trigger central
cloud VNF outages consist of planned disconnections, aiecks andinintentional errors. Among

them, cybeiattacks are usually followed by attempts of illegal access to confidential information;
unintentional critical network infrastructure malfunctions can be usually caused by dangerous disasters
and emergencies suchfag, explosion, earthquake and massive blackout. In both cases, autonomous
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failsafe operations shall be executed for both the telecommunication network itself and the relevant
vertical systems, in order to minise the loss. A temporary solution of thechl edge cloud services is
thereby required to support such operatiaugh solutiorshall be decoupled from the environmeints
including the central cloudto the most possible extent.

3.3.2 Migration cost versusoutageloss

The solution of C2E VNF migratiorequires a preventive and periodical updaté¢hef central cloud

VNF redundancies in edge clouds, because the migration process: 1) may fail when the central cloud
VNF outage already occurs; and 2) generates extra backhaul traffic that may depravelitftmson
However, the update process generates extra cost in two ways: 1) an extra data traffic over the backhaul
network will be generated to transmit the necessary data; 2) an additional OPEX is needed to maintain
the redundancy on the local edge cloadsser(s). If the network continuously updates all redundancies

of every VNF in every edge cloud, it will lead to a huge sum of the migration cost which is economically
unaffordable or at least inefficient.

Instead, we apply a selective redundancy upddtgi@o, the5G Island(5Gl), in which the update
process is triggered, only when a significant outage risk of certain VNF in certain edge cloud is detected.
This leads to a tradeff between the network resilience and the OPEX when deploying the C2E VNF
migration solution.

Given a certain central cloud VNF and a certain local edge cloud, the expected outage loss of not
updating this VNF in this edge cloud is

o %0 a

whereU is the set of all UEs in local and neiglib@dge cloudd,, is the time ol suffering from this
VNF outage in this local edge cloud, drid the loss caused by this VNF outage per unit time per UE.

A rational decsion of redundancy updating can be made by compesiwgh the migration costr, of
this VNF: the VNF should be updated if and onlg#Oco..

3.3.3 Estimating outageloss

While the migration cost can be estimated straightforwardly by the MNO according &onibunt of
data as well as unit cost of backhaul traffic and local storage required, it is challenging to estimate the
expected outage loss. Depending on the nature of VNF, two different approaches can be applied.

3.3.3.1 Stateful VNF

A VNF is called stateful it depends on the profiles of served subscribers. In this case, the edge cloud
(EC) must know the exact identification of evéry "Yto estimatec,:

%0 f; n - QO Q 1 tAtAS

whereT is the update periog, is the central cloud VNF outage probability in the next perods the
VNF duty rate fou, Q , 0 and’Q j T arethe PDFsaf6é s ar randuéad stnay t,i me i n
respectively. For every UEN Y, — HQ ; 0 and'Q  t are individually computed with supports

of service log, handover prediction, etc. For g¢NF-EC pair,) is individually estimated through
service monitoring.

3.3.3.2 Stateless VNF

A VNF is called stateless if it only contains f
identity. In this case, the EC only needs to know the statisdimowledge to estimatg:
G 6T A

where0 , -fandt[ are the average number of served UEs, the average VNF duty rate and the average
stay time in everyl per UE, respectivelyil and-{can be obtained from th®MF while f[ can be
obtained from the VNFM.
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3.3.4 Simulation analysis
Consider two stateless central cloud VNFs F1 and F2, for vehih20T| and 1001, respectively.

The mobility is simulated by consi dlrurbagareaandom
surrounded by four suburban and rural areas. UEs are uniformly distributed in four mobility classes
(high, medium, low and stjlcf. Table3-1), and each area has an individual vector describing different
mobility penalties to the UEs of different mobility classe$. Table 3-2. This simulation returns in
equilibrium a UE density of 187.23/Krim the urban area, as illustratedrigure3-22.

Figure 3-22: Map of mobility simulation

Table 3-1: Basic motion speed of different mobility classes
Mobility Class STILL LOW MEDIUM HIGH
Basic Speed (m/s 0 ~N(1.5,05) ~N(10,2) ~N(40,5)

Table 3-2: Mobility penalty factors in different areas

EC I I I v

LOW 1 1 1 1 1
MEDIUM 0.7 1 0.9 0.8 0.9
HIGH 0.2 1 0.9 0.85 0.8

The status of VNF availability is simulated adarkov process, which takes account of the effort of
recovery, as shown iRigure3-23.

We compare the performance of 5GI and two napve
migration is availableania | way s o where the VNF redundancy i s
the context information. The update peribés set to 30 minutes, and in total 30 days of operation is
simulated. Results are showigure3-24. It can be observed that 5GI provides a high resilience level

with a low migration cost. Note that the sum of migration cost and outage loss of 5G| exceeds the outage

|l oss of fAnevero policy in the si marlamceofestimatorg sul t s
so that it will vanish in long term, and can be reduced by deploying more advanced estimators.
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Figure 3-23: Markov chain to simulate the central cloud VNF outage
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Figure 3-24: Cost/loss per day:imulation results

3.3.5 Neural network assisted 5G Island forstateful VNFs

So far, the effectiveness of 5G Island on stateless Vh&Ssbeen demonstratdebr stateful VNFs, as
discussed in 3.3.3.4, precise mobility prediction of every individual UE will be needed. Although this
function has not been fully implemented in scope ofNB@\Arch, some initial attempts have been
made.

The weltknowntechnique olL.ong ShortTerm Memory (LSTM) network cabe deployed to execute

online prediction of UE traces. First, ttraceinformation ofevery UE,containing its current position

and angle of motion, shall be provided to the system. Every trace is then divided intdeshmort
segments according to turniaggle, and every segment then differentiated by the order of 1, so that the
stationarity of data sequence can be guaranteed. Every differentiated segment is then independently
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normalsed in magnitude and valygadded to the length of the longest segm&he output is then
provided to a dayer LSTM network. The first layer, which is the masking layer, masks the padded
values in the input sequences; while the second layer executest@pfueward online prediction with

a Dropout regulasaion to reduceoverfitting effect. An example prediction of a simulated pedestrian
user in the urban area of Munich city centre is illustratdelgore 3-25.
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Figure 3-25: An exampe output of UE trace online prediction with LSTM network

To efficiently train the neural network, dataset of UE traces in various scenarios can be offline generated
with off-the-shelf simulators. One example is the Simulation of Urban MODbility (SUMOigwis a
Pythonbased, opesource and freto-use simulator that supports flexible environment specification of
heterogeneous traffics (vehicles, public transport, bicycles and pedesitiats).supports importing

real maps from thirgharty map servie providers to simplify the generation of simulation map

As a remaining issue for future study, the LSTM neural network shall be extended to output the spatial
PDF of the UE arrival on the next step(s), instead of the most likely destination. One feshitilgue

to achieve this aim is the mixture density netw/@84].
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4 Security on 5Gnetworks

The reliability and resilience mechanisms presented, respectivéapter2 andChapter3, need to

be accompaniedith a proper management of security. Setgutireats put at risk 5G infrastructures,
which are exposed to a myriad of different security incidents and to malicious attackers. This is
especially critical when 5G infrastructures are providing with critical services with strict reliability and
resilience requirements. Therefore, guaranteeing the prevention, detection and reaction to security
incidents are paramount to guarantee the integrity of the infrastructure protected and of the services
provided over it.

This sectiordocuments th@rogresson the security aspectwhich were reportedh [5SGM-D3.1], and
complements the initial conceptual analysis with a simulation campafigm reference td-igure1-3,
where the enablers of the WP3 framework ofGNArch are depicted on &basis of the overall 5G
MoNArch architecture, this Section elaborates on the functionalities of the seaelaid functional
modules, residing in the controller and network layeFigfire 1-3.

In this respecta comprehensiveecurity threat analysis is done in Section with special emphasis

on the implications in the Hamburg Sea ResgtbedSection 4.2valuatesn-depththe suitability of the
STZ-based approach for 5G networks, along with the main mechanisms to rttaaradgéen,Section

4.3 contains simulatichased analyses which were used in the context of WP3 -dié&@EArch for
evaluating the securitselated concepts proposed [BGM-D3.1]. In particular,the testbed built to
validate the Security Trust Zon&TZ) approach introduced ifbGM-D3.1] is presented in Section
4.3.1. The developed tool can servemential security probes to include in 8ZS In Section 43.2,
detailsare added pertaining tbedevelopedetwork behavioural analysislaborating on a gpfi-based
anomaly detection method along with its extension that is based upon a machine learning approach.

4.1 Threatanalysis onmain 5G components

Capitalising on a holistic security approach describe@hapterl, in this section various security
consider#ons for the main as well as peripheral 5G components of the Hamburg Sea Port use case are
put forward. The scope of this section is to integradethe best possible extérthe outcome of this
analysis with the concept of STZs or implement new mecimsnés standalone security solutions.

The main security areas that are involved in the Hamburg Sea Podasesean be extracttdm Figure

4-1. In this respect, devices refer obviously to the-dedces and seoss deployed throughout the port,

namely the ship sensors for pollution measurements, the smart traffic lights for enhanced port operations,
andtheendi s er goggles and tablets for assisted engi |
second parfreferred to as 5G network Figure4-1) refers to the main 5G network elements of the

Hamburg Sea Port use case, and network slicing refers to all software and hardware components that
mechaise the required netork slices in the usease. We examine these areas separately in the next
paragraphs.

4.1.1 Device security

The Hamburg Sea Port usase encompasses all the characteristics of a typical induisteéaiet of
Things (oT) application. This is dictated not orthy the significant number of sensors, but dgthe
different requirements posed by each seffmaily. Those requirement&ll within the classes of
URLLC, or massive Machine Type Communications (mMTC) or eMBB. As such, we need to take a
closer look tadevice security.

The first consideration relates to the supponmfersalsubscribeidentity modulg USIM)/ universal
integrated circuit car@UICC) cards Since the endevices need to authenticate themselves as typical
mobile devices in the 5G netwo it is expected that they support at least a secure computing
environment for storing critical keying material and performing sensitive cryptographic operations.
Since many of the sensors are physically exposed, thisititna major security concerimtegrated
modules like Hardware Secure Modules (HSM) may mitigate the risk, since there exist already
lightweight HSMsmart card solutions even for 10T device€[\EL8].

Another issue relates to the support of cryptographic operatioparafielto addessng the stringent
requirements of some usasese.g.,the URLLC application of smart traffic light systems. In this case,
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a cryptealgorithm that would not hinder the etmend latency is preferred. There exist several tailored
crypto-solutions for ach usecases, although their standiagtion is still a work in progress [NIST18].
Nevertheless, the welistablished AES algorithm has exhibited remarkabtirityover the years and
its lightweight versions might be able to address the performandear@guts of most useases in the
port. Careful examination of performance figures can reveal whether stmada8Sbased libraries
are sufficient for each case.

Smart traffic lights AR/VR On-ship sensors

3
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Figure 4-1: General architecture of thédamburg Sea Port usease

Next, a keysecuritychallengethat isclosely related to the physical accésshe devicesis physical

attacks. Physical attacks may include intrusive andimimasive cases, with the latter being of great
importance, assumg that dedicated security personnel could hinder intrusive attacksintdosive

attacks may refefor exampleto electromagnetic or power analysis attacks, during which the attacker
may be able to expose keying material or other sensitive informatibn by analysing the
electromagnetic emissions of the sensor or by examining its power traces during its operation. In these
cases, the devices should adhere to at least all mandatory packaging regulations or incorporate
countermeasures (could be in haade) to mitigate the issuee.g., trivial modifications in the
computations datpath may produce normséd power dissipation traces or electromagnetic emissions
without a significant hardware footprint. Closely related are jamming attacks, enabled biosee
proximity of human presence to the devices. The mechanisms of STZs could play an important role
here, since they can be igéd to detect jamming attempts and at least inform on an ongoing attack
within a reasonable timeframe.

Finally, as a generatemark, we should not underestimate the design flow of secure device
manufacturing. Security should be enabled by design and not astap fe@ature. This means that

proper assurance of safe programming as well as secure hardware design should ket prahiele

device manufacturers. This can be achieved by providing certifications of safe programming and
hardware designing techniques. As a last word, the patching process of end devices and sensors is also
considereas a risky operationyhich meansghatany firmware or software updates should be executed

in a secure environment and via wadifined procedures.

4.1.2 Security in 5G networks

When it comes to 5G security, 3GPP standatidn work may serve as the main anchor point for our
baseline security [3GPB3.501]. Indeed, the latest version addresses most of the security procedures
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required in a 5G network environment namely from gNB configuration to core network abé UE
network connectivity security. In the Hamburg Sea Port these requirements arecramhgid a
prerequisite and in the next paragraphs we build further security considerations on top of 3GPP security
work.

In Figure4-1 the general architecture of the Hamburg Sea Portase is illustrated. The numbered
circlesdepict parts of the network where extra attention is required to safeguard a secure environment.

In part 1, the connection between the HH gNB Tower and the edge cloud infrastructure in DT Hamburg
is considered. The main requirement here is a secure IP@E@dtivity between these two entities.

In part 2, the security of the unified data management (UDM) and authentication server function (AUSF)

is examined (they provide partly the functionality of the home subscriber server (HSS) in the EPC
domain). The man role of AUSF is to handle authentication requests both for 3SGPP an8GfeR

access and inform the UDM upon successful or unsuccessful authentication of a subscriber. In the port
scenario, these functions are part of the software stack of the localleddghence it is of paramount
importance to assure a robust software implementation, especially against attacks which target
subscribersdé data, denial of service (DoS), etc.

Part3 refers to the perimeter security provided by viveual private networVPN) infrastructure.
Although this might seem as a trivial remark, there are several examples of badly configured VPN
connections with detrimental results. For example, in [RZ11] a typical username/password enumeration
vulnerability is described. Acconfj to this attack, a VPN server may reply with NULL PSK or not

reply at all to an incorrect username. This enables the attacker to infer whether a username exists or not
and create usernames with the same pattern. After discovery of a valid usernataekancsn receive

the hash of the usernameds password from the se
crack of the hash that retrieves the password completes the attack (note that this is totally feasible
because the probabilistic model oé PN password hashing is not hidden) [RZ11]. Recently, another
attack based on a 2@ar old protocol (internet key exchangdéKEv1l) was unveiled. The researchers

in [FGS+18] proved that by using a Bleichenbacher oracle in IKEv1 they could break R$ptiencr

and RSA signaturbased authentication, both in IKEvl and IKEv2. Other risks involve insecure
password storage on the server sideuse of cryptographic parameters, etc. As such, a VPN
infrastructure needs to be meticulously planned to avoid mmiéation flaws. At the same time, high
awareness of the latest advances in cryptanalysis and insecure software/hardware implementations is
required, in order to apply the respective patches as quickly as possible.

Finally, part4 refers to the mobile teimals that serve as the connecting point between the UEs and the
gNB tower. The mobile terminals are basically Android devices asis of course the case with all

OS, they might exhibit risks and flaws especially when it comes to user handling anthyexttacks.

For example, researchers in Nightwatch Cybersecurity published recently a vulnerability that
purportedly exposes i nfor mat isounningdnthedevice.Simgaer 6 s d
to the VPN case, an tp-date OS and propewareness/education of the device administrators are
required to ensuranerror-free operation. As a last word of notice, mobile terminals and UEs allow for
close proximity in their surrounding environment, mainly due to their physical footprint antbfocat

As a result, jamming attacks in their radio interfaces cannot be excluded. In this case, the concept of
STZsmight prove useful to detect a jamming attack and apply mitigation actions, as will be explained
in Sectior4.1.3

4.1.3 Network slicing security

Network slicing security is a rather generic term, as it relates, in the general sense, to software or
hardware strategies and best practices that achieve the desired levels of security and slice isolation. To
illustrate the vaety of the topics related to network slicing security we offer a comprehensive enlistment

in Table 4-1.

We analyse their status in 8@oNArch below:

1) The first riskconcernghe common interfaces between th@mburg port authority{PA) and
the MNO. A crucial point is the connection between the mobile terminals and the UEs.
Fortunately, this connection is encrypted gasla resultresource mixing is prohibiteéience
a satisfactory level of security is achievdthe second risk fates to DoS attacks targeting
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specific slices. In this case, the concept of STZs along with the possibility of deploying tailored
HIDS systems and overload mechanisms is important and mitigates the risks.

2) The 3rd risk refers to attacks in intgice intefaces or in other words how is network slicing
achieved. Again, the project offers several mechanisms to protect against such threats. Firstly,
different slices forward packets to different PGWSs, thus separation is achieved by design. On
top, we have theoption to apply encryption, thus strengthening isolation. Secondly, the
connection between the PGW SGi interface an
connection and as a result injection of traffic from one slice to another can be prohibited.

Table 4-1: Network slicing security risks in Hamburg Sea Port usase

Security risks Countermeasures Status
1 Attacks on commoni/f |[Mobi |l e Ter mi nal z UE i gV
(HPA - MNO) is prohibited
2 DoS HIDS systems deployment, STZ, overload \%
mechanisms (can be included)
3 Attacks on intesslice i/f 1) Different slices forward packets to different | V

PGWs. Y Separation i
2) Encryption can be applied on top
3) Static p2p connection between PGW S6i i

Z tenantds data cent
4 Procedural attacks: slice | STZ, access attempt monitoring, brefierce attacks, | V
authentication, policies for leel-access per user
authoisdion, Mgmt
Insider attacks: make use
of another slice for
Afcheapero p

5 Malicious message IDS, traffic analysis, behavioural analysis, anomaly| V
routing among slices detection, STZ

6 Attacks on management | Secure MANO is providedVPN \%
i/f

7 SDN/NFV security Robustsoftwareimplementations, securediog, ?

overload control, cryptographic protection, integrity
assurance of VNFs, logical separation of VNFs

3) The 4th risk refers to procedural attacks, namely slice authentication, isatbor and
management. The concept of STZs offer access attemjgiomiog and resistance against brute
force attacks. In the extreme case of a malicious insider attack that Ap@as$HYr misuse a
slice to achieve for example better rates #Af
access per user. In any eathose considerations are with the operator to implement and assess.

4) The 8" risk asserts the scenario of malicious message routing among slices (e.g., malware
infected packets that may spread in the network). This topic is closely related to the slice
isolation problem, but especially for malware we could leverage on behavioural analysis, traffic
analysis, and anomaly detection mechanismals well compatible with the concept of STZs.

5) The 6" risk relates to the secure management of network slicestdgitsposes no extreme
risks, since a secure MANO interface has been meticulously implemented throughout the
project as explained in previous deliverables. In the same direction, a proper VPN connection
serves as an extra security anchor for secure MApEDadions.

6) Finally, in the T risk we include the concept of NFV/SDN security, since they are closely
related to the slicing framework. There is minimal standatidn work in this area, so our
security assurance is associated with robust software ireptations, secure coding, overload
control, cryptographic protection, and the integrity assurance of VNFs. All these techniques,
although generic, apply quite logically to the software stack of VNF/SDN. The point is that, as
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SW systems, VNF/SDN should adédo the best possible secure coding techniques, undergo
thorough testing, and support a safe procedure for SW updates in case of security failures. Thus,
the question mark relates to providing those assurances and compliance to safe coding
techniques deast. As an extra meastrassociated with additional hardware easthe logical
separation of VNFs through tailored hardware.

4.1.4 General remarks

To summaise, 3GPP offers a solid security baseline that should be taken into consideration throughout
the poject [3GPP33.501]. Especially forSTZ, they can cover most of the detection capabilities for
crucial parts of the network as we have shown for network slicing and inteiitgrace connections
between the various stakeholders. STZs can also beasthndetect physical compromise of the UEs

or jamming attacks, provided that the manufacturers allow for the respective detection sensors.

A semiopen point remains the assurance of robust SDN/NFV implementations. This can be provided
by means of secumding techniques or logical separation. In any case, the stakeholder that implements
the respective software stacks may need to provide at least a certification of secure coding methodology
throughout the implementation phase.

When it comes to cryptograjghprotection, the employed mechanisms and cHiptaries should
adhere to the latest standards (avoiding weak crypto, misconfigurations, bad handling of libraries, etc).
In this case, special care for secure upgrading and patching of all affectedssysteds to be
considered.

Finally, an important open point remains the option for dkettop security for the sensors deployed

in the port. The idea is to switch eerplane security in favour of performance and implement a direct
encrypted link beteen the devices and the respective application servers. This option requires a careful
examination of the performance gairnsany. In case such a setup is favourable the device manufacturer
should equip the devices with the necessary crypto hardwavesef without compromising
performance.

4.2 On thesuitability of security trust zones

Network slicing is one of the most relevant characteristics in 5G networks. Supported by the
virtualisation of resourcesyirtual resourcesan be dynamically allocated tptimise the service
provided within a network slice. For example, a 5G infrastructure deployed to support seaport activities
can set up different networks slices for different operations with different requirerergsvork slice

can support the traffi control operations, which have high availability and resilience requirements,
while another network slice can support virtual reality for training operations, which have high
bandwidth and low latency requirements. Different requirements mean diffesentces to deploy in
different parts of the 5G infrastructure. Virtisathg them allows to tailowhich components to deploy
depending on the service provided by the network slice: not all components are required in a network
slice anda different resoure capacity is required for every component.

All this results in many possible and different network slices, which from a security perspective, entails
challenging situations as different parts of the same infrastructure can be exposed to differefit types o
security threats. Additionally, every network slice can have different security requirements, which might
depend on the criticality of the devices operating within the network slice and on the type of service
offered by it.In the security domain, the mponent and resources devotedseéaurityprotectionare
different depending on the type of network slice. For instance, continuing witBntiaet Seaport
example, a network slice offering measurements on the quality of the air using sensors deployed all
around the seaport need to be protected against certain critical thi¢laits that domain (i.e.,
unauthoised tampering or data manipulationyhile for network slices that offer virtual reality
operations the critical threats are different (DmSattacks).

To solve the special characteidstof security requirements for network slidbe5G-MoNArch project
has developed the conceptsafcurity trust zonesST2)s. The STZ concept wagescribed irdetail in
the deliverable D3.1 of 5eMoNArch [5GM-D3.1] andis revisited in this document with focus on its
suitability in 5G networks. As described in [5GERNB.1], an STZ is a subset of elements (devices,
networks, etc.) with common security requirements, where specific components ayedéptdheir
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secuity protection (detectors, security probes, etc.). This approach brings clear advantages derived from
the inherent characteristics of network slices in 5G infrastructures:

I Adaptation of security resources to the characteristics of the infrastructuraetectpin this
case, adaptation to the characteristics of the network slice, and more specifically to the subset
of elements that share the same security requirements witldtwark dice. This entails the
deployment of detection, prevention or reactmmponents and different security probes
capable of retrieving monitoring information associatgti the protection against the required
security threats.

1 Dynamic allocation of resources devoted to security protection. The different criticality of
certan STZswith respect to others entails changes on the computational resources required for
the instances deployed for protecting secufibiese instanceareindependent for every STZ
wherethe computational resources of every instance can be tailoregptimited dynamically
at any time.

1 Efficientmanagement. Same as in 5G infrastructure, using \stdalesources for deploying
security protection components allows to dynamically-fumge their computational resources
(CPU, memory, network configuiahs), which makes configuration and management easier
than in physical deploymentahere physical machines are deployed when new resources are
needed.

1 In general, addressing problems in small and homogeneous sets is easier than addressing them
in big ard heterogeneous ones. This is also the case in STZs. STZs are chosen by grouping
elements of a network slice with common requirements and characteegsticeemperature
sensors of a network slice in charge ofducingclimate measurements. The comjiigxf the
security protection infrastructure of such STZ is simpler than the one required to protect a
complete 5G infrastructure as a whole. This would allow to deploy just the components required
for such STZi.e., deployingonly detection capabilitiebut not prevention capabilities in case
it is not required for such STZs.

1 Preventing propagation of incidents. Early detection of incidents withi8T&Z allows to
prevent its propagation to other STZs or network slices. Threat intelligence exchange
meclanisms allow to exchange information about detected threats in different STZs, which can
be used to deploy prevention activities.

1 The usage of STZs allows to simplify even more the security protection process by using STZs
templates. STZs templates are-pomfigured containers with different instances of security
capabilities (detectors, security probes, etc). The number and type depend on the STZ template
Di f ferent Afl avourso can be available in adva
it. The selection of one flavowver another depends on the security requirements of the
infrastructure to protect.

4.2.1 Suitability analysis

This section summares the suitability of the STZ approach, comparing it with the most paramount
features of 5G infrastriigres. The analysis considers the main features of 5G infrastructures, evaluating
their main security implications and how the STZs approach helps to address its protection from a
security perspective. The results of this analysis are sugetham Table4-2, which compares three of

the main features of 5G infrastructures: resource vis@in, adaptation to infrastructure requirements
and diversity of devices. Although it is evident that these features bringaloigcbenefits, they also
include additional security implications, such sscurity risks associated to hypervisors when using
virtualised resources, changing security threats in different parts of the infrastructure due to very
different services and diees sharing the same 5G network. STZs contribute to deal with these emerging
security concerns by providing tailored security protection mechanisms or prevention of incidents
propagation among other benefits.
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Table4-2: Analysis of STZs vs 5G infrastructures

5G feature

Security implication

STZ approach solution

Virtualisaion of resourceg

Hypervisor risks (Infected
hypervisor affects virtual
resources, incorrect hypervisor
configuration, side channel
vulnerabilities)

STZs can deploy specific security
probes to retrieve security
information directly from
hypervisors, which allows to monitq
at with different levels of granularity

Different trust level in different
virtual resources

The level of security cabe easily
adapted in every STZ by using
specific configurations (for detector
security probes) in order to protect
every different type of virtual
resource

Adaption of NS to

Unforesen security threats

requirements of the
infrastructure

New unknown vulnerabilities

(availability, resilience,
etc.)

Changes in the NS (devices,
network layout, performance,
resilience, etc.)

STZs can be dynamically adapted
deploying new security capabilities
to deal with new threats. In case of
using STZ templates a new templa
can be used to increase the level
protection by replacing the previou
one with one with be¢r protection
capabilities

Myriad of new and
different devices and
services over the same 5
infrastructure

Different threats for different
devices, networks and services

STZs can be dynamically adapted
deploying new security capabilities
to deal with new threats. In case of
using STZ templates a new templa
can be used to increase the level
protection by replacing the previou
one with one wittbetter protection
capabilities

Risk of propagation of incidents
between different parts of the
infrastructure

Early detection of incidents within &
STZ and notification of the detecte(
incidents to other STZs allows to
control propagation of incidents

4.2.2 Process for defining STZs within a 5G infrastructure

This section defines the process to follow when choosing and setting up STZs within a 5G infrastructure.
The process is depictedhigure4-2. It is structured in five steps aitds based on the STZ components

described in D3.1.

Anal Identify Find ways to Deploy
¢ n: yzi Security detect threats required Adapt SMm >
infrastructure Threats (sec probes) SthD/P/R

Figure 4-2: Process for defining STZs within a 5G infrastructure

Analyse the infrastructure to protect

This stepconstitutesthe identification of infastructuresniches which are elements with similar
requirements and logical proximity (i.e., same subsystem, same subnetwork) within the same network
slice. Every identified niche becomas&TZ. For example, on the sea port infrastructure considered in
WP5 there are three different networks slices:

1 A network slice for managing the signalling system.
1 A network slice for virtual reality services.
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1 A network slice managing environmental sensors installed on ships

The network slices for the signalling systamd the virtual reality service can be considered as two
different STZs. Both network slices provide different services, with different requirement&reand
exposed to different security threats. The network slaremanaging environmental sensors itisth

on ships consists of three barges with sensors installed on board. In this case, considering that the
sensors installed on every barge are physically sepamatean consider three different STZs, one per
barge.

Identify security threats per STZ

Oncewe knowthe assets to protect within each of the identified SThg&snext step is to evaluate the

main security threathatthey are exposed to. To this end, the characteristics of the STZ determine the
main threats to consider when choosing the riigocomponents requiredt should be considerdtiat

a complete protection is impossible. This analysis provides the minimum level of protection based on
the identified security threats. Several factors are considered in this grtlysesinclude

9 Evduation of the exposition to threats per STZ: assets exposed to the public iatesasily
exposed to DoS attacks throseexposed to the public spectriareeasily exposed to sniffing
of jamming attacks

1 Criticality of the STZ:the importance of the seice provided in the ST4lepend on the
criticality of the operations supported by the assets included in the STZ.

T STZ complexity: the higher the number of different devices or the higher the size of the STZ
the more difficultit is to manage security,hich impact on the security capabilities deployed
and on their configuration.

The usage of threat models can help to identify these threats, which would also allow to establish a threat
priority, with additional information such as likelihood of receivaitacks associated to those events.

Find ways to detect threats

Among the identified critical threats, a set of security probes are required to monitor the elements of an
STZ. For example, protection against DoS attacks requires the deployment of NI2S puch as
Suricat®, or to be protected against jamming attacks regudexlicated anfiamming detectors.
Sometimes HIDS probes are required to monitor machines from inside (for example, ‘@& &fp0rt

about CPU load, number of active connectionsleiifitegrity). Depending on the case, custom security
probes might be required in order to report specific events. This case would require special adaptation
of detectors to interpret the information included in those specific events.

Deploy required seatty capabilities

This activityis based omthe deployment of the security capabilities required in the STZs identified. As
defined in D3.1, STZs can provide detection, reaction and prevention capabilities through Security
Threat Detector (SthD), Reactiqi$thR) and Prevention (SthP). Not all STZs need all possible
capabilities. Again, the deployment or not of those capabilities depends on the type of STZ. However,
the deployment of SthD is mandatory for all STZs, as the incident monitoring is an essziviigtl to

be aware of what is happening in the infrastructure and which support the other two activities:

1 Detection:supportsevents normaaion and correlation for detecting incidents.
1 Reactionuses incidents detected to propose actions to mitigata.t

1 Preventionuuses incidents detected in other STZs and mitigations enforced there to carry out
actions to prevent those incidents.

It is also worth noticing that, depending on the security probes deployed in the STZ, it will also be
necessary to praply configure the SthD to process the events sent from those probes. This includes
knowing the information included in those events, exirarthe relevant oreand normakingthem in

a common format understandable by Seeurity Monitoring manageS{¢m).

8 https://suricatads.org/
7 https://www.ossec.net/
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Adapt Security Monitoring Manager

As defined iN5GM-D3.1], SMm manages the security capabilities deployed in different STZs within

the same network slice. The final step in the process of setting up STZs is to properly configure the
SMm to process imirmation received from the STZs it manages. The main functions of the SMm are to
correlate events received from the SthDs, generate security alerts when certain patterns are identified in
the received events. Therefore, SMm needs to activate/createcspdesito correlate the type of events
received from the SthDs and generate the corresponding security alerts. The number and type of rules
would depend on the security probes deployed in the different STZs, which results in custom
configuration of SMmsdr each Network Slice.

4.2.3 Templates based deployment of STZs

During the process of designing the security capabilities required for an STZ it is possible either to
manually personae them or to use STZs templates. STZ templates describe a set of predefined
configurations for an STZ, which include a set of security capabilities and security probes. STZ
templates are instantiated in any of the available STZ profiles, which contain components and probes
for the configurations described in the correspondingplates. When using STZs templates an
additional evaluation of the STZ is required, as it is required to choose the most convenient STZ profile
from the ones availabl&igure4-3 represents the process. A catalogue of security ddigstincludes

a set of available security probes and capabilities (detection, reaction and prevention). A subset of these
security probes and capabilities are used to define different flavours of STZs. There can be
configurations with protection againsimple threats, while more sophisticated configurations can
include prevention capabilities. The analysis of the STZ, in terms of security required or criticality of
the services provided, will determine the level of protection required and the STZteetopthoose.

The chosen template is used to select the STZ ptbéitdoetter adapts to the requirementhetievices

to protectwhich is deployed in the corresponding network slice.

Security capabilities

catalogue STZ profile 1 J
g (()) O Security | Instantiate > STZ profile 2 /J
sensors ‘H

' STZ profile 3
Detection
@ @ @ Reaction STZ template

Prevention ]

System to protect v

&‘L? * C e ) STZ profile to use
N 8

Figure 4-3: Process for selecting STZs based on templates

While this approach provides with less flexibility than the direct adaptation of the security capabilities
to the STZ, it simplifies management activities, as minor configuration in the terbpkstd approach.

A hybrid approach is also possible, which is based on the usage of templates as the initial deployment
of security components, while further fitning can be done by including new security probes or more
complex capabilities.
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4.2.4 Changing security requiremens of a STZ

In the security domain there is no complete protection. Changing c¢atgxtdue to additional devices
deployed or changes in the layout of the netwark) emerging new threats requires dynamic adaptation

of security protection mechanismhe STZ approach in 5G infrastructures resddo to face with this

problem as it is possible that they are exposed to new threats not considered before. To address this issue
there are two possibilities:

1 Select a new template from the templates catalogfireavhigher security protection level.

1 Finetune the current security components BfSTZ to deal with new threats by identifying
probes to detect such threats, updating also the SMm of the network slice with new rules capable
of correlating the new ems to generate alerts associated to them.

In general, the major impact when updating the security protection level of an STZ occurs at the SthD.
SthDs are mostly in charge of extracting the information from the myriad of heterogeneous event
format received from many different security probes, nonsial them to a common format ftreir
processing at the SMm. When new security probes are atldeequired either to update the SthD or

to replace it with a new instance capable of processing them. @iageam the concrete deployment
approach, there are several options to update it:

9 Virtualisaion of SthD, which would allow a seamless withdrawal and deployment of different
instances of SthDs.

1 Usage ofa pluginbased SthD, allowing for adaptation to egefniom new security probes by
simply creating new plugins capable of processing them

In general, the major impact when updating the security protection level of an STZ occurs at the SthD.
SthD are mostly in charge of extracting the information from theaaypf heterogeneous events format
received from many different security probes, norsitad them to a common format for its processing

at the SMm. When new security probes are added it is required either to update the SthD or to replace
it with a new intance capable of processing them. Depending on the concrete deployment approach,
there are several options to update it:

9 Virtualisation of SthD, which would allow a seamless withdrawal and deployment of different
instances of SthDs

1 Usage of plugin based I, allowing for adaptation to events from new security probes by
simply creating new plugins capable of processing them.

4.3 Simulatedthreats andcorrespondingdetectors

The STZbased approach described[#GM-D3.1] allows to design protection mechanisfos the
prevention, detection and mitigation of the security threats introduced in Sectianddahalysed and
extended in Section 4.8TZ are introduced if5GM-D3.1] as a solutiorio managehe protection of

groups of assets within Metwork Slice thashare common security requirements, functionalities or
which are physically or logically closén STZs a set of security probes are deployed to monitor the
infrastructure, gathering events and logs from the network or from the devices. Several espediliti

be deployed to detect, react or prevent security incidents. In this section we firstly introduce a testbed
that has been deployed to validate the STZ approach, deploying several STZs, detectors and probes to
simulate attacks and to check the momitgpand detection capabilities. In SectioB.2.details are given

about one of the possible probes to be included in a STZ, focused on the detection of network
behavioural anomalies.

4.3.1 Security simulation campaign for monitoring 5G network slices

Network sicing entails several challenges when preserving security and protecting 5G networks from
security incidentsTo this endit is paramount to consider the resourceguired to protect network
slices with very specific requirements, either in terms of régcar resilience. The STZ approach
described in [5GMD3.1] allows to dynamically adapt security protection capabilities to the special
characteristics of a network slidéigure4-4 represents the main elemermigadlved in this approach. It

is worth noticing that more than one STZ might be part of one Network Sbcenstance, using the
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Hamburg Sea Port exampl&, 8TZcan be setip to manage the security protection of the ship sensors
deployed to measure pdilan while another one can be used for the protection of smart traffic lights.
Different STZs might protect different parts of the network with different security requirements, and
therefore, different security protection capabilities might be deployeaddn STZ. The security testbed
deployed in 5@oNArch illustrates the flexibility of the solution envisioned to protect 5G
infrastructure against security threats, allowing for the adaptation of the resources devotseltaritye
protection.

S&R trade-off: Security &Resiliencetrade-off

STZm: STZ manager = = —
SMm: Security Monitoring Manager Cross-Slice Security & Resilience Mgmt

SthD: Security Threat Detection component

SthP: Security Threat Prevention component

SthR: Security Threat Reaction component m w
XSThintEx: Cross Slice Threat IntelligenceExchange component

ThintEx: Threat IntelligenceExchange component
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Figure 4-4: Security Trust Zone approach for protecting 5G network slices

The security testbed built in 58oNArch consists of on&TZ manager (STZm)that manages the
security requirements of every network sliaed one SMmthat handles the security requirements of
every STZ. Details about these elements can be found in @M. Figure4-5 depictsthe detailed
structureof an STZ. For every STZ, a set of resources issitered to be protected. These resources
can bei) sensors deployed in the pollution measurements infrastructure, ii) traffic lights, iii) the network
that interconnects them, iv) user agents, v) network comp®secit asservers, firewalls or routers.
Several security probes are deployed around these assets torpsaieatesT hese probesionitor any
activity in or around these assets and report detected anomalies.
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Figure 4-5: Detailed STZ and datflows

Version 1.0 Page70of 116



5G-MoNArch (761445) D3.2Final resilience and security report

Security probes witih the STZ report the monitored events to the security threat detector of the STZ,
which filters and norméaes them in order to be interpreted, processed and correlated by the SMm. The
SMm, based on several security rules, repaletected anomalies both to the STZm (i.e., for its
presentation to the system admin) and toTheeat Intelligence Exchang&HlIntEx). The reported
anomalies are thezxportedo the rest of the 5G infrastructure (i.e., in order to prevent the propagat

of detected incidents).

The simulation testbed created in-M&NArch considers 6 different security probes, which cover the
security threats identified in Section 4Thble4-3 summaises the security probes,dlassets to protect
and the specific threat detected. Details ablmeiuser and entity behaviour analy(ic&€BA) probe are
given in Sectior#.3.2

Table4-3: Searity Probes integrated in the 5®&oNArch security testbed

Security Probe Asset monitored | Possible attack/detections

HSM UE with HSM Bruteforce attack against HSM protected device
Main in the middle attack: modification of message
integrity
Detection ofunsecure connections through HSM

Antijamming Wireless network | Pulsed Based jamming attack

Wide Band jamming attack

Wave Form jamming attack

LFM Chirp jamming attack

VPN Server Logging| VPN server and | Detection of weak encryption in VPN conneats
connections DoS attack against VPN server: connection request
flooding

Brute forceattack against VPN server

Settings manipulation attack: autissd change of
configuration for VPN connections

Tampering Sensor | Physical devices | Detection of unauthaed physicdmanipulation of

devices
User and Entity UE Detection of anomalies in the behaviour of UE whet
Behaviour using several services: SMS, Voice Calls, VR, etc.
Analytics/Network
Behavioural Analysig
(UEBA/NBA)
IDS Network Denial of Service attack agatrassets (i.e., UDM)
UDM Bruteforce attack against assets (i.e., UDM, SthD,
etc.)

Malicious scanning of services (i.e., Port scanning)

Different security probes can be deployed in every ,SIEpending on its security requirements. For
instance, a traffidights network slice would requiantitampering sensors in order Warn against
physical manipulation of the device, though having HSM might be less relevant in this context. The
adaptation of the security capabilities available nnSTZ, with respect tahe characteristics of the
infrastructure to protects twofold:

1 Detection, prevention and reaction capabilities. Whiledétection capability (carried out by
the SthD) is mandatory for all S§Zthe prevention and reaction capabilities are optiongl an
depend on the capabilities required forIST Z.

9 Available security probes. Depending on the domain where to instantiate the STZ, the security
probes to deploy would be different and the SthD would need to be adapted, such that they are
capable of normaing the information received fromege security probes. The testbed allows
to easily configure the available security probes, as well as activating or deactivating them
depending on the ones required.
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Figure 4-6 represents the complete testbed deployed for the simulation of the security infrastructure
designed in 5&oNArch. This includes two network slices and three STZs:

1 Network Slice 1. It includes two STZs:

0 NSI-STZL1. It contains an IDS probe that protectstibM instance that manages User
Agents operating in STZ1.

0 NS1-STZ2. It contains an IDS probe that protects the UDM instance that is operating
in STZ2.

1 Network Slice 2. It includes one STZ:

0 NS2STZL1. It contains all the possible security probes as showahle4-3, in order
to protect the network, UDM or UEs from potential threats.

HSH protected device

Figure 4-6: Complete 5GMoNArch securitysimulation testbed

4.3.1.1 Simulation of attacks against & STZ

In order to clearly show the capabilities of the security infrastructure, a set of simulated attacks have
been createdzigure4-7 represents the deployment done for the simulation of attacks. A set of different
virtual machines have been deployed over the same subnetwork. In this deployment the SMm is running
with the IP 10.0.2.20, while the SthD are deployed using the IPs 10.0.2.30, 10.0.2.40 and 10.0.2.50.
Another virtual machine is representing the UDM running 09.28 while a Kali linux is acting as
attacker using the IP 10.0.2.7.

In the framework of the conducted simulation, the attasilelaunch or simulate attacks. These attacks,
simulated or not, will allow to check the suitability of the STZ approachilamdustornsdion of the
security capabilities per STZ. Considering the list of probes describebla4-3 an IDS (based on a
Suricatd) and the UEBA (provided by CERTH) ve@been deployed in the testbed. Additionally, the
restof sensors described Trable4-3 has been simulated. In all cases, the events created by the security
probes are reported to the SthDs using sysldhge SthD filters and normiaé events coming from
different sensors and reportet to the SMm to be correlated.

The testbed has been created based on the AtSIEM. The XL-SIEM is an incident detection tool
that correlates security events and dstasbmalies, infexincidents and triggsralerts. The XESIEM
has been adapted veork as @ SMm and STZm, modified to support the STZ appro&ifure 4-8
shows a screenshot of the three Sthénfigured at the STZm in the deployment showRigure4-7.

8 https://suricatads.org/
9 https://tools.ietf.org/html/rfc5424
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SMm
(10.0.2.20)

NS1-STZ2
(SthD)
10.0.2.40

NS1-STZ1

(5thD)
10.0.2.30

(SthD)
10.0.2.50

Victim (UDM)

10.0.2.7 10.0.2.8

Figure 4-7: Testbed deployment for simulating attacks

e
« C @ ® # httpsy//37.48.68.242:5021/x-siem/ 50% @YW IND ® B =

e
S5&-MoN ﬁ RCH

» Dasnboards b SIEM Analysiz b Configuration b Reports

XL-SIEM Agents Displaying 1 to 4 of 4 XL-SIEM Agents

whNew | i Modify . Delete selected | Apply < Tolal XL-SEM Agents: 4 <» Active XL-SEM Agents: 4 [l XL-SEM Agents Status

Name Priority Version Description

10.0.2.30 detectornsistzt e 410 SthD NetworkSlice1 TrustZone1
10.0.2.50 detectorns2 stz 2 410 SthD NetworkSlice2 TrustZoned

s1stz2 etworkSlice1 TrustZor

Figure 4-8: SthD configured at the STZm (using the Atos X&IEM GUI)

Considering the security probdsscribed inrable4-3, a set of different attacksss been simulated. A
Kali Linux distribution has been used to simulate DoS, Hiatee and network scanning attacks. These
attacks are detected by the IDS probpldyed in the infrastructure:

1 DoS attacks. The utility hping3 allows to flood a target with ICMP packets, provoking a DoS
attack.Figure4-9 shows the result of executing the DoS attack using hping3. The screenshot
represents the flow of packages sent to the targeted host.

1 Network Scanning. The utility nmap is used to scan the network or a specific target to discover
open ports and running services in open péitgure4-10 depictsa screenshdtom the result
of the network scanning attack. The result shows the services discovered: SSH server and a Web
server running in port 80 and 443.

1 Bruteforce attack. The utility ncrack allows perform consecutive attempts to estabi$t-a
connection with a specified target by using passwords from a list dfifijigre4-11 shows the
result of the brutéorce attack and the command used to trigger such simulation.

In addition to the Kali Linux tool that allows ®mulate real attacks, a set of attacks are simulated by
generating events that are reported to the syslog server of the SthD. To this end, a script has been created
in order to trigger the desired attagkgure4-12 represents the possible attacks that can be simulated

with suchascript.

Version 1.0 Pager3of 116



5G-MoNArch (761445) D3.2Final resilience and security report

e/user# nmap -sS -sV -PO
70 ( https://nmap.org ) at 2018-10-81 11:45 EDT
for
014s latency).
ports
STATE SERVICE VERSION
(lpunSSH 7.4pl D ian u3 (protocol 2.8)

ser# hping3 S p
. MTU:

using etho, 5
HPING (etho , rs + 0 data bytes
[Led t 5 0

an))
o an))
VirtualBox virtual NIC)
inux:linux_| el

ormed. Please
(1 host up)

tos=0 i

o dptene Figure 4-10: Netwak scanning attack simulated using
Nmap in Kali Linux

28 tos=0
ms

;25=U ser# ncrack -p 22 --user root -P 580-worst-passwords.txt
.6 ( http://n rg -01 11:47 EDT
050 0 te total)

completed (1 total)
done

completed (1 total)

19:48 remaining)

' t::tal)
2l remaining)
remaining)
Figure 4-9: DoS attack simulated witt  Figure 4-11: Brute force attack simulated using ncrack
hping3 in Kali Linux in Kali Linux

) ENTITY

anomalous be 1 E ol using SM5

anomalous be 1 \ using Vo call

anomalous behavi when usimg Virtual

anomalous behavi e when using other servi

BASED ATT
hsm_bruteforce - Trigger
- Trig m g age integrity

hsm_unsecure - Trigger i shment a e C ith HSM

JAMMING ATTAC

orm Jamm1ng
jamming_ “lfm Trigger LFM chirp jamming

VPN ATT

n_i yption
n_dos
n_brutefo
vpn_manipulation ig ;:tflna; manlpularlnn

TAMPERING
ampering - Trigger the unauthorized physical manipulation of

HTHEP
these options

Figure 4-12 Script to simulaé several attacks

4.3.1.2 Detection of attacks at SMm

The following section shows the reception of security events from the security probes deployed at the
testbed and the generation of alerts baseti@incorrelation and on the anomalies detected.

Denial of Sewice Attack

A Denial of ServicéDoS)attack was triggered by using the hping3 tool. IRtreision Detection System

(IDS) security probe detected anomalous flooding packages. The IDS detects fake flooding packages
coming from fake source IP addresses. BitleD labels that traffic as Spamhaus traffic, in order to
highlight the fake source IP. The GUI of the SMm allows to visa#ie events directly received from

the SthD Figure 4-13). The SMm correlates the recety Spamhaus events and generates the
corresponding alerts warning about an ongoing DoS atkaglre4-16).
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- X

&« a @ @ £ hitps;//37.48.68.242:5021 /xl-siem/ 0% - @ % IND ® =

P

5&-MON RIRCH'

P Dashbosrds b SIEM Anslysis b Configuration

Backto SIEM | | Pause Dore. [0 nsw rows

Date Event Hame Risk Generator Sensor Sourse IP Dest IP

20120830 110453 200 ST DROP Spamheus DROP Listed Traffic snort defeclornsistzl  27.146.48.187:56029 uDM:23
T DROP Spamhsus DROP Listed Traffi

20180820 1:04:53 o pamnas eedfiaflle o snort detectornststz!  155.71.220.126:56783 uom:23

20180820 110453 D2 ELDACE Seomhous DROF Lsted Traflie 4 snort detectornststzt 147.119.4.87:58938 uom:23

2018.08-20 11:04:53 IS:::M:J DROP Spamhsus DROP Listed Trsffic snort defeclornststzi  27.146.176.88:58850 uDM:23
T DROP Spamhsus DROP Listed Traffi

20180820 1:04:53 o emnass ed fieflle o snort detectornststz!  155.11.155.251:59085 uom:23

2018-08-30 11:04:53 ST —_— e e e snort detectar-ns stz 153.52.250.19:81433 uom:z3

snost detector-nsi-stzi 147.16.67.231:62050 ubmM:23

20150530 1104.55 0ot "ET DROP Spamhaus DROP Listed Traffic
Inbound”

2018-08-30 11:04:53 ”‘ET&%‘M snont detectornsistzi  128.188.106 0 uom:z3
20180830 11:04:53 =T BROP Spemheus DROP Listed Tiaffie snort detectornsisizi  152.109.62.235:63672 uoh:z3
2018-08-30 11:04:52 IS:::UHET DROP Spamhaus DROP Listed Traffic snort detectornst-stzt 170,67 115 84:84440 UDM:23
2012-08-30 11.04:53 0 snort detectorns-stz1 207.110.120.91:441 uom:23
2018-08-20 11:04:53 ot "ET DROP Spamhous DROP Listed Tiaffie nort detectornst-stz] 196.193.170.84:1791 uom:23

Figure 4-13: Denial of Service events received by BEIm

Network scanning attack

A network scanning attack was triggered by using the nmap tool. The IDS security probe detected port
scanning activities, followed by sending them to SthD and labelling the traffic as Nmap user agent. The
GUI of the SMm allowdo visuaisethe events directly received from the Sthitiglre4-14). Same as

in DoS attacks, these events are correlated by the SMm, thereby generating the alerts represented in
Figure4-16.

5GMonarch Security Monitoring 1/ X

&« c @ @ R hitps//37.4868.242:5021 /xl-siem/ swx @y L IND O =
Sc-monfircH
» Dashbosrds b SIEM Anslysis b Configurstion b Reports
Baok to siEm | | Pause Done. [0 newrows
oate Risk Generat Source 1P
20180830 12:5050 o 10.0.27:37400
20180830 12:88:58 " 1002737418
20180830 12:80.58 " 10.027:60784
20180830 13:5050 " 10.0.27:00750
20180800 12:80.58 nor 100279752
20180830 12:80.58 " 10.027:37534
20180830 12: " 10.027:37440
2018800 12, nor 10.0.27:60808
20180830 12: " 10.027:00810
20180830 12: " 1002737482
20180800 12:80.58 nor 1002737974 E
20180830 13:5050 nor 10.027:37588
20180830 12:5438  snort o nort 10.027:4070¢
20180800 12:5424 1 hd Host100:2:2
20180830 12:6424 1 sha 10027
Fillers.
Source IP:
Source Port i
nma v | Highlight Al Match Case WholeWords 1 of 2 matches X

Figure 4-14: Network scan events received by the SMm

Brute-force attacks

A bruteforce attack was triggered by using the ncrack tool. The IDS security probe detected port
scanning diivities, sending them to SthD and reporting failed passwords events. The GUI of the SMm
allows to visudke the events directly received from the SthElg(re 4-15). Similar tothe previous
attacks, these eventseacorrelated by the SMm, generating the alerts represenfeglire4-16.
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5GMonarch Security Moritoring /1 X

&« c @ @ B hitpsy//37.48.68.242:5021 /4 -siem/ 0% e+ Dy L IND Y =
e — ﬂ = 5
» Dashbosrds b SIEM Anslysis b Configuration b Reparts
Backto SIEM | Pause Done. [0 new rows]
Date Event tame Risk Generstor Source P DestiP
2018.08.30 141228 SSHq. Failed passuord 1 sshd 1002733012 10023022
2018.08-20 141 o sshd 10027 10023022
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20180820 141225 S5 Failes sasuci 1 s 1002733028 10023022
2018.08-30 141225 S5HY: Comn o sena 10027 10023022 e
2018.08-20 141225 S5 PAM X mon 1 s 10027 10023022
2018.08-20 14:1225 1 P 1002733002 10023022
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20180820 14:1225 1 ssna 10027 10023022
Filter
Source IP: ] Destination IP: U]
Source Port ® Destination Port i -
nma A | v Highlight Al Match Case  Whole Words 1 of 2 matches x
56Monarch Security Monitoring I/ X § - -— . 7
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I

SG-MONKRCH

b Dashboards b SIEM Analysis b Configuration b Reparts

» Filters and Options &

& View Grouped (1-49) » Apply label to selected alarms
B Signature Events Risk Duration Source Destination Status =
=
[7]  Attacks, Bruteforce atiempt against host Bruteforce attack alert 5 0 5520 10.0.2.7:33000 10.0.2.30:5sh per
1 ork scan, Nmap scan against 10.0-2 20 a 0 BOToS Z20Ntp. per 3
] Wetwork scan, Nmap sean against 10.0.2.2 P wozTaFEe Host-10-0-2 2 nitp-proy 32 open
[E] | Nebwork scan, Nmap scan against 10,022 Network scanning attack alerts 10.0.27:37408 Host10-0:2-2 hitp-provy I ) =
] Hetwork scan, Nmap scan sgainst 10.0.2.20 - 1002700158 10.0220mp per
=
] Attacks, DoS aticmpt from Spamhaus frafic R ] 3 0005 200,143,210 98 world-im @ 10.0.2 20 telnet = I
Denia lof Service attack alerts L
[[]  Attacks, DoS atiempt from Spamhaus traffic 3 “ Osecs 155 68,251 2132185 0 UDMeinet =
—
[]  Policy violation, Linux packags manager updats detected on 10.0 2.7 2 0 0secs 10.0.27:50818 185.228.74 240:n1tp = open
|:| Policy vielation, Linux package manager update detected on 10.0.2.7 3 ] 0secs 10.0.2.7:50618 195.238.74.240. hnp: per
D Monday 27-Aug-2018 [Delete]
] suspicious service behaviour of devices in network slice 2 . 0 secs 192 188 5 ANy 192 108 50 ANy =
A etwork slice 2 s 0secs 182 168 56 1:ANY. open
D Suspicious VR behaviour of devices in network slice 2 L3 0secs 182.168.56.1:ANY 182.168.56.1:ANY open -
nma A | Highlight All. Match Case Whole Words 1 of 2 matches X

=S

Figure 4-16: Alerts for attacks created with Kali Linux tool@oS, Network Scanning and Brute
force)

Incidents detected by simulated sensors

Several incidents were simulated using the script shovwigure4-12. This script sends events that
represents incidents. These events are received by the SthD,isedraad processed by the SMm.
Figure4-17 represents a sample of every event received bjhkim. Figure4-18 represents a list of
alerts generated after correlating events received from the simulated sensors desEnugd 4l 2.

As canbesea, this STZ basd approach provides a flexible way to protect partial subsets of elements
in anetworkdlice of a 5G network. The security capabilities nfSTZ can be easily adapted by using
STZ templates, whichtem from several STZ profiles. The simulated testbed pias/en that STZ
profiling is easy to manage, as it is just required to deploy a SthD, which is a quite light component from
a computational point of view.

Depending on the STZ profile needed, several security probes are required, whichlyarearegd
thanks to the plugibased architecture of the SthD. The deployed SthD allows to easily activate the
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plugins that are needed to understand the format of the events received from the security probes.
Additionally, the SthDoffers an easy way to deploy nepugins, as long as new security probes are
required.

- X

<« c @ @ B https;//37.48.68.242:5021 /xl-siem/ e - @ % IND @ B =
i -
5G-MON ﬂ RCH
[+)
Back to SIEM  Pause Done. [0 new rows]

Date. Event Name Risk Generator Sensor Source IP DestIP 3
2018-09-28 10:36:36 Detected tampered device Tampering monitor detector-ns2-stz1 100254 100250
2018-09-28 10:36:33 Incorrect VPN configuration detected WPN monitor detector-ns2-sz1 10.0.2.43 10.0.21
2018-09-28 10:36:31 High number of VPN connections VPN monitor detector-ns2-stz1 100243 10021
2018-08-28 10:36:28 Weak Encryption at VPN cannection 5 WPN monitor detector-ns2-stz1 10.0243 10021
2018-09-28 10:36:26 Failed VPN connection attempt 7 VPN monitor detector-ns2-stz1 100243 10021
2018-09-28 10:36:24 Failed VPN connection attempt 7 WPN manitor detector-ns2-stz1 10.0.2.43 10.0.21

2018-08-28 10:36:22 Eailed VPN connection attempt 7 VPN monitor detector-ns2-stz1 100243 10021 M
2018-09-28 10:36:19 Anomaly: LFM Chrip Jammer detected 6 JammerDetector detector-ns2-stz1 10.0.2.15 10.0.2.50
2018-09-28 10:36:17 Anomaly: C Wave Jammer detected 6 JammerDetector detector-ns2-stz1 100215 100250
2018-09-28 10:36:14 Anomaly: Wide Band Jammer detected ] JammerDetector detector-ns2-stz1 100215 100250
2018-09-28 10:36:12 Anomaly: Pulsed Jammer detected 6 JammerDetector detector-ns2-stz1 100215 100250
2018-09-28 10:36:09 Secure Connection £ nent Failure at HSW [ HSM moniter detector-ns2-stz1 10.0.2.11 10.0.2.50
2018-09-28 10:36:07 Message intearity failure at HSM 5 HSM moniter detector-ns2-stz1 10.0.2.11 10.0.2.50
2018-09-28 10:36:04 Password authentication failure at HSM HSM monitor detector-ns2-stz1 100211 100250
2018-08-28 10:36:02 Password authentication failure at HSM H3M monitor detector-ns2-stz1 100211 10.0.250

Figure 4-17: Events received from the SthD to the SMm sent by different simulated sensors

- x

<« c o @ & hitps//37.48.68.242:5021 /xl-siem/ ww - @t IN @ 5 =
e -
Se-monN ﬂ RCH
P Dsshboards b SIEM Analysis b Configuration b Reports
& View Grouped {1-50) | Next 50> » Apply label to selected alarms, L
] Signature Evems | misk | Duration Source Destination status
] Friday 28-Sep-2018 [Delete]
D Detected device being TAMPERED 2 0 secs 10.0.2.54:ANY 10.0.2.50:ANY open
[]  Detected incorrect configuration of a VPN connection 2 2 0 secs 10.0.2 43:ANY 10.0.2.1:ANY. open £
[C]  Detacted high number of VPN connections against the VPN server 10.0.2.1 2 - 0 seos. 10.0.2 43:ANY 10.0 2. 1:ANY open
[l VPN connection estabiished with weak sncryption channel 2 - o 10,02 43m10r 1002 A0 — L
D Several cx ive VPN access attempts detected at VPN server 10.0.2.1 4 L3 4 secs 10.0. 2.43:ANY 10.0.2.1:ANY open
D LFM Chirp Jan r attack detected 2 - 0 secs. 10.0 2 15:ANY 10.0.2 50-ANY open
] Continuous Wave jammer attack detected 2 6 0secs 1002 15ANY 10.0.2 50:8NY open
D Wide Band Jammer attack detected 2 L3 0 secs 10.0. 2Z15:ANY 10.0.2.50:ANY open
[C]  Pulsed Jammer attack detected 2 8 0 secs. 10.0. 2 15:ANY 10.0.2 50:ANY open
] Failed secure connection established by HSM 2 s 0sas 1002 11807 100.2 504N [ B
] Message intsqrity tsiure cstacted by H i 2 5 0sacs 1002 ANy 1002 0Ny open M
|:| Possible bruteferce attack: Several tive authentication failures detected by HSM 4 5 4 secs 10.0.2.11:ANY open
D Suspicious service behaviour of devi etwork slice 2 3 0 secs. 192.168. SANY open
El  Suspicious VR behaviour of devices in network sice 2 s Ee= 192 188 56 1ANY [
|:| Suspicious call behaviour of dey retwork slice 2 L3 0 secs 182.168. SANY open
D Suspicious SMS behavior of devices in network slice 2 3 0 secs. 162 168 58.1:ANY 192.188 58 1:ANY open
(= Tuesday 18-Sep-2018 [Delete] i

)

Figure 4-18: Alerts generated by the SMm after correlating events from simulated sensors

A new plugin was developed to process and nasmalich events, proving that incorporating new
sources of information from new security probes is easy and efficient, legethg easy adaptation of

the security infrastructure to the security requirements of an STZ. The simulated testbesbhas al
integrated a SMm, which in this case also acts as a STZm for simulation purposes. This SMm allows
to separate the information e¥eed from different STZm different databaseproviding with different
correlation policies in order not to mix events from different STZs. The SMm deployed in the simulated
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testbed is based on the Atos -8IlEM, an incident correlation engine that alfofor the detection of
security inciderg based on information received from security probes. The AtosSKIM was
modified in order to logically separate information received from different SthD, which allowed to
simulate the concept of STZs. In this €aalthough the SMm is able to logically separate information
from different STZse.q, to apply different correlation rules to events received from different STZs and
generate separated security alerts for the different STZs available, the informetimeddrom the
different SthB are stored in the same database.

However, it is noted that in a real production environment, different databases can also be deployed,
separating the information from different STZko physicallyif needed. As a resuthe STZ approach
represents a flexible and convenient way to protect different partsetivarkslice, by grouping assets

in STZs, custoliging the security capabilities available in such groups of assets (which are indeed the
STZ9, tailoring the resowes devoted for the security protection of STatsd adapting them to the
security requirements of the STZ.

4.3.2 Network behaviour analysis

In addition to the simulated security testbed, six security prakesintegrated in the 5@1oNArch

and described iffable 4-3 of the Section4.3.1 In this regard, methods that involve a behavioural

analysis of the network in the context of the specific network slice they are deployed with can be also
utilised. This sectin describes the development of anomaly detection that concern the security Probe
named AUser and Entity Behaviour Analytics and |
deployed in every STZ depending on its security requirements as describeg-igure 4-6 of the

Section4.3.1

Specifically,two methodsare discussedithis sectionrelated to specific securiggrobes integrated in

the WP3 framework 06G-MoNArch. In the first part of the séon, a methods developedhat applies

the use of graphs features to identify groups of users with similar behaviour in mobile networks with
great efficiency. The second part of the sedsdrased on the usageatificial neural networkANN)
modelsfor anomaly detections of network threats. An ANN binary classification model used in a first
layer to filter attacks from normal traffic and in a second layer nine ANN models used to isatigor
threats into different type of attacks. The main contiilbuof this method is that can detect all the

type of attacks in comparison to other methods cited in the literature that identify only the attacks that
appear more frequently.

The network behaviour analysis (NBA) is the procedure to enhance thétysefun network by
monitoring traffic and noting unusual actions from the normal operation. A Network behavioural
analyser can help a network administrator to misénthe time and effort involved in locating and
resolving problemsin a similar contextthe Intrusion detection system (IDS) is a device or software
application that monitors a network or systems for malicious activity or policy violations and consists a
part of an NBA. The IDS is a monitoring infrastructure or application that examineseallseor
communication traffic taking place in a computing system or neworks andjenerates reports to the
management system by differentiating intrusions, suspicious activities, and other malicious behaviour.
Moreover, it is a dynamic discipline thiads been associated with diverse techniques and an efficient
approach for protecting wireless communications in 5G networks. Netve@dd IDS grouped into five
basic categories the signatdrased detection (SBD), the anombBsed detection (ABD), the
specificationbased detection (SPBD), the stateful protocol analysis detection (SPAD), and the hybrid
intrusion detection.GQTZ1q

The ABD system refers to an approach of identifying possible inconsistencies between the target events
and predefined normdtansmissions. The comparison can determine whether there is a partition
between normal and unusual behaviours, and the unusual behaviour considered as an active or potential
attack, depending on the level of differences. Three common techniques arerubesidomparison

the statisticabased, the knowledg®ased, and the machine learnbagsed technique.

In the remainder of this section, a grdpsed method is first presented, which is used as an ABD. It is
described for network mining and visisation of user activities in a mobile network. The aim of this
statistcalb ased met hod is the identiycation of cluster
second part of this section, an extension of the above method based on deep machintelganigogs
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is put forward, aiming to identify different types of network attaéksally, the effect of undetected
security threats to the network performance is examined in the third part of this.dadtiis part, the
behaviour of attacked usersiiwestigatedfollowed bya simulatiorbased analysighich is usedo
highlight the anticipatedhroughputreduction caused by abnormal user behaviours leading to network
congestions.

4.3.2.1 A graph-based anomaly detection method

This section provides the ddtaabout the UEBA probe method that is a part of the simulation testbed
created in 5@oNArch. The main idea of this method is to evaluate the use of graphs directly as
features and to apply graph matchiaghniques for the analytical task of detectingugs of users with
similar behaviour in mobile networkf?DK+18].

Inspired by the multdbjective approaches that focus on clustering of entities in an environment where
entities are mobile devices [KDT18je grapkbased anomaly detection method usegmtity-based
analysis scheme in order to analyse any type of record data. A collection of attributes or features defines
each entity. Mobile devices, database records, user profiles, articles, and duratimiiarexamples

of the included entities. Mtiple multidimensional graphased features are extracted for each entity, in
order to capture its behavioural characteristics motivated by the efficiency of graphs for feature
extractions and objececognition[ATK15], [MDA +08].

Let us suppose that tivgout dataset comprised of a set A %,{a , a} of multidimensional attributes,

where each attribute a {uy, .., Uaj} consists of a set of possible valuegiué corresponding attribute,

R = {r, érp denotes the number of records aath reord is a set of attribute valugs={ us,..,

u}- All the attributes are considered to be discrete or transformed into discrete attributes using binning.

The dataset entities are defined based on the values of a specific attribute. More speitiGcseityof

entities axis defined as the set of different values of a specific attribtitédawhere ax [ | =a{vy, ..,

Vial}. In case that the datasatisesfrom a mobile network, and the task of the identification of
anomalous mobile devices, thetities are the mobile devices, as defined from the set of different mobile
devices found in the Asource of the call o attrib

The A is used to separate the set of records R @to s disjoint sets'Y , suchthat'Y

zZ v g s Y andRz R=nr forE EEach subset of record$ is constructed from the records that
contain the specific entitykV aeni Re ={rj ] kN rj, k N @eng-

The behavioural characteristics of each entity are oaghtuging graptbased features. Each grapsed
feature of anentitp N A is an undirected weighted grap®, @ O FQ , wherew denotes the set
of vertices,O P ®w @ the setof edges and)JO © Y s the function that maps the edges to
their respective positive weights and [1, n] is the index of the"ifeature out of a total of n features,
and k is the index of the kth entity v aen

For the creatin of the graph featuré) a set of dataset attributes is selecteel K. The set of vertices
@ and the set of edgé&3 are defined as follow:
® A
0 ol ¢ 0 vAm v~ APAT APA v &PATIA BPAT AlD v i WEADR'Y
The weight of each edge is defined as the number of records that contain the corresponding two vertices
used for the creation of the edge as
QQ  v".
WhereY"P Y andY" 190 ™ Q& ® M i .Itis assumed that the dataset is a set of
Call Detail Records (CDRs) representing the origin, tistinkgtion of the communication calls, and the
network slice used for the call. The entity attribuigia set to be the origin of the call, and the set of
attributes of the graphased feature Fi are comprised of the destination of the call and theThlice
weight of the edges corresponds to thecourrences of the corresponding vefpex in the CDRs.

After the calculation of the graghased features for each entity, graph matching techniques are
employed. A dissimilarity measure of the distanedween the different entities for each feature
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measures the dissimilarity between the respective graphs. More specifically, the distance between two
entities6 andd with respect to feature 5 defined as follows:

00O © (0]
whereO is the eigenvalue graph matching meth&®R+11] and O is the absolute difference
between the weighted adjacency matrice®©ofnd O, which considers the content of the graph. Given
0 as the weighted adjacency matrix' @dO "ORO 0 0 . The computed distances are
used to construct minimum spanning tree$od each graptbased feature, where the vertices are the
entities ad the edges have weights equal to the corresponding entity distances. The multiple graphs are
used as the input to the muitbjective problem [LR13],GXT10] and the solution is a set of Pareto
optimal solutions, namely the Pareto front, representing iplelltradeoffs among the various
behavioural characteristics. The proposed gitzgded features are able to efficiently encode behaviours
related to different communication patterns, such as the destination, the time of the communications
events, or diffeent network slice activities. The proposed featumestitutean extension of the methods
that already exist and based to one dimensional histogram and multidimensional histograms features,
[KDT15] to the graph features since that way they are moreiesffitco capture more complex
behaviours. A multbbjective optimgation problem is an optirsation problem that involves multiple
objective functions, and can be formulated for k objectives and the feasible set X of decision vectors as:

i ETQAQ 0B RQ ®

N @
where "Q & FQ @ B AQ @ are the different objective functions that obtain from the different graph
features which constitute an extension of teedimensional histogram and multidimensional
histograms featureshat already proposed by [KDT15]The graph features describe the same
information with the histogram features for a specific attribute.

Based on the proposed method two applications of the pedpoultiobjective visuabkdion approach

for network mining on multiple datasets in cellular mobile netwerkse developed PDKT1§. The

first application presents an approach for detecting different user behavioural groups of the CDRs in a
mobile celldar network and the second application represents an approach demonstrated on the task of
identifying users with anomalous behaviour, which are involved in an SMS flood attack against the core
network

Specifically, the dataset consists of Call Detail (*dq CDR) datajenerated by,000 maobile devices,
performing calls and SMSs for the duration of one day. Four different groups of 250 user each were
simulated

1 Groupl consists 0250users with normal SMS and nornaall behaviour
T Group2 consists 0250users with high SMS and normalll behaviour
1 Group3 consists o250users with normal SMS and highll behaviour
1 Group4 consists o250users with high SMS and higlall behaviour.
The CDRs are comprised of the following fields:
9 Origin that is thedentifier of the origin of the communication event.
1 Destination that is the identifier of the destination of the communication event.
1 Time that is the timestamp of the communication event.
1 Communication type that is the Call (in the first slice) or SNiSHe second slice).

For the analysis, the Origin attribute is used for the creation of the entities. Additionally, twe graph
based features are created: 1) Using the destination and time (with 24ajicemiivels) attributes for

the SMS communicationand 2) Using the destination and time (with 24 gahbon levels) attributes

for the Call communications.

The results of the first applicati@mesummaised in Figure4-19 andFigure4-20.

Each pointn Figure4-19 represents an origin of the communication events, while colkaner usedtb
illustrate one of the four different behavioural groupgure4-19 (a) and (b) show the singfeature
represetationsas minimum spanning treereated using the destination and time attributes for the
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Call/SMS communications respectively. The different classes are well separated in eachHigatare.

4-19 (c) shows the muhbbjective visualsdion using the two featurem (a) and (b)with equal
importance, i.e.weights 0.5 and 0.5 respectively. The different clusters are well separated and easily
identified, while they also correspond to the different behavioural groups. The Duewi®lofdthe

clusters inFigure4-19(c) is equal to 3.91.
ﬁ.‘ o ":. 4 ® Group-1
G e .“‘ ..." ® Group-2

@ Group-3

(@] Group-4

(a) Call-based feature (b) SMS-based feature (c) Multi-objective visualization

Figure 4-19: First applicationi results of the proposed approador the identification of different
user behavioural goups in a cellular mobile network

The result®btainedrom the proposed method are compared with the results that obtain from the multi
objective clustering approach proposed by [KDT15]. The natljiective clustering approach based on

the extraction ohistogram features. Let us suppose that the raw data collected of the mobile network
traffic are a set of record®™ /. Each recor is a set of attributes R = {rx, kN A}, whereA s the

set of all attribute types. The attribute types is a specific piece of information such as phone call, ID of
the caller etc. The histogramthat corresponds to attribute, § considered as avector, The kvector

defined as h = (hh,.., b), W RP, where D are the D equsized bins that the histogram is spited. The
value of the4th bin his defined asib- {RN Rz G~ birg}|, where | - | denotes the cardinalitysof

set, C is a set of records satisfying specific constraints for the construction of the histogram, such as
keeping only those SMS messages that are sent towards premium numbers, k is the associated attribute
type and bindenotes the set of values in tlaage of thewattribute that constitute thah bin.

The four histogram features are histograms of the frequency of the communication events within a day,
with bin sizes equal to one hour. More specific the Time Histogram Descriptor (THD) thab g dnist

where of the hours of the day at which a user sends SMS messages defined from the value D = 24, the
bini={RN R howr=1}and the C=R N R fype= A S MS 0 rom”A N}PDwhere fom is the attribute
regarding the ID of the user from whom theeworiginatedn a similar way it isbtained the THD for

type calls events within a day with bin sizes equal to one hour. The Recipient Histogram Descriptor
(RHD) is a histogram of the recipients to whom a user sends SMS messages defined from tbe value
that is equal to the number of contacts of each user, the N R| o= ¢}, where ¢is the ID of the

i-th contact of the user and the CR{ R|rfype= i S MS 0 womA N}Dwhere , is the attribute
regarding the ID of the user to which an event is diredted.similar way it isobtained the RHD for

type alls events within a day with bin sizes equal to one hour. The distance metric used for the
histogrambased features is L1 norm, [KDT15].

Figure4-20 shows the multdbbjective visuabaion using the four featurgzoposed in [KDL5]: (a)

and (c) show the THD with respect to the Call and SMS activities respeckigilye4-20 (b) and (d)

show the RHD with respect to the Call and SMS activities respectively. The RHD features, in (b) and
(d), are able toféciently identify the different behavioural groups, since they have different number of
destinations. On the other hand, the THD features, in (a) and (c) are not able to completely separate the
different behavioural groups since the groups 1 and 3 haweah SMS behaviour and groups 1 and 2

have normatall behaviour. The mukbbjective visuakationin (e) showsthe four features in (a), (b),

(c), and (d) with equal importance, i.e., weights equal to 0.25, 0.25, 0.25, and 0.25 respédiitely.

0The Dunn Index [DUN73] is a metric that can be used for evaluating clustering algorithmsritodchtify

sets of clusters that are compact, well separated, and with a small variance between members of the cluster. The
means of different clusters shall be sufficiently far apart compared to the variance within each cluster. The higher
the Dunn In@x is, the better is the clustering for a given assignment of clusters.
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can e seen in (e)he different behavioural groups are not separated well. This happened due to the
inclusion of the RHD features, in (b) and (d), which are not able to completely separate the different
behavioural groups. The Dunn Index is equal to 1.82.
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Figure 4-20: First applicationi results based on four features

The second application represents an approach demonstrated on the task of identifying users with
anomalous behaviour, which are involved in@MS flood attack against the core network. Three
different behaviourareincluded in the dataset

T Groupl consists of 500 users with normal SMS and nocaidbehaviour
1 Group2 consists of 500 users with high SMS and noratlbehaviour
1 Group3 conssts of 100 users with anomalous SMS behaviour and neathddehaviour

Figure 4-21 (see next pageshows the results of the SMS flood attack dataset. Each point in the
visuaisation represents a different origin of the commutiacaevents, while colours are used here to
represent the three different behavioural groups. Specifically, red colour represents the low SMS users,
green the high SMS users, and purple the anomalous users (which are active only in the Fagtiday).
4-21(a) and (b) illustrate a normal day using the proposed appfapahd a multbbjective clustering
approach (h)The proposed approach is able to more efficiently discriminate between the two different
normal SMS behaviour§he Dunn Inécesare 3.78n (a)and 1.61in (b), respectively.Figure 421 (c)

and (d) show the anomalous day using the proposed approach and thebjadtive clustering
approach. The proposed approach is able to efficiently separate the anomadtarsfrdm the two
normal ones. The reason for this is that the gizgded features and the graph matching techniques are
able to more efficiently charactegithe user activities of the users than the simple histogram features.
The Dunn Indexes are 3.2chth.69 respectively.

Comparing the proposed method with the method that already exist, the Dunn index is higher in the
proposed method which means that it derives to a better clustering for the given groups in each
application, [PDK+18]. The proposed apach is able to identify Paretgptimal visualisations, which
correspond to different trads#fs between the available features. Selecting a solution in the middle of
the Pareto front results in visualisation that combine the characteristics of all tlablavigatures,

which can uncover useful data relationships and provide evidence with respect to the efficiency in
visualising the behavioural similarities of users and in separating different behavioural patterns. The
results obtain for the experiment&sults prove that the proposed grdyaised features are able to
encode the behaviours more efficiently in comparison with the results that obtain from the four
histogram features in the applications that concern different behavioural groups that ilmaroelbile
network. The data of the applications can contain billing information about the calls and SMSs
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performed by the mobile users, including time of communication, its duration, the IDs of the
communication origin and the recipient or the slice fmheevent
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Figure 4-21: Secondapplication’ results for different behavioural groups

4.3.2.2 An extension of the anomaly detection method based on machine learning

The grapkbased method is an identical apmiodor network mining on multiple datasets especially in
cellular mobile networks. Following the methodology presented so far, the next goal is to extend both
the types of attacks beyond Call Detailed Records and the methodology that is used tsetdtegor

as well.

Regarding the methodology, the next goal is to combine the features that arise from-lbbageaph
method withANN models in order to develop t@dlor identifying anomalybased detection in 5G
Networks. The large volume of data timexpected in the 5G networks and the network architecture
necessitaté¢he usage of neural networks, especially on issues related to network security. In the first
part of this section inspired by the features obtained from the 4pagdd descriptor and by the
flexibility and adaptability to environmental changes progidg an ANN, we propose a methodology

that combines the above assets to identify anomaly detection in 5G Networks. More specifically we
assume graph features as inputs of an ANN model for anatetdgtion that will identify threats from

normal traffic. In the second part of this section we develop a methodology for anomaly detection that
lead to threat identification per attack category, this methodology based only on the features that arises
from the dataset because the properties that arise from graph features are not appropriate for the anomaly
detection per type of attack.

The communication activities within a network can be linked with a weight graph network
representationwhere the vertice denote the IP addresses and the edges denote the communication
among the addresses regarding specific characteristi¢ee lcurrent method, we assume that the
network traffic is represented by a directed weighted multigraph, the specified subgrapsfesit
areobtaired from theindividual subgraphsonstitutethe inputsto an ANN model. The output of the

ANN model leads to a binary classification and distinguishes whether the communication that has the
above features is either normal or abnorméhe proposed methodology uses a semalumber of
features in comparison with methods that already exist [MS16]. The usage of many features requires
cost and time tde available in a real network. Moreover, the subgrbpbed architecture reduces
dramatially the number of theequiredinputs. Figure 4-22 describes the general architecture of the
proposed methodology.
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Figure 4-22: Architecture of the proposed methodology for anomditectionbased on graph
features and ANN models

Let"O «fiOAQ be a directed weighted multigraph, where V denotes the set of vé@tRes o, the
set of edges ani@dO© 'Y , the function that maps their respective positive weighésioledO the
k- subgraph of the graph G,whebe 0 h) M h representsthe setof vertic€s,P @ @
the set of edges an@dO © 'Y , the function of the weights for eachdubgraph. [0 is adjacent to
the 0 vertex, then we say that and0 are neighbours. Ithe current methodwe consider the
one edge subgraphs bederived from the initial multigraph.

Table4-4: Description of sub graph features that constitute the inpofdshe ANN model for
anomaly detection based on graph features

Basicfeatures Description

Mean source toabtination Measures the average number of bytes transfemedtiie Source

(MStD) bytes. IP to the Destination LP

Mean destination to source | Measures the average number of bytes transferred from the

(MDtS) bytes. Destination IP to the Source.IP

Mean duration (MD Measures the average time of connection given a certain peri(

Subgraph Features Description

fvo: Volume of contacts Measures the number of times that two addresses were conta|
given a certain periodkpressiord-1).

I: Weighted entropy Measures the information rate achievable by communicating t|
addresse$kpressio-2).

Table 44 describes the basic and the subgraph features that set thetomputsANN model and
provides a brief description for each ob$h featuresMore specifially, thevolume ofaweighted graph
[PDT16]that captures the size thie graph regarding the number of connections is calculaiadthe
following expression

Q B NQQQ (Expression 41)

MMOhENQ n
where"Q "Q Q e
m h QENQ ™
The entropy for the edge weighted grapiiK16] is defined as follow,
‘00 RQ B, n a@n (Expression &)
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wherer)

A part of the UNSWNB 15 dataseis used, whicltontains nine types of attacks [MS2015], [MS2016]

to justify the proposed matk. The raw network packets of the UNSNB 15 data set were created by

the IXIA Perfect Storm tool in the Cyber Range Lab of the Australian Centre for Cyber Security (ACCS)
for generating a hybrid of real modern normal activities and synthetic contemptieanly behaviours.

This dataset has been chosen because it describes with accuracy current netwakavaéfiely The

attack types were classified into the following nine groups:

1 Fuzzers an attack in which the attacker attempts to discover sedooppoles in a program,
operating system, or network by feeding it wathhassive inputting of random data to make it
crash.

1 Analysis: a varietyof intrusions that penetrate the web applications via ports (e.g., port scans),
emails (e.g., spam), and wetripts (e.g., HTML files).
1 Backdoor: a technique of bypassing a stealthy normal authentication, securing uissdthor

remote access to a device, and locating the entrance to plain text as it is struggling to continue
unobserved.

1 DoS an intrusion, which idrupts the computer memorgsourcesto be extremely busyn
order to prevent the authised requests from accessing a device.

1 Exploit: a sequence of instructions that takes advantage of a glitch, bug, or vulnerability to be
caused by an unintentional ensuspected behaviour on a host or network.

1 Generic atechnique that establishes against every bigaker, using a hash function to calk
without respect to the configuration of the blaggher.

1 Reconnaissancecan be defined as a proleis an attack that gathers information about a
computer network to evade its security controls.

1 Shellcode an attack in which the attacker penetrates a slight piece afstadeng from a shell
to control the compromised machine.

T Worm: an attack whereby thattacker replicates itself in order to spread on other computers.
Often, it uses a computer network to spread itself, depending on the security failures on the
target computer to access it.

Figure 4-23 describes thalistribution of the attacks across the connections and ¢beresponding
frequencies. The total number of records is 2.540.044. Normal records are the majority (87,375%) while
attacks records represent the 12,69% as in a real network. Generic attélo&syarst common type of
attacks and the Worms seenbtothe last encounteredhong attacks.
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150.000
100.000
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Figure 4-23: Frequency of each type of attack in the UNSMB dataset
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Based on the described distributiontug tUNSWNB15 dataset we considered a part of 700000 records

with normal and abnormal activity. A sampled training set and a sampled test set, that contains created
form this part considering the omeeded subgraphs of the initial multigraph. For each sytbgare
calculated the volume of the contacts, the mean source to destination bytes, the mean destination to
source bytes, the mean duration and the weighted graph eatmpgliculatedThe output of the ANN
model leads to a binary classification regagdihe existence of normal or abnormal behavio

Different combinatiorof hidden layerfiave been checkegithcludingneurons, activation functions and

optimisers until the proposed modedas concludedThe proposed ANN model consists of four hidden
layers with 12, 8, 4, 4 neurons for each lgyesspectively The first three layers based on the Relu

activation function and the last layer aflge Sigmoid activation function.

The accuracy of the proposed model is 97,47%. Comparing the accuracy wittstmeaent techniques
that used to identify the anomaly detection in the same dataset [M&Lbbpnclude that the proposed
method improves the accurackable 4-5 showsthe comparison betweestateof-the-art results in

literature ad theproposedhnomaly detectiomethodbased on graph features

Table4-5: Comparison betweesgate-of-the-art and the proposed methddr anomaly detection

Techniques (References) Accuracy | FAR
Decisiontree [MS15] 85.56% 15.78%
ANN models [WMO05], [MS15] 81.34% 21.73%
Expectatiormaximisation clustering [SB12],[MS15] 78.34% 23.79%
Proposed method and related ANN model 97,47% 3.5%

ghe method already

the usage of featurésbased on graph properties is not helpful and therefore it is suggested toafollow

different procedure.

The usage ahe ANN multiclass classification model se¢he basis to develop a methodology procedure

descr i b enlgrapropmopertiaseasd thie artficial e at ur
neural networks to identify anoneeéwi t h hi gh accuracy.

tn order

t o

that will lead to threat identification per attack category. Since the frequency of threats varies among

categories and there are thsesuch as Worms that haagery low frequency (0.1% among attacks and

0.007 % among normal and attacks), the detection procedure evolves into a very complex issue. Recent
studies that develop ANN models fail to predict effectively all type of attackd][C1

The proposed methodology aims to increase the predicted number of attacks and to take the stage for
future research on this topic. Since the attacks represeri%3f network traffic, we proposetao-

layermethodology inspired by Catak, [C18fgure4-24 describsthe architecture of the methodology
procedure that consists of three main parts:

Statistic
Analysis

Dataset

| ANN binary model

ANN for attack 1|

'ANN for attack 2

ANN for attacl k

Figure 4-24: The Architecture of the proposeanomaly detectiomethodologyprocedure
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1 The feature extraction. In this part statistical analysis measures set the threshold for the
reduction of the demanded features of the corresponded dataset. The feature reduction is very
important since fewer features save time and sfirdtie detection procedure.

1 The first level of anomaly detection is the stage that based on ANN binary classification and
filters abnormal traffic from normal traffic.

1 The second level of threat detection, based on the development of different ANN,iwtels
include only the almormal outcomes and categgss them into different types of attack.

The UNSWNB15 dataset consists of 45 feature$ AppendixA) andisused to validate the proposed
methodology. The 45 features of the UNSMB15 get either nmerical or categorical values. We
assume the absolute value of the coefficient correlation to be the criterion in order to select the most
suitable features that get numerical values from the dataset. Two or more variables are correlated if the
coefficientof correlation is very close to 1, that means that the existence of one variable can predict the
value of the other variable very well. We assume that if two variableséhemefficient correlation

close to 1then one of them can replace the other sino@xtra benefit arises from the existence of both

of variablesFigure4-25 (a) describes the coefficient correlation among the quantitative features of the
dataset. The yellow areas denote very strong correlation among feahileether green and blue areas

low correlation level.

0 5 1 15 20 25 30 3 40

20

25

(a) All quantitative features of the dataset (b) Selectedjuantitative features of the datas:

Figure 4-25: Heat maps of coefficient correlation pr@vthe existencef less strong correlations
(yellow area) in case (b) where the features excluded

A detailed correlation matrix among all the features of the dataset is providpgendix A Based on
the correlation matriXable4-6 gathershe excluded and the corresponded selected variables regarding
their value of the coefficient of correlation.

source to destination packets is stronglyedrrat ed wi t h t he variable fiSbyt
to destination transaction bytes (r=0.9631) and

destination to source transaction bytes. Following the same procedure for the remaining yvarables
lead to the extraction of 13 features of the overall dat&sgtire 4-25 (b) showsthe heatmap of
coefficient correlation among the selected features.

Table4-6: Coefficient of @rrelation among features with value close tdelads to the extraction of
13 features of the overall dataset

Selected features (cf. Appendix A) | Excluded features Coefficient correlation (r)
spkts Sbytes 0.963791
Sloss 0.971069
dpkts Dbytes 0.971907
Dloss 0.978636
sinpkt Is_sm_ips_ports 0.941319
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swin Dwin 0.99014

synack Tcprtt 0.949468

Ct_src_dport_Itm Ct_srv_src 0.86601
Ct_dst_Itm 0.96025
Ct_dst_sport 0.906793
Ct_dst_src_Itm 0.869941
Ct_src_Itm 0.89743
Ct_srv_dst 0.8685

The second sp of the procedure concerns fitet layer of anomaly detection. In this layer an ANN
neural network model for binary classification is used to filter the normal from abnormal incidents.
Since among the featurdgereexist categorical values (e.g. tranton protocqlstate of the dependent
protocolandservice) thaarenot consideredh the coefficient of correlation threshold, during feature
selection, we will compare whether thexistence of them affect the accuracy of the ANN network
model. An ANN network with seven hidden layers calculates 75,5 % accuracy. Comparing the ANN
model with the model withouthe qualitative variables we conclude that the coding of qualitative
variables do not improve the accuracy of the existent model (72.4%) that theame can excluded

the qualitative variables from the selected features as well.

The third step of the procedure concerns the selemadiof the threat detectiofRecent surveys based
in the same intrusion detection dataset have proved that it iglifécult to develop a neural network
that will detect with high precision the categories of attack [C18]. The main reasoisfobgtacle is
the big range among the size of the classes anddkef enough information for the classes that they
rarelyappear.

The development of multilassification models due to the existencenabalanced data leads to the
lack of detecting attacks that rarely appear. In order to overcome the previous issues we assume an
approach that based on the usage of differ&itl Anodels which correspond to different type of attacks.
More specific for the UNSWAB15 we developed nine ANN binary modeigiereeach model aims to
identify specific type of attaclAn overview about the different models is provided able4-7.

1 The ANN model that detects Analysis attacks, consists of six layers. The input layer has 25
nodes, the four hidden layers consist of 300, 100, 50, 25 nodes respectively and the output layer
that leads to the binary classifications comssigtone node. The sigmoid activation function has

been used across layers and the model has been trained for 81 epochs. The accuracy and the

precision for this model are 63.12 % and 58.33% respectively.

1 The ANN model that detectee Backdoors attackspasists of eight layers. The input layer has
25 nodes, the six hidden layers consist of 75, 50, 25, 15, 10, 5 nodes respectively and the output
layer that leads to the binary classifications consists of one node. The sigmoid activation
function has been ed across layers and the model has been trained for 500 epochs. The
accuracy and the precision for this model are 64.57% and 60.88% respectively.

1 The ANN model that detecthe DoS attacks, consists of three layers. The input layer has 25
nodes, one hidaelayer consists of 1000 nodes and the output layer that leads to the binary
classifications consists of one node. The sigmoid activation function has been used across layers
and the model has been trained for 1000 epochs. The accuracy and the preadisismfodel
are 90.90% and 100.0% respectively.

1 The ANN model that detectie Exploits attacks, consists of four layers. The input layer has 25

nodes, the two hidden layers consist of 600, 300 nodes respectively and the output layer that
leads to the Ioiary classifications consists of one node. The sigmoid activation function has been

used across layers and the model has been trained for 30 epochs. The accuracy and the precision

for this model are 71.79% and 50.04% respectively.
1 The ANN model that detésthe Fuzzers attacks, consists of nine layers. The input layer has 25

nodes, the seven hidden layers consist of 175, 125, 100, 50, 20, 10, 5 nodes respectively and the

output layer that leads to the binary classifications consists of one node. Thelsagthaition
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function has been used across layers and the model has been trained for 26 epochs. The accuracy
and the precision for this model are 81.37% and 89.16% respectively.

1 The ANN model that detecthe Generic attacks, consists of seven layers.ifipeat layer has
25 nodes, the five hidden layers consist of 50, 25, 20, 10, 2 nodes respectively and the output
layer that leads to the binary classifications consists of one node. The sigmoid activation
function has been used across layers and the madebéen trained for 150 epochs. The
accuracy and the precision for this model are 73.11% and 61.14% respectively.

1 The ANN model that detectie Reconnaissance attacks, consists of five layers. The input layer
has 25 nodes, the three hidden layers coofsi€200, 550, 550 nodes respectively and the output
layer that leads to the binary classifications consists of one node. The sigmoid activation
function has been used across layers and the model has been trained for 125 epochs. The
accuracy and the prems for this model are 59.27% and 41.03 % respectively.

1 The ANN model that detectbe Shellcode attacks, consists of six layers. The input layer has
25 nodes, the four hidden layers consist of 500, 500, 500, 400 nodes respectively and the output
layer tha leads to the binary classifications consists of one node. The sigmoid activation
function has been used across layers and the model has been trained for 250 epochs. The
accuracy and the precision for this model are 51.25% and 51.20% respectively.

T The ANN model that detectthe Worms attack, consists of five layers. The input layer has 25
nodes, the three hidden layers consist of 1000, 550, 550 nodes respectively and the output layer
that leads to the binary classifications consists of one node. Thedigetivation function has
been used across layers and the model has been trained for 200 epochs. The accuracy and the
precision for this model are 87.83% and 25 % respectively.

Table4-7: Overview ofANN mockl architecture, accuracy and precisiquer type of attack obtained
from the proposed method

Type of attack Model architecture Accuracy Precision
Analysis 6 layers (25300-100-50-25-1) 63.12% 5833%
Backdoors 8 layers 25-75-50-25-15-10-5-1) 64.5%% 60.88%
DoS 3 layers (2510001) 90.90% 100.0%
Exploits 5 layess (25-600-300-1) 71.7%% 50.04%
Fuzzers 9 layers (25175125100-50-20-10-5-1) 81.3%6 89.16%
Generic 7 layers 25-50-25-20-10-2-1) 73.11% 61.14%
Reconnaissance | 4 layers (251000550-550-1) 59.2%0 4103%
Shellcode 6 layers (25500-500-500-400-1) 51.2%% 51.20%
Worms 6 layers (2510006500-500-1) 87.3™6 25.00%

Comparing the experimental results of the proposed méthiedms of precision % (and recall %ge
Table4-8, with the experimental results that use the same dataset in the state of frexigron tree
(DT), Random forest (RF) and Adaboost (ABhddifferentartificial network ANN) modelclassifiers,
the proposed method is superior in terms of classificagoype of attack.

More specifially, the ANN model proposed by [C18] cannot detect the Analysis, the Backdoors, the
Reconnaissanc¢he Shellcode and the Worms type of attacks. The ANN model based on methodology
that proposed by [TE18] cannot detect Beckdoors type of attack and the ANN model based on
methodology that proposed by [BAE17] cannot detect the Analysis, the Backdoor, the Fuzzers, the
Shellcode and the Worms type of attatke DT and theRF classifiers are not detéag the Analysis,

the Bakdoors, the Shellcodes and the Worms type of attacks ABnhelassifier cannot detect the
Analysis, the Backdoors and the Worms type of attack. Finaltgrms of binary classification, tiF
classifier detects with higher precision and recall the mbalkincidents from the normal. The advantage

of theRF classifier is not exceedin case of the classification per attack since it cannot detect all type
of threats in case of abnormal incidents.
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Table4-8: Comparison of the experimental results in terms of precision % (and recall %)

Proposed ANN ANN ANN DT RF AB
method [C18] [TE18] [BAE17] [C18] [C18] [C18]
Classification
per attack
Analysis 58.33 NA 0.21 0.0* NA NA NA
(75.47) (NA) (0.14) (0.0)* (NA) (NA) (NA)
Backdoors 60.88 0.0* 0.0* 0.0* 0.0* 0.0* 0.0*
(83.76) (0.0)* (0.0)* (0.0)* (0.0)* (0.0)8 (0.0)*
DoS 100.0 27 30 6.25 100 100 32
(0.15) (6.0) (49) (0.02) (0.0)* (0.0)* (49)
Exploits 50.04 62 65 31.58 54 54 59
(61.40) (84) (69) (56.93) (99 (94) (62)
Fuzzers 89.16 5.0 33 0.0* 77 77 78
(76.04) (63) (75) (0.0)* (79) (79) (52)
Generic 61.14 49 99 90.81 100 100 98
(97.15) (39) (96) (97.81) (97) (97) (97)
Reconnaissanc 41.03 7.0 20 40.45 91 91 65
(97.42) (0.0)* (0.028) (33.74) (60) (60) (74)
Shellcode 51.20 0.0* 5 0.0* 0.0* 0.0* 26
(85.27) (0.0)* (16) (0.0)* (0.0)* (0.0)* (5.0)
Worms 25 0.0* 50 0.0* 0.0* 0.0* 0.0*
(8.33) (0.0)* (0.02) (0.0)* (0.0)* (0.0)* (0.0)*
Classification  83.9 75 NA 86.74 92 98 95
binary (90.78) (2.0) (NA) (93.3) (99) (98) (96)

*Based on the state of the §&t18], [TE18], [BAE17]
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Figure 4-26: The ROC curve per each type of attack

Although the main attribute of the proposed method it is not the excatlentacy for all the type of
attacks we consider that it constitutes an important step toward the anomaly detection of all the type of
attacks, since the methods that already exists can identify only certain type of attacks that appear more
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