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Abstract

This document is the final publieliverable D5.2 of Work Package 5 (WRH)d reports the wor
performedby this WP inthe 5GMoNArch project. It explainsthe testbed activities and tk
experimental evaluation carried dut the project. The document describes the deployment an
results obtained in the two reabrld testbds that have been used to verifiye 5GMoNArch
technology The SmartSea Portestbed (deployed in theort of Hamburyjand the Touristic City
testbed (deployed in the Palazzo Madameseum in Turipn These two testbedse representativ
for verticalsbeing highly relevant for 5Gthe industrialand the touristic sectar§o support the
requirements of the respective verticatsiltiple different network slices are deployedeach testbe
to carry various use cases and applicatibios theSmartSea Pdrtestbedhese arethe improvemen
of the port traffic management, the usage of an AR application to enhance the port operati
the control of the pollution in the port based on -teak environmental measuremenior the
Touristic City testbedourists visiting Palazzo Madanggt a completely new experience throag
rich interactive VR visit to the museurfihis document provides detailed information about
implementeduse casegsheir deployment as well as the experimental evaluatmmduced and the
main KPIsobtained

Keywords: 5G, TestbedsPoC, Demos, RartSea PortDigital Tourism,Flexible Architecture,
Network Slicing, Reliability, Resilience ResourceElasticity, Artificial Intelligence Security,NFV,
OrchestrationVirtual Network Functions AR, VR, Pollution ContrglENI, MANO
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Executive Summary

This is the final deliverable of work package 5 (WP5) of theM@NArch project It repors the
activities carried out in the two 5oNArch testbeds during the complete lifetime of the projEoe
objective of the 5@oNArch testbed$fias been teerve as test and demonstration platforms to verify
and showcase the main technical concepts and innovations of thl®B®&rch architecture model,
such as: (iNetwork Slicing (ii) Network Orchestration(iii) Network Resilience and Securignd

(iv) Network Elasticity This document presentsetimain findingsandresults andthelessons learned
derived from the experimental evaluatioonducted irthese testbeds.

A majorhighlightin this project is thatleveloped technicaoncepts are ngonly) implemented in a
closed laboratory environmenbut in two real-world testbedsdeployed in two operational
environmentsThe Port of Hamburg (Germany's largesta poit and Palazzo Madama in Turin (an
importanttouristic locationin the Italian city. We cal these testbeds the Sm&ea Portand the
Touristic City testbedsespectively. Thsedeploymenthave been possiblthanks tahe involvement

of real verticals (the Hamburg Port Authority and the Municipality of Turin together with the
Fondazione Torino Museiyvhich represerdctual potential customers of the 5G technology.

Each testbed has been used to showcase different innovatimnSmartSea Portestbeds mainly
devoted toevaluatingthe network resilience and security concepts, while the Touristic testbed is
mainly devoted tevaluatinghe network elasticity concept and the orchestration technifjaeshow

these conceps, each testbed deploys diffateuse casesand makes use of thenetwork slicingto
support thesasecases in an isolated and controlled wa4thin the Hamburg SmaBea Portestbed
network slicing is applied in an actual industrial deployntensupport differenapplications. In
particular, three different properly isolated slices are deployed to support the following use cases
relevant for the port arefi) thetraffic lights managemento improve the traffic flow for trucks within

the port areathis is a service with high relbility and guaranteed latency requirements, and needs a
tailored slice to this endii) interactive AR techniques support certain port operatiomsingan

eMBB serviceslice and (iii) an 10T serviceto measure and control the pollution in the port with
sensors installed on moving bargesemplaryfor MTC, this service has high reliability and security
requirements.

Within the Touristic City testbene of the main goals consists in showcasingdhsilility of using
anfiel asticd management and orchestration system
smoothly adapt the resources allocation and usage. To this end, the following two slices have been
deployed to provide the visitors aniéractive VR visit of the Madama Reale chamber, one of the most
impressive rooms in Palazzo Madania:an eMBB network slicehat serves 360° videos to a VR
headsetand (ii) a URLLC network slicéo handle all the other clieserver communications (V]
reaktime multiuser interaction or the 3o d emodement control).

To implement the required network slicing functionalities different sets of equipment and resources
have beemsedin each testbedased on developments provided by the manufactpegtigipating

in the projectlt is particularly worth highlighting thahis equipment comprises fiyototypes based

on commercial equipmentand hence developments that are potentially close to the market, and (ii)
moreadvanced research prototypesth innovative features. More specifically:

1 In Hamburg the testbed comprises two base stations that coveseihgoort arealmost
completelybased on @ammercialequipment Two different terminal types are used, the first
based onSoftware Defined Radio (3R) platforms enabling multiconnectivity and data
duplication, and the second basedsomaltHorm-factor PCsproviding multislice capable
devices In both cases commercial industrial antennas are #sedhe data centres hosting
the core network, commaal servers have been deployed to a local (edge cloud) and a remote
(central cloud) commercial data centre of Deutsche Telekom. A speefigork slice
administration and management tool has been devefopéuk testbed

1 In Turin, the physical layer fothe testbed is an SDR based system with reconfigurable
parametersmplemening a 5G radio interface based on a PHY/MAC and higher layers in
compliance with the 3GPP standard. The Baseband Unit (BBU) has been implemented on an
Intel x86 platform and he radio interface uses various 3&w Radio NR) functionalities
aligned with NR Rel.15. The testbed also includes a set of Physical Network Functions (PNFs)
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implementing the radio lower layers and a cloud infrastructure. The eMBB and URLLC slices
use different Bandwidth Parts (BWPs) aiming at satisfying the different requirements for each
slice in terms of latency and reliability. The orchestration of the \islBased on Open Source
MANO (OSM) using OpenStack a&rtual Infrastructure ManageM(M ). A specific GUI
has been developed to access the relevant service metrics.
These testbeds have served tod@monstrate the main technical concepts and innovatibb&-
MoNARch, (ii) provide useful and realistic use cases in +@akld environmentsand (iii) evaluate
experimentally the performance of the provided network servicemng themeasuredKPIs and
lessons learned from thestbedswe can highlight th&llowing:

I The Service Creation Time KPI has been reduced below 10 minutes in both testbeds, thus
reaching the 5&FP target for this important KPI.

1 The usage of the Network Slicing paradigm is successfully applied in both testhédshas
been shownhat isolation between slides is effectively provided

1 The latency values have been reduced to the range of a few milliselemsdhan Sns for
the Touristic City testbed and about mS for the multiconnectivity setupn the SmarSea
Porttestbedin cells of up to 10 Km

1 The SmarBea Portestbed has demonstrated hemdto-end reliabilitycan beachievedased
on the multiconnectivity concept.

1 The Touristic City testbed has demonstrated how innovative Al algorithms can be actually
applied to th&/NFs orchestration based on the ETSI ENI approach.

1 The Touristic City testbelas showran innovative VNFs orchestration approach based on
t he VNFs fc o rnhatesaliedo perforg tha live relatation of VNFs within very
few milliseconds and avw service disruptions.

1 A Security model based on Security Trust Zones concept has been designed in the context of
the SmarSea Portestbed.

Both testbeds have been made available to real asdrsustomerm their respective context$he
Palazzo Madaa visitors and the Hamburg port authority.
Intermediate versions of both testbeds have already received recognition in relevant public forums
The Smart Sea Port testbed was remgnwith theGSMA Global Mobile Award(GLOMO) in the
category A5G Industry Partnershipso at théhe 2019
high relevance of the testbed as such and the implemented use cases for the launch of 5G mobile
networks, andhe excellence of the technolodgployed wihin the testbedlhe Touristic City testbed
has been selected Bsoof of Concept (PoC) for th&TSI Experiential Network IntelligencéENI)
ISG [Eni19] due its very high innovation potential and for the availability of different Al algorithms
in the propsed management and orchestration mechanisomributing tothe sc al | ed AEI ast
Resource Management awitdinEI8IEMlestrati ond use case
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Acronyms and Abbreviations

2D 2-Dimensions

3D 3-Dimensions

3GPP 3rd Generation Partnership Project

5G 5th Generation mobile wireless communication system

5G-MoNArch 5G Mobile Network Architecture

Al Artificial Intelligence

AIS Automatic Identification System

API Application Programming Interface

AR Augmented Reality

BBU Baseband Wit

BSS BusinessSupport System

CAD ComputerAided Design

CAPEX CAPital Expenditure

CDF Cumulative Distribution Functions

CN Core Network

COTS CommonOff-The-Shelf

CP Control Plane

CP-OFDM Cyclic PrefixOrthogonal FrequeneRivision Multiplexing

CsSs Cascadingtyle Sheets

DL Downlink

DoW Document of Work

DT Deutsche Telekom

E2E Endto-End

eMBB Enhanced Mobile Broadband

ENI Experiential Network Intelligence

ESU Environmental Sensory Unit

ETSI European Telecommunications Standards Institute

FDD FrequencyDivision Duplex

FM Fault Management

gNB 5G base station

GPS Global Positioning System

GST Generic Slice Template

GUI Graphical User Interface

GW Gateway

HLS HTTP Live Streaming

HMD HeadMounted Display

HPA Hamburg Port Authority

HSS HomeSubscriber Server

HTTP Hypertext Transfer Protocol

HW Hardware

IK Inverse Kinematics

loT Internet of Things

IP Internet Protocol

ISC Intra-Slice Mntroller

ITS Intelligent Transport System

KPI Key Performance Indicator
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LCM Lifecycle Management

LTE Long Term Evolution

M&O Management and Orchestration
MAC Media Access Control

MANO Management and Orchestration
MEC Mobile Edge Computing

ML Machine Learning

MME Mobility Management Entity
mMTC Massive Machine Type Commination
MNO Mobile Network Operator

NAS Non-Access Stratum

NF Network Function

NFV NF Virtualisation

NFVI NFV Infrastructure

NFVO NFV Orchestrator

NGMN Next Generation Mobile Networks
NR New Radio

NSI Network Slice Instance

NSSI Network Slice Subset Instance
NSMF Network Slice ManagemenfEunction
OSM Open Source MANO

PBR Physically Based Rendering

PC Personal Computer

PCF Policy Control Function

PDCP Packet Data Convergence Protocol
PDU Packet Data Unit

PHY Physical Layer

PLMN Public Land Mobile Networks

PNF PhysicalNF

PS Protocol Stack

QoE Quality of Experience

QoS Quality of Service

RAN Radio Access Network

RF Radio Frequency

RLC Radio Link Control

RPC Remote Procedure Call

RRC Radio Resource Control

RRM Radio Resource Management
RSRP Reference Signals Received Power
RSRQ Reference Signal Received Quality
RTMP RealTime Messaging Protocol
RTP RealTime Protocol

RTSP Real Time Streaming Protocol
RTT Round Trip Time

RUDP Reliable UDP

SDN Software Defined Networks

SDR SoftwareDefined Radio
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SLA Service Level Agreement

SMm Security Monitoring Manager

STZ Security Trust Zone

STZm STZ Manager

SthD Security Threat Detector

SthP Security Threat Prevention

SthR Security Threat Reaction

SW Software

ThintEXx Threatintelligent Exchange

TCP Transmission Control Protocol

TDD Time Division Duplex

TN Transport Network

TOSCA Topology and Orchestration Specification for Cloud Applications

TTI Transmission Time Interval

UDM Unified Data Management

UDP User Datagran®rotocol

UE User Equipment

UL Uplink

UP User Plane

UPF User Plane Function

UPNF User Plane (UP) Network Function

URL Uniform Resource Locator

URLLC Ultra-Reliable Low Latency Communication

USRP Universal Softwarédefined Radio Platform

uv UV mapping("U" and "V" are used to describe the horizontal and vertici

axes ofa 2D texturg

VIM Virtual Infrastructure Manager

VM Virtual Machine

VNF Virtual NF

VNFM VNF Manager

VolP Voice over IP

VPN Virtual Private Network

VR Virtual Reality

WLAN Wireless Local Area Network

WP Work Package

XSThiIntEXx CrossSlice Threat Intelligence Exchange
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1 Introduction

The main objective of this document is to provide a final report on the testbed activitigbe
experimental evaluation performadthis 5G Mobile Network Architecturé5G-MoNArch) project.
Along with the testbed resultthis deliverableeportsthe outcomef the work performed in the Work
Package 5 (WP5)t is the continuation of the previous Deliverable D5.1 [SGMI®L], which
describedthe initial work conducted by WP5 and explained tlestbeds setup and the main-5G
MoNArch technical concepts demonstrated on them.

The mainobjectivesof the testbesidevelopd by 5G-MoNArch are described belaw
1. Implement the functionality developed by the projec ieallife platform, inorder to bring
the concepts of the projeictto a practical settingnd show that thegre technically feasible
and provide the foreseeurfctionality.

2. Confirm that the project functionality provides the desbvelaviouy showing and evaluating
the features of the developed prototypes.

3. Evaluating theKey Performance Indicator&Pls) corresponding to the performance of the
systemmeasuringhemexperimentally and contrastiniemagainst the targetdentified at
the beginning of the project.

4. Involving the customers and enders of the technology in order to show them the benefits
they can get from jigetting their feedback anideir leel of satisfaction with the results tbfe
project
The present document has been structured in line with these objectives, reporting on the results that
the project has achieved in the various from®rder to address the above objectis;MoNArch
has developed two different testbeds, located in two different geographical locations amagtarget
different realworld use cases:

1 The SmarBea Portestbed, deployed in the Port of Hamburg (the largest sea port in Germany)
and hosted by the Hamburg Port Authority [Ham19b] [Hpal19].

1 The Touristic City testbed, deployed in the Palazzo Madama (one of the most relevant art
museums in Turin) and hosted tine Municipality of Turinand theFondazione Torino Musei
[Pal19] [Fon19].

The above testbeds have been selected because they are representative of two of the most relevant use
cases for 5G: an industrial environment (requiring high reliability requireshand a touristione
(targetingendusers with medigntertainmendevices). In the deployment of these testbeds, 5G
MoNArch has involvedrertical partnersplaying the role of the customers of the technology; namely,

the Hamburg Port authority of Hamlguand the municipality of Torino (along with the Fondazione

Torino Musei). Their participation has been essential in order to gather their requirements and evaluate
their level of satisfaction with the provided 5G services.

Besides involving real verticg one of the highlights of the testbeds deployed bivaGlArch is that

they are not closed laboratory demonstrators, but ra¢fadmworld deploymentdnvolving the real
operation in the respective environmeitisus, although testbeds are limited in eday the nature of

the project activity, they offer a good perspective on the validity and potential of these concepts in
larger scale environmentsdeed, the SmaBea Porhas been employed for theal operationof the

port in various fronts, while thTouristic City testbed has been deployed in a museum and offered to
real visitorsin the museum. The involvement of relevant verticals anduseds and the use in an
operational environment make 8@NArch testbeds veryell aligned with the goals of W/5GPPP

phase 2meeting and even exceeding Hmabition of Phase 2 projectandbeingquite close to what

is expected for thBhase 3 projects.

The use cases deployed by the testbeds have been carefully selected to satisfy the requirements of the
respetive verticals while showing the underlying functionality developed b\W&BIArch to support

such requirements. To this erid the SmartSea Portestbed three different use casese been
deployed requiringthree different 5G network slices:

1 Traffic light control and managementhis involves he control of a traffic light in the
Hamburg port with a dedicated 5G network slice. The purpose is to showcase the possibility
of extending the control of all the traffic lights in the port using the 5G wirgtebsology in
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order to replace the system currently in use, which is about 30 years old and mainly based on
a fixed network infrastructure performed by an analogue ceugszd technology.

1 Augmented Reality (AR) techniqud® support certain port operatign8R can be very
effective By this, experts located in a central office can assistitenmaintenance personnel
in distant port areas remotely and give support in cegpatialsed tasks. This is quite
important in a wid-area industrial environment such as the Hamburg Port (the port covers an
area of abouB0 km2).

1 Pollution measurement platfornhis is essential to suppdtie pollution reduction in the
port. It is based oran Internebf-Things (IoT) application whichollectsmeasurements from
mobile environmental sensors installed on certain ships in the port, which are connected
througha specific network slicef the 5G mobile network.

The Touristic City testbeldas focused on a use caseolving aninteractive VRvisitto the Madama
Reale chamber in Palazzo Madama. In the,wskirs can interact with a virtual tourist guigéiich

assist and providethem with relevant informatiotJsersalso perform certain Vienabled activities,

such as instructional gamestbematic tutorialsThis involves the deployment of two dedicated slices,
one with stringent latency requirements for the operations that involve a high level of interactivity, and
another one with more relaxed requirements for the remaining operations.

The above use cases and applications serdenmnstrate the different innovations and technical
concepts linked to the 5@oNArch network architecturd he main technical concepts evaluated by
means othetestbedénclude (i) Network Slicing(ii) Netwolk Orchestration(jii) Network Resilience
Reliability and Security and (iv) Network Elasticity.To demonstrate these conceplge SmariSea

Port testbed is used teshow how the network slicing conceps actually applied to industrial
environments to instantiate isolated network slices that can provide reliable and resilient services, even
on failure conditionsThe Touristic City testbeshowshow the elasticity concej applied to media

and entertainent use cases, allowing the network to efficiently support-ighity servicesvhile

adaping to workload changeanddynamically allocating the necessary network resources through the
appropriate orchestration functions.

The two projecttestbeds have ke presented in differemtublic workshops which were very
successful and attracted not only numerausliences but also representatives wéry relevant
stakeholders from the 5G ecosysteim¢luding vertical customers, enders and application
developes, among otherg.hese events proved bevery useful to gather feedback from the different
stakeholders angrovided the project with very valuable information on the views of very relevant
players for thep r o j techrtoldgy.The SmarSea Portestbe was presentedn June5™" 2019 n a

final dissemination event in Hamburg, including the presentation of the core research and innovation
results as well as a live experience showcas@gloNArch technical solutionsThe Touristic City
testbed was madevailable to all visitors in the Palazzo Madama museum during/tne23¢ and

24" offering the VR experience to real visitors together with a detailed description of the 5G
MoNArch technical solution and innovations

In this documentwe provide completéformationabout the twdestbeds, including detaifer the
different use cases, hardware (HW) and software (SW) components, specific implems tihethen
up and deploymerdf the testbesland the experimental evaluatifatusing orthe main project KPIs.
Therest of thisdocument is structured as follows:

Chapter 2 provides background information about the main-M@&\Arch technical concepts,
reviewing the overall architecture and its key enablers, and identifying those enablers and innovations
implemented and evaluated in the WP5 testbeds.

Chapter3 andChapter are the core part of this documethieygive detailed information of the Smart

Sea Portand the Touristic City testluls respectively Both chaptersfollow the samestructure,
providing: (i) a detailed description of the implemented use ca@¢ghe implementation detailef

the various functionalitiegiii) thesetup and deployment detaijksnd (iii)theexperimental evaluation,
measuring andnalysing the relevant KPIs for eaelstbed

Chaptefs provides a summary of the experimental evaluation shotenghain KPIs in a tabular form

that compares, for each KPI, the target resyiectecdby 5GMoNArch against theesult achievetly
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the testbed. This provideglobalview of theoutcome resulting from the testbed activities within 5G
MoNArch.

Finally, Chapter6 summaises the most relevant facts agi/esthe main conclusionsand some
picturesaboutthe project publicworkshopsareprovidedin the Annex.
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2 Technical concepts

In thischaptemwe review the overall technical concept of theGNArch project,consisting ofthe
overallarchitecture and its key enablers and identifying the enablers and innovations that are being
implemented and evaluatéd the 5GMoNArch testbeds. In particulave review the architectural
concepts proposed in WP2 [5GMD23], WP3 [5GM19D32] and WP4 [5GM1942], and then see

how we map these concepts into the two testbeds deployed in the project (Touristic City tektbed an
Smart Port testbed). Note that, while the [ GNArch concepts have been elaborated in WPs 2, 3 and

4, and are explained in detail in the corresponding deliverables, in the following we provide a brief
summary of those concepts with the goals of (i) mgkims document setfontained, and (ii) see how

these concepts are mapped in both testbeds.

Figure2-1 shows a schematic view of the overall-BM8NArch agproach depicting the instantiation

of the sec a | [Emabdlingfinnovationsand the common mobile network architect(aeveloped in

WP2), and the deployment @iFunctional Innovatiorison resiliencesecurity and resource elasticity
respectively (develomein WP3 and WP4). The figure furthermore shows the interrelation between
the verification and validation tasks (conducted in WP6) and testbeds, where the testbeds provide
operational results in particular for the KPI verification.
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Figure 2-1: Schematic view of the 5®&oNArch approach

Figure 2-2 depictsin more detaithe 5GMoNArch common mobile networkrchitecture, including
the extensions faesilience and securignd for resourcelasticity. The main componentstbfs 5G
MoNArch architecture are the following:

1 The Service layerfunctions interact with thanagement and Orchestratidl&O) layer
via the Communication Service Management Function (CSMF).

1 TheManagement & Orchestration layeris composedtyy the M&O functions from dferent
network, technology, and administration domaéng,, the 3rd Generation Partnership Project
(8GPP) public mobile network management, the European Telecommunications Standards
Institute (ETSI) Network Functions (NF) Virtualisation (NFV) Managemeard
Orchestration (MANO) referenceETSI14GSNFV00], the ETSI Multiaccess Edge
Computing function§ETSI16MEC], management functions dfransport NetworksTNs)
and norpublic enterprise networks. Further, the M&O layer compriseEtitdo-End E2E)

M&O sublayer hosting the Network Slice Management Function (NSMF) and CSMF
managng thenetwork slices anthe communications servicegespectively, across multiple
management domains in a seamless manner. In tballsd Virtualisation MANOdomain,
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the ETSI NFV MANO architecture forthe Life-cycle ManagementLCM) of Virtual
Machines (VMs) is extended towards LCM of virtualisation containers (e.g., Dotker
management layer (as described in [STBND23]) includes all the novel component defined

by the3GPP standard, enriched with the needed modules and interfaces needed to support the
features required by the two testbeds, as describébapters3 and4.

1 The Controller layer realises the softwamgefined networking concepts [ONF14], extends
them to mobile networks, and therefore accommodatescontroller types: (i) the Cross
Slice Controller (XSC), e.g., Radio Access NetworkRIAN) controller for the control of
Crossslice network functiols (XNFs) shared by multiple network slices, and (ii) the intra
Slice Controller (ISC), e.g.,@ore Netwok (CN) controller for IntraSliceNetwork Functions
(INFs) within a dedicated CiNletwork Slice Subset Instandd$S)). These controllers expose
a northbound interface (NBh the figur§ towards control applications and a southbound
interface (SoBl) toward¥irtual and Physical Network Function¥NFs and PNF§in the
Network layer.

1 TheNetwork layer comprises the VNFandPNFs forboth Control Plane (CP) (i.e., cVNF
and cPNFandUP (i.e., uVNF andJserPlaneNetwork Function (UPNF) NFs can include,
for example, 3GPP CP functions adder Plane FunctiondJPFs)(e.g., UPFor PDCP) or
novel NFs developed in the projdetg. for resource elasticity, resilience, and security

Service
layer

] §
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Figure 2-2: 5G-MoNArch final overall architecture pGM19-D23

Figure 2-2 also shows NFs(emphased with dotted line frameshhat specifically implement the
solutions developenh WP3 and WP4. They can be found in all layers:

1 Onthe Service layethe Security Dashbard enables efficient security management by human
operators or vidpplication Programming Interface&Rls) as well as intuitive security status
monitoring.

1 Onthe M&O layer, Crosslice M&O incorporate WP3Cross-slice Security and Resilience
(S&R) Management functions for addressing jointly increased security and resilience
requirements. Furthermore, to enable flexible orchestration across elastic slicesli€eoss
M&O can integrate WP4 Slieaware and Orchestratiairiven Crossslice Elasticity
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Managementfunctions(see Sectiod.3.2.3. Crossdomain M&O can include WPGBross

domain S&R Managementthat manages security and resilience issues within a single slice,
but between different management domains. In addition, @assin M&O can integrate

WP4 Computational and Orchestratidnven Cross-domain Elasticity Management
functions if intraslice flexible resource management is requifede Sectiod.3.2.4. The

M&O layer also hosts th@&ig Data Analyticsmodule defined in WP4 (as part of ¢h
Integrated Data Analytics Framework in the MANO), which can support the elasticity
functions located in the Crostice M&O and Crosslomain M&O(see the Measurement tool
described in Sectiod.5.1.). Further, theWP3 5G Fault Management FM) and 5G
Security Managementand the WP4Elasticity Management functions address network
alarms, security procedures and elasticity performance, respectively, on the granularity level
of NSSIs. Edge Cloud infrastructure nodes can host aol | e d i5G | sl andso,
networks with minimal functionality that canperate autonomously and do not require
connectivity to central data centres.

1 The Controller layer can host the WPRalable Control Framework for Security,
Resilience, and Elasticity which automatically scales the controller nodes with respect to the
undelying traffic in the network in order to enhance network scalability but to ensure high
availability of controllers. For slicing elasticity, dedicat&L and Crossslice Controller
XsC)have been developed in WP4. Tohbepéd comtroll
NFs, to enforce elasticity at fast time scale. Exemplary controller applications include
Reliability Control and Security Monitoring manager (SMm) from WP3 or Elastic resource
control from WP4,

1 The Network layer can be enhanced with WRdiability sub-plane functions for multi
connectivity (data duplications) and network coding for improved RAN resilience. For further
customisation, the Network layer may host W& urity Trust Zone (STZ) VNFs, which
enable to guarantee a required levélsecurity and trust in a dedicated area of the
infrastructure, and VNFs with enhanced robustness and elasticity characteristics in case of
unforeseen fluctuations of resource availability.

Finally, anintegrated Data Analytics Framework has been develop¢ad allow the exchange of data
and analytical services across all layers of theMsBArch architectureln Table2-1 we explain how

the two project testbeds leverage-BI®Narch technology and designs and incorporate novel technical
concepts, focusing on the technological pillars that are the base-MloB@rch innovations. It is
worth to highlight that, together, both testbeds jointly cover all the key innovation corecepts
enablers of the project.

Table 2-1: Mapping of the 5GMoNArch architectural concepts and enablers into the testbeds

5G-MoNArch

Touristic City testbed Smart Sea Porttestbed
concept /enabler

One of the goals of the testbeds is to prove the feasibility and functionality of net
slicing in real network operations. Network slices allow achieving greater flexibilit
and efficiency, as well as supporting different services with differieatacteristics
and requirements. The use cases envisaged for both testbeds are designed to ¢
different types of network slices, such as Enhanced Mobile Broadband (eMBB),
massive Machine Type Communication (MMTC) or URealiable Low Latency
Communication (URLLC) slices.

Networkslicin . ;
g Precommercial equipment has been

The Touristic City testbed incorporatq modified to sipport network slicing as well
implementation of research prototype as to include resilient and reliable NFs.
including 5G NR for the connectivity | Based on the work conducted in WP2,
between one user and the network, | fundamental aspects such as slice blue pr
supporting E2E network slicing. and slice LCM functions were designed ar
implemented.
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5G-MoNArch providesorchestration and management platform and applies

resilience and
reliability: Fault

Network customised orchestration algorithms which are demonstrated in both testbeds. T
Orchestration allows flexible deployment of relevant Network Functions (NFs) across the netwd
when needed and according to the netwankddtions.
The Touristic city testbed has
virtualised several functions in the
NEV userplane (such as the higher layer o
the RAN and the UPF) which are
moved by the orchestration in order t
provide the desired behaviour.
The testbed implementsulti-connectivity:
(see also SectioB.3.10n the multi
connectivity terminal descriptionij the
Network radio partto achieve the reliability
resilience and requirements of the URLLC slice.
reliahility: RAN Dataduplicationin combination with mult
multi- connectivity(5GM19-D32], being a main
connectivity research result of work packagef@&ther
increass link reliability to prevent service
interruption during mobility events
(handover)
To improve resilience, Bault Managment
(FM) approach is used. FM techniques
identify, trouble shoot and isolate occurrin
network faults Implemented in the testbed
Network aremonitoring tools for the detection of

changes, potential problems and anomalie
in network behaviour, the roctiuse

Management anaysis enabling the localisation of the
actual problem, and problem isolation suc
that the propagation of the fault effects an
impact to the rest of the network can be
minimised.

Network elasticity (especially inter
slice and orchestriain driven, as
defined by WP4) and efficient use of
the resources is a crucial topic that is
analysed in context of 5G1oNAch

and poses several technical challeng

Network The outcome and the result of the

elasticity investigation concluded in WP4 is

implemented in this Tuaristic City
testbed (see Secti@n3.2.4. The use
cases designed for the Touristic City
allow taking the advantage of provide
solutions for elasti orchestration and
resource allocation strategy.

Al-based data
analytics

The orchestration algorithms
developed for Touristic City testbed
rely on Al and Machine Learning (ML
techniques. The goal is to design
specific algorithms that would
determine tk best VNF placement

! Multi-connectivity here refers to MulRadio Dual Connectivity as described in [3GPBT340]. The term
multi-connecivity is used here to prevent from confusion with the eh@minectivity feature introduced with
3GPP Release 12.
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between central and edge clouds ang
design elastic NFs capable of resourg
adaptation and utilisation depending
the current network conditior{see
also description of the Measurement
tool in Sectiord.5.1.7).

This innovation focuses on the ability
to re-allocate NFs within the
heterogeneous cloud resources locat
both at the central and edge clouds,
consideing service requirements, the
current network state, and
implementing preventive measures tdg
avoid bottlenecks. The algorithms
implementing the orchestratialriven
elasticity need to cope with the local
shortage of computational resources
moving some bthe NFs to other cloud
servers which are momentarily lightly
loaded. This is particularly relevant fg
the edge cloud, where computational
resources are typically more limited
and more cost efficient than in the
central cloud. Similarly, NFs with tigh
latency requirements should be move
towards the edge by offloading other
elastic NFs without such tight
timescale constraints to the central
cloud servers. More details on the
implementation of this enabler are
provided inSection4.3.2.3

The goal of exploiting computational
elasticity is to improve the utilisation
efficiency of computational resources
by adapting the NF behaviour to the
avdlable resources without impacting
performance significantly.
Furthermore, this dimension of
elasticity addresses the notion of
computational outage, which implies
that NFs may not have sufficient
resources to perform their tasks withi
a given time. To o@rcome
computational outages, one solution
to design NFs that can gracefully
adjust the amount of computational
resources consumed while keeping th
highest possible level of performance
RAN functions have been typically
designed to be robust only agst
shortages on communication resourc
hence, the target should be directed {
making RAN functions also robust to
computational shortages by adapting
their operation to the available
computational resources. An example
is a function that chooses to ex¢e a
less resourcelemanding decoding
algorithm or number of iterations in
case of resource outages, admitting &

Orchestration
driven Elasticity

Computational
Elasticity
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certain performance loss. While this i
not a focused implementation of the
Touristic City testbed, the
implementation of e.g., the RAN
highe layers allowed us to assess the
performance of this enabler in WP4.

In the followingchapterswe describe in detail the deployments of Tloaristic Citytestbed and the
SmartSea Portestbedrespectively. Those deployments leverage on the concepts described above,
implementing these concepts in Hifd platforms and evaluating their performance experimentally.

In this way, the experimental effort conducted in@GNArch serves to validatdlahe key concepts
devised in the project.
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3 Smart Sea Porttestbed

3.1 Introduction

In the SmarSea Portestbed, 5@o0NArch conceptsaretested in aealistic industriaknvironment
underthe constraintsmposed by such an environmeht industrial applictons,communications are
very critical for a number of operations athe failure of the communications systems may result in
severe problems for such operations, e.g., leadipgptiuction downtime. Availability, reliability and
security are therefore mandatasgquirementdor the usability of 5G networks in many industrial
applications.

To demonstrate th#tenetwork slicingprincipleis technically feasible, three slices f@eucases with
different requirements have been setup on a shared infrastructure in th&&afaartestbed(i) one

slice is used to control a traffic light as part of an Intelligent Transport System iy & second slice

is used for enhancing maemance activities of field engineers by remote support through AR
applications, andii) a third slice is used to transmit the measurements of sensors mounted on barges
for improved pollution control.

To deploythese use casagth a common network inéistructureboth roads and waterwalysthe port
areaneed to be covered by a radio cg&lh this endlthe SmartSea Portestbed comprises two radio
cells with a maximum range of appimately 8 Km, covering a large area of tRert of Hamburg.
Leveragingon legacy gnal processing and Rbuilt on Long Term EvolutionTE), both RAN and

CN have been enhanced witte novel 5Gunctionsrelevant for the addressed use cases, including
among others the functions to provide reliability émeénable the netwk slicing (e.g, network slice
selection. Terminals have been extended by the possibility to connect to multiple slices in parallel and
by Multi-Connectivity with packet duplication to reduce the latency in handover situations and to
increase the relialiy of data transmission. A Lifecycle Management tool has been developed by
which slices can be instantiated and activated in very shortRimehermoretheseaport of Hamburg

has been used as example case for a simulative study on security measures.

This chapter is structured as followSection 3.2 recaps the key use cases and corresponding
requirements to support various applications in the Hamburg port. Sectipro8i@es aroverview

of the implementation of terminals and infrastruci@eng wth the network slicing implementation
and operatiorSection 3.4xplains theleployment aspectdong with thdogical network architecture.
Section 3.5 presents some key experimental evaluations on absolute latency of SDiherfbai
modem, latencyof Central vs. Edge deployment and Mu@tbnnectivity performance within the
deployed testbed as well as considerations on security measunaty, Section 3.@lescribes the
deployment of a simulated sea port environment to demonstrate the secaiiyitiag

3.2 Use cases

5G-MoNArch intends to improve the operation of the Hamburg port by leveragirigsttechnology
to support various use cases or applications t h;
these applications is quite differetitis technology needs to provideipport for service diversity. As
the port operation would be sevgrélarmed in case any of thesgplications did not work propetly
the main requirements behind the various use case are:
1 Reliability: It is essential to provide a guaranteed network connection that maintains a good
quality.
1 Resilienceltis also essentiab guarantee availability all the time, even in the case of failures.
Specifically, the Smafea Portestbed incorporates the following three use cases, \ahécteployed
in the real operation of the Hamburg port:
1. Better traffic flow(Intelligent Tranport SystemgITS) throughtraffic light control): The
testbed includes theonitoring andcontrol of an importantraffic light at one of the main
truck entrances to the port areehichis connected to the central traffic control through the
5G mobile nework with a dedicated slice.
2. Enhanced maintenance experiendeh e testbed includes AR appl |
engineering teasconnected via mobile broadband. Engineers can access construction plans
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and information for buildings analssets andet ramote live assistance by expeusing AR
applicationson tablets or goggle$his equipment is connected to a central application server
through the 5G mobile network, using a dedicated slice.

3. Improved pollution controlThe testbed includes sensorstalled on mobildargesoperated
on behalf of the Hamburg Port Authority (HRAYhese sensorgrovide real time
environmental measuremerds the current air qualitwithin the port areaThe sensors are
connected through the 5G mobile network with dickted slice.

In the following, each of the above use cases is described in detail.

3.2.1 Use Case 1 Better traffic flow

Today, traffic light management in the Hamburg port area is largely based on a fixed network
infrastructureMonitoring and controllingtte status and cycle times of traffic lights thereby represents

an important cornerstone of road traffic steering, which aims at an optimised routing of road traffic to
reduce traffic jams, emissions, and improve the overall port efficiency. Road traticngt in
particular for trucks, is thereby part of an overall ITS system within the portTasdfic lights today

either run completely standalone, i.e., based on fixedpmmgrammed cycle times, or their
management is still performedinganaloguedgacy technology based on coplpeeswhich is up to

30 years old. This ageing infrastructure needs to be replaced in the nextayehifsirthermore
additional traffic lights shall be connected to the central traffic management system in order to enable
road traffic steering within larger parts of the pdhe t af f i ¢ | i g bouldb&dosebyn nect i o
optical fibre. However, this poses the following issues: (i) the necessary fibre infrastructure is not
available in all port areas; (ii) expansion ofrébinfrastructure is a longrm project with high
investments; (iii) digital connection requires replacinglefjacy coppecabling, and (iv) Capital
Expenditures (CAPEX) and time effortan bevery highi CAPEX for connecting a single traffic

light with fibre are up to 10802, including the equipment and the construction works for laying the
lines For temporary constructions sitembile traffic lights are frequently used, khiey are not
connected tohe centratraffic managemergystem which typically leads to a clear increase of traffic
jams due to the missing alignment with the regular traffic lights

The 5G network slicing solution developed within-Me&Narchallows tosetup a URLLC network
slice.While low latency is not required for traffic light control, the high reliability of the network slice
makes itan excellent opportunity teasilyconnect traffic lights in a safe, secure and fpghforming
manner, but with manageab@BAPEX. This allows to integrate altypes oftraffic lightsi already
existing fibreconnected, existing neconnected, and temporary traffic ligits nt o t he sea p
centraltraffic managemergystemTo demonstrate the feasibility the control of one of the trafficdight

in the port has been implemented, which is showkigare3-1.

Dreasn

Traffic light =~ =/ e
location = & . w. R 2

Figure 3-1: Location and picture of the testbed's traffic light

2 This amount was provided by HPA based on a quotation of the Hamburg Traffic Authority.
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In particular, 5GMoNArch deploys a network slicing solution that provides high reliability and
security and serves the followirgpects of traffic light manageme(i) monitoring the status of the
traffic lights; and (ii) optimising traffic flow by connecting each traffic light in the Hamburg port area
to the central traffiecnanagement system

To demonstrate this use caseisishown that the deployed system aléofer managing the traffic

l ights with a separate network slice that <can
network infrastructure carrying less critical trafficidshown that even in extreme situations, e.g., in
terms of radio chnnel degradations or peaks of network traffic within the sea port, the reliability of
the network slice handling the traffic light related network traffic is not compromiBad. is
demonstrated and evaluated by injecting artificial traffic to the n&twanich would overload the
mobile broadband slice while avoiding sieifects on the isolated slicés.f. Section3.5.5 for
corresponding results)

3.2.2 Use Case 2 Enhanced maintenance experience

With more than 100 engineers employed, Bwt of Hamburgengineering team is the largest in
northern GermanyToday, onstruction works, maintenance angeaationsat all kind of technical
installations (forexample, water gates, bridges, railvieacks and signalsyithin the port areaises
offline data or even paper documents such as blueprints and constructiomptirften requireon-

site assistance ke engineering tearkngineershave tovisit sitesto discuss different construction
options withtechniciansstakeholdersor construction works, or amaintenancéeamworking ona
technical installatiomeeds further assistance through an expert in order to solve a certaifdnissue.
case the ositeavailable offline documentation is insufficient, or further assistance through an expert
is required, such documentation or the expert has to be brplgsitallyto the site, which is time
consuming and expensive. Since the sites are typically logatateas without dixed network
connectionthe 5GMoNArch mobilenetwork slicing solution enables those enginaadstechnicians

in the field to use digital applications and solutiovith a dedicated service quality and security.

In particular, solutios enabling thesafe and secumemote access to document databases, including
access to pictures and video matedal] Augmented Reality (AR)ased remote assistance including
live video streaming shall clearly increase the efficiency of the engindedny In particular, mobile
network connected AfReadsets(Microsoft HoloLens [Micl8], sedrigure 3-2) shall provide
considerable operational benefits and efficiency gains.

To this endthe SmarSea Portestbed deploys a fast and flexible implementatioARfand video
streaming system to support the engineering teams remotely or direesiyeohe following
operaions are demonstrated by this use case, which rely on a network slice specifically supporting the
Quality of Service and Quality of Experience (QoS/QoE) requirements of AR and video streaming
applications:

1 AR headsets connected through a mobile networkectiion and a corresponding network
slice to HPAG6s databases.

1 Engineers and experts are enabled to visualise Comfpigted Design (CAD) construction
plans along with reaime or simulated data.

Figure 3-2: AR headse{Microsoft HoloLens[Mic18])
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It has been shown thatsufficient data throughput and too higltencies have a negative impact
the perceived quality dhe above applications and use cases, and therefore in ordergethémlse
casea network slice providing sufficientlyhigh data throughput combined witbw latenciesis
required

3.2.3 Use Case 3 Improved pollution control

The HPA has prepared a climate protection concept that contains climate protection objectives, areas
of action,activities to reduce emissions and suggestions on how to monitor and evaluate currently
pl anned measures. The HPAOGOs climate protection
and Hanseatic City of Hamburg, which foresee a 40 percent reduct@ariion emissions by 2020

and an 80 percent reduction by 2050, based on 1990 as referendelam®ad®]. To ensure the
continuous reduction of adverse impacts on the environment, a systematic environmental management
system in line with the criteria of thernational environmental management standard was introduced

in 2011. The relevant impacts on the environment are analysed and quantified to identify further areas
of action and develop appropriate measures.

To implement the above measures, more serigspntinuously monitoring the air qualibeed to

be deployed in the Hamburg poBesides installing sensors at fixed locations in the port area,
measuring the air quality at changing locations, and in particular on the watelnasysen defined

by HPA as a necessary means to achievéntemdedobjectives. However, by todatheredoes not

exist areliable infrastructure for mobile sensors. To overcome the current limitations, environmental
sensors located on HPA shiiggure3-3, and further details on the sensor boxes in Se8t®s) are

being connected through the 5G mobile network testbed using a dedicated network slice, to
continuoushtransfer real time environmen@dtameasurements the HPA 10T cloudThis involves

the following challenges:

I Get fast, stable and securansmission of sensor measurement data to the corresponding sea
port loT cloudthrough stable and secure connectivity.

1 There shall be no interruption of the sensor measurement data transmission due to interruption
of the mobile network connectioa,g, due to shielding behind large buildings or ships

1 Moving sensors need t@and over betweemobile network cells reliably.
9 Visualisation of data, relationships, and identification of events and incidents.

The HPA plango connect many more sensors on moviagigles (not only barges) in future, which
clearlyaccentuates the relevance of Use Case 3

Figure 3-3: Environmental sensors located on HPA ships
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3.3 Testbedmplementation

This section describes the implementation of different components to provide the functionality
required to address the use cases explained above. In S&&ignwe explain how the different
components (including the individual terminals and the network equipment) have been deployed in
the Hamburg testbed.

In particular, the different components that have been implemented in the S¥aaRortestbed
include the following:

1 Theterminals and sensgnghich have been implemented ateployed in the testbed (Section
3.3.)

1 Thenetworkside egipment which includes novel 5G functiofSection3.3.2.

1 The network slicing functionality, which comprises both the terminals and the network side
equipment (Sectior3.3.3.
It is worth highlighting that the netwoidide equipment builds on commercial devices which have
been updated to include thevel functions required for this testbed. Sucingplementation provides
astrong basis for the adoption of these novel functions in future commercial products.

3.3.1 Terminal implementation

To implement the required network slicing functionality well asthe reliability and resilience
features, the testbed ugem different types of terminals:

1 A multi-slice mobile terminal which builds diop if legacycommercial router boardsith
Long Term Evolution Advanced Pro(LTE-A Pro, according to 3GPP Release 14
specificationy compliantmodems

1 A multi-connectivity mobile terminal which builds o8oftware Defined Radio (SDR)
terminalsandsmaltform-factor Personal Computer®Cs.
Only theabovetwo terminaltypesallow to exploit the full set of features recgd for the three slices
of the SmarSea Portestbed.

The main reason for using different terminal typakésfollowing. The multiconnectivity featurean

only be realised through the SDR termindt®wever,these SDR terminals have a certain lack of
reliability due to their softwarbased design. This is an obstaateparticular for the implementation

of the traffic light managememhere a high reliability of the terminal is required due to the integration
of the traffic tlalitrgffit managenent systbmbergborerint odder tode able to
count on the muliconnectivity and have reliable terminals at the same time, the two different types
of terminals armeeded

Depending on the installation site (traffic light control switmx, or barges), different commercial
antenna typekave beemsed to connect the terminals to the base swtioparticular for the barges,
theindividual components have beenunted in a shielded box in order to protect the equipment from
the harsh environment (e.g., very low and high temperature, high humidity, permanetr@ptd
movementsaltywater, etc.).

In the following, we describe in detail the different types of taaisi employed in the testbed,
including the two mentioned above as well as the sensor boxes.

Multi -Slice Mobile Terminals

The Multi-Slice Mobile Terminals used in the Sm&#ea Portestbeds have been built on top of the
Mikrotik RouterBoardMik 18] commecial devices, which are compliant with LI&Pro and usan
embedde®dpenWRTLinux [Wrt19]. These terminalbave been customiseith order to provide the
desired capabilities (including the mestice functionality).

The multislice capability i.e., a teminal being connected to multiple slices at the same ftisne,
achievedhrough modification of the operating system and providing a dedicated slice configuration
and deployment system on each mobile terminal. Because Co@fhidine Shelf (COTS) terminals
are applied, the solution is proprietary and not directly integrated in theAblmss Stratum (NAS)
signalling of the mobile networlEigure3-4 shows a ture of the terminal as it used on each barge.
However, the implementation of network slicing on Operation System layer allowed fsingtil
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existing COTS modems, which are proven to be sufficiently robust and scalablampléeented
use cases.e., where permanent reliable connectivity in a very large network area is required.

Figure 3-4: Mikrotik RouterBoard used in the testbed

Multi -Connectivity Mobile Terminals

One of the key novel funanalities evaluated in the Smart Sea Port testbed is that of- multi
functionality. This functionality is essential in order to provide the desired reliability levels in the
testbed. In order to provide this functionality, Multbnnectivity Mobile Terminalshave been
implemented on top of COTS hardware.

The multiconnectivity approach is illustrated iRigure 3-5, schematically showing two cells
implementedn the Smart Sea Port testbed (cf. SecBdh?. When a mobile terminal starts moving

in Cell 1 (upper) towards the cell border, it will at somenpii time add Cell 2 (lower) as a secondary

base station (Point 1). From this moment on, the mobile terminal is able to receive duplicated data via
both base stations. As the mobile terminal continues moving, the signal strength of the secondary base
staion will be at some point stronger than the one of the master base station, and target and source
base station change the roles (Cell 2 will become new master base station and Cell 1 secondary base
station), Finally, the mobile terminal will only be conheed t o t he new master ba
(Point 2). This approach is described in detail in [SGNDE] and [5GM19D32].

The multiconnectivity terminal uses two Intel NUC computers [Int19] for RAN protocol processing,
and two Ettus B210 Univers&8loftwaredefined Radio Platform (USRP) devices [Ett19] for Radio
Frequency (RF) processing. The applied SW has been developed by Nokia and focuses on enabling
intra-frequency multiconnectivity. To this end, all layers had to be modified, i.e., physiagé

(PHY) to enable c@xistence of bearers in the carrier and still perform reliable time syrisiion,

Media Access Control (MAC) layer to enableaalinated scheduling across multiple base stations,
Radio Link Control (RRL) and Radio Resource Coh{RRC) to enable multiple bearers per user
device (duplication), and RRC to control the setup of multiple bearers and control the
establishment/release of the mudtinnectivity feature.

3 Multi-connectivity in the context of the implementation of the Sr8agt Portestbed refers to the MulRadio
Dual Connectivity feature as described in [3GPRBI940]. This standard is still not fully completed, in
particular the definition of MultRadib Dual Connectivity in combination with the 5G Core has only been
introduced in v.15.4.0.
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Note that the developed SDR terminal is fully compliant with 3GPB-A Pro PHY, but supports
upper layer 5G protocol stack, in addition to proprietary features enablingamuitectivity in
combination with data duplication. Although the HW and SW was originally only meant to be used in
a labenvironment, the implementation performed could be used to connect the SDR terminals reliably
at a distance of about 8 Km over the air by usingdalitianal amplifier and selected antenr@igure

3-6 shows a picture of the terminal as it used on each barge.

gNB1=Sector @120deg
gNB2 =Sector @ 270deg

Figure 3-5: lllustration of multi-connectivity approach implemented in the Sm&#a Porttestbed

Furthermore an administration and management tool has been devedtgiavhich permanently
monitors the multislice and multiconnectivity terminalin order to track the performance and to
intervene in the case of failures becaudgring the time of operation, only remote access to the
individual terminals is provided.

To configure the terminal(s) with slidevel information and individual profiledor the AR
applicationswithin the Hamburg port, a life cycle management service is utilised that empowers any
kind of enterprise to customise and automate the enrolment of terminals and to simplifydfie out
the-box experience with a large range of cgofiation options. This solution facilitates a scalable{ong

term solution to manage and configure several devices across the site. Two editions can be supported
by the platform:

1 Setup Edition: This edition supports the otiiene configuration of enrolled g&&es and
settings. To change a device configuration (after initial policies are set), devices must be
factory reset and the new policies must bapplied. The Setup Edition has been used within
the testbed for initial terminal configuration and focomfigurations where basic policies had
to be changed.

1 Dynamic Edition: This edition allows deploying and updating enrolled device policies as
many times as needed without a factory reset. The Dynamic Edition has been used within the
testbed for minor updas of policies during terminal operation.

Once a profile is configured, it can be assigned to specific managed devices. Device assignment is the
final step in the configuration process, though devices can be customised post deployment.
Additionally, each ranaged device has its own device details and device log screens to assess its

4 Due to the standardisation work in progress, and the development work on thepliagtion featurén work
package 3 [5GM1D32], the implementation of the featuin the testbed (terminals, base stations and core) had
to be performed in a proprietary way.
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current configuration and events history that can be periodically reviewed to assess a selected device's
events history and configuration

Figure 3-6: Picture of one multiconnectivity device used in the testbed

SensorBox

In addition to the above terminals, the Smart Sea Port testbed also requires sensor devices that are
capable of collecting the required data for theaBr8ea Port Use Case 3 (Improved Pollution Control).

To this end, an Environmental Sensory Unit (ESU) has been designed specifically to meet the
requirements of this use case.

rain shield

sensor module

control module
upper splash shield

lower splash shield

Figure 3-7: SensorBox design

Each of the mobile bargésstalled for the purpose of the testbeedquipped with the measurement

ESU, that contains four sensors that provide six measurements, namely: air temperature, air pressure,
carbon dioxide, nitrogen oxide, and fine dusdr{leulateMatter PM2.5 and PM 10according tdJS
National Air Quality standards as well as &lobal Positioning SystenGP9 for the position. The

ESU consists of four main paifseeFigure3-7), listed from top to bottom:

1 Rain shield: protects the electronics from rain and water from above while allowing air to be
sucked in

Version 1.0 Page30of 133



5G-MoNArch (761445) D5.2Final Report on Testbefctivities and Experimental Evaluation

I Sensor module: housing all sensasich are installed oa sensor boarth read the sensor
data and send it to the control module. A fan guarantees a constant air flow into the box for
the sensors to measure actual concentrations

1 Control module: contains the Raspberrgifgleboard computefor theoverall @ntrol of all
components, the Automatic Identification System (AIS) module, the GPS module and a
switch. All power and data connectiom®plugged in here with watertight connectors

1 Splash shield: consists of two meshes, which allow air to flow outrbteqt all components
from water entering from below. Furthermore, it provides mechanical protection for electrical
components

Each barge setup contains one msiitte terminal, one muktonnectivity terminaland onesensor
box with four sensors

For testing reasons during thetial phase of the testbed deployménhere the actual sensor boxes
were not yet availableanadditionalsimple offthe-shelf multisensor has been installed on each barge
(three sensors providing GPS, temperature, higygnahd gyroscopic information) ancbnnected
through the multslice terminallt was finally decided to leave these mugiéinsors on the barges to
get additional load in the testbed.

3.3.2 Network-side implementation

In addition to the terminal equipment, the Snseé Portestbed also requires netweskle equipment
implementing novel 5G functionality. In this section we give an overview of the different network

side components implemented by-M&NArch, while in Setion 3.3.3we focus specifically on the

network slicing implementation and operation.

All the networkside equipment used in the testbed relies anneercial products from Nokia. While

the original devices were conformant to the previous 3GPP standard (Rel. 14), the 5G features relevant
for the addressed use cases have been implemented on top of this equipment. As they are already built
on top of commeeial devices, such implementations provide a strong basis for their possible adoption

in future products.

Base stations

The testbed comprises two base statisitk one antenna eadkee Sectio.4.1for further details)
thattogethercover thearea of theHamburg port almost completelyhese base statiotmve been

built based on@mmercialNokia AirScale base statiofidok19] which have been modifikto support

the 5G functionality required for thestbed

Specifically,the standard SWf the base statiorigeas been modified in order to support E2E network
slicing and themulti-connectivity and data duplicatideatures (cf. Table2-1) developed within work
package 3. For this purpose, besides PHY, modifications to MAC, RLC and RRC have been applied.
The AirScalehavethe fdlowing basictechnical data:

1 Radio standard:
0 LTE-A Pro/3GPP Release 14 compliant.
1 Radio parameters:
o Frequency Division Duplex (FDD)
0 Single Carrier, bandwidth 10 MHz
o0 Downlink (DL): 7131 723 MHz
o Uplink (UL): 7681 778 MHz
Core Network
The CN is based on &lokia product which has beemodifiedto support multiple network slices,
separate core and data plafiése Core network equipment providae necessaigupport fometwork
slicing, including the support for VMs as well as a VIM that manages thetmitage, as well as

management interfaces necessary to interact with the life cycle management tool. A detailed
description of deployment and slicing procedure is provided below in S&8dh
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Life Cycle Management tool

Nokia provided for the testbed a proprietary life cycle managementwitiola Graphical User
Interface (GUI) which has been developed for8@nArch (cf. [5GM18D51]). This tool allows for
preparing slice blueprints, and to commission and decommission network slices on the fly. The tool is
based on a weilmterface in order to allow for an easge

3.3.3 Network dlicing implementation and operation

As explained in Sectior.3.1and3.3.2 one of the key functionalitighat has been implemented on

the terminals and netwoikde equipment is the support for network slicing. In this section, we
describe with further detail the functionality implemented and their operation.

The section is structureloased orthe differentlifecycle phases: for each phase, we describe the
operation of network slicing along with the implemented functionality for such operations. In
particular, he next three subsections follow the lifecycle phases of a Network Slice Instance (NSI) as
definedin 3GPP TR 28.801 and shownHigure 3-8 [3GPP1828801]. They describe how network

slices for the use cases in the Snien Porttestbed can be desigth and instantiated and how
applications can be set up using these network slices. A fourth subsection deals with SW aspects in
the terminal devices as well as in the NFs on the infrastructure side.

The implementation of the Hamburg testbed does not nskefuthe full degrees of freedom offered

by a fully automated orchestration and management system. The reason is that the environment itself
is constrained by the limitations of the commercial devices employed in the testbed, which did not
allow to integate all the functionality of the 5GloNArch architecture. However, the testbed still
implements the parts of 5MoNArch architecture that are relevant for this testbed, and it helped to
better understand the processes, to investigate their applicabdity axplore the data formats for

their input and output information.

Lifacycl of 2 Metwark Blice hstanc
Drzgerztion It Foan-tim Decommisioning
. L Supervizion
B W B W mEEn m g B P catos st W Temimtion
Netvwork: environment Bt Reparting ‘

preE ration

Figure 3-8: Lifecycle phases of an NSI [3GPP183801]

3.3.3.1 Slice preparation

The preparation phase serves to create a slice blueprint describing how the slice shall look like, which
resources shall be used and how it shall be set up. During this phase, the NSI does not yet exist, and
no resources are allocated. As showhigure3-8, the preparation phase consists of slice design, pre
provisioning (onboarding) of the NSI blueprint and the network environment preparation.

Slice defgn

The objective of the slice design is to capture the requirements of the slice vertical and compile them
into a slice blueprint that meets these requirements with the available resources. There are two main
inputs: the demands and requirements of thidcad, and the available resources of the infrastructure
platform.

To describe the vertical's demands and requirements, the GSMA has developed the Generic Slice
Template (GST) concept [GSMAIBSNS]. Following this approach, 58oNArch has prepared a
guestonnaire comprising a set of parameters. To validate the suitability of this questionnaire, it has
been filled for the use cases envisaged for the SseatPortestbed. The detailed questionnaire is
provided in Annex’.1

Some observations have been made in this process:

1 Initially, the questionnaire asked for a detailed description of the required NFs. For the slices
of the testbed, HPA (as vertical)ddnot fill in this information- for them as for probably the
majority of verticals, only the quality of the provided network service matters, but not how it
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is provided. To improve the questionnaire, the default functionality of cellular networks was
removed and only verticaspecific service features such as multicast or broadcast are asked
for.

1 Verticals may be not familiar with traffic profile parameters and the actual values of these
parameters in an envisaged use case. These parameters allow thesglicer to assess the
traffic load and its impact on the resource demand.

1 Some parameters were specified too coarsely by the vertical. In practice, this means that filling
the questionnaire is likely a joint effort in which a Mobile Network Operator (YNQst
assist the vertical to obtain suitable input for the slice design.

1 Finally, the exercise helped to improve the questionnaire. Some parameters were found to be
missing, e.g. the peering point connecting the CN to the vertical's private network. These
parameters have been added in the meantime.

Based on this input, the slice design process mu
expectations. Slices can differ in three aspects:

1 Application-specific functionality.
1 Application-speific network slice topology and function placement.

1 Quality of network service (i.e. data rate, latency, reliability) according to Service Level
Agreements (SLAS).

The possibilities in the design are bounded by the available infrastructure as des@ibebnB.4.1

and by the available functional structure in SecB@h2 Figure3-9 shows the typical user traffic path
from the UE to the peering point whehetdata are handed over to the vertical's network domain, and
the configuration possibilities for this path.

UE Base station Cloud Data Center

CN-CP
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Figure 3-9: User traffic path

The relatively small size of the testbed limits the design optemms thus design decisions have been

much simpler than they would be in a real slicing environment, e.g., the base stations could be assigned
to the slices without using a network planning tool. In a real production environment, however, a tool
would be reded to select the base stations based on their radio coverage and to assess the impact of
the traffic in an additional network slice on the available radio resources. In the same way, CN and TN
resources could be assigned manually, as there is no reshiartage in the testbed. In a life system,

this may be different.

The network slices have the following deployment characteristics:

1 Common NFs across sliceg:o utilise radio resources most efficiently, they are shared across
all network slices. Therefe, PHY and MAC are common for all slices. Furthermore, also the
CP functions that supervise the use of these radio resources, namely Radio Resource
Management (RRM) and Mobility Management Entity (MME), are treated as common
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functions. The RAN functionsHPY, MAC, RRM are located in the base stations; MME as a
CN function is located in the edge data centre in Hamibliggre3-10 depicts the functional
architecture for the SmaBea Portestbed. The common NFs are depicted in orange colour.

g5
) !
o o 8
W o 2 E
w E = 3
~ 3 5
°o¥F k
- o .7/ 7 ~
SN -
> _./-/'/' §
o 32
A o T 3
i
HPA Private : ! s
Network Mgmt DT PLMN Manragement

! S e I

ELLUS Ra”s.
Cross Slice c-plana

eMB8 Slice (¢ and‘uApEmE)'

URLLC Slice [u-plane)

 UPF
mMTC Slice (u-plane) Data Network

r, Hamburg DT Data Center, Nuremberg

Figure 3-10: Targeted functional architecture for the Smafiea Portestbed5GM18-D51]

1 eMBB network slice: This network slice is utilised to carry the AR traffic (e.g., enhanced
maintenance experience for HPA service staff) as well as providing eMBB servicesssuch
Internet access or video streaming to cruise ship tourists.

0 Antenna sites: Both antenna sites are included in the slice.
0 RAN higher layers: RLC and PDCP layers are séipecific due to customisations
reflecting service requirements and make useettmmon NFs MAC and PHY.
0 CN UP functionality: CN UPFs are servispecific and hence must be dedicated.
0 CN CP functionality: Policy and Charging Rules Function (PCRF) is dedicated to the
slice.
0 Location of CN functions: All slicespecific CN functionsun i n t he test bed:¢
cloud data centre in Nuremberg.
o Furthermore, the AR applications (and other eMiB® applications) in the Data
Network that process the incoming user data are also hosted in Nuremberg. From
there, user trafficisroutedtothee r t i cal 6 s data centre (i.e.

1 URLLC network slice: This network slice is utilised for ITS applications in the sea port area,
in particular for the traffic light control. The design of this slice is characterised by the edge
deployment of NFs to mimise the latency, by applying a priority to the traffic to avoid-side
effects by the eMBB slice, and by higéliability using conservative configuration in RAN.

0 Antenna sites: Again, both antenna sites of the testbed are included in the slice.

0o RAN higher layers: RLC and PDCP layers are s$ipecific due to customisations
reflecting service requirements and make use of the common NFs MAC and PHY.

0 CN UP functionality: The CN UP uses a dedicated and customised UPF instance.
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0 CN CP functionality: The PRF is shared among the slices deployed in the local edge
cloud, i.e., URLLC slice and mMTC slice. An alternative deployment option would
comprise separate PCRFs for each of the two slices.

0 CN location: Due to latency requirements for traffic light conmtICN functionality
for CP and UP is deployed locally.

0 Access Management: As for each slice, the user terminals admitted to the slice can be

configured.
0 The ITS Data applications in the Data Network are operated in the local HPA Data
Centrein Hamburghence user traffic is forwarded

data centre to the vertical 6s premises.
T mMTC network slice: The slice is used to carry traffic from a group of sensors deployed in
the Hamburg sea port, particularly from the barges patgoNiithin the port area. As
previously described each barge is equipped with a set of sensors (air quality, temperature etc.)
and GPS which need to deliver data at high frequency (granularity in the range of few seconds)
to a central loT cloud.
o Compared tahe previous slice, this slice uses a modified RAN protocol to enable
intra-frequency multiconnectivity and data duplication as described in [5GM19
D32].
0 Antenna sites: Again, both antenna sites of the testbed are included.
0 RAN higher layers: ProprietarRAN implementation to provide 3GPP Release 16
features to the testbed.
0 CN functionality: As for the previous slice.

dai

| | ‘ VPN - accessible via Internet

(Y
s
HH Tower

DT, Hamburg DT, Nuremberg UE DB Update

HPA, Central NW

DP Updates

Figure 3-11: Logical deployment othe SmartSea Porttestbed

Figure3-11 summarises the placement of logical functions of all three slices in the testb&dyuzed
3-12shows a screenshot of the Graphical User Interface (GUI) used to design network slice blueprints.

Pre-provisioning

The preprovisioning block checks if the necessary SW for the designed neshoekis already
available on the network infrastructure. If not, this SW must beoamded. In the testbed, this process

is greatly simplified: all RAN functions are performed in the base station, and hence these functions
are already otboarded by defdu Similarly, all CN functions are executed on a limited set of servers

in the edge cloud data centre and in the central cloud data centre. The SW for these CN functions is
on-boarded directly on these servers.
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One of the objectives of the testbed islemonstrate the feasibility of certain functions like multi
connectivity. This implies that SW must be updated when such functions are implemented and tested.
In this way, orboarding activities are triggered in the testbed mainly by changes of the Séfelpd

by changes of the slice design.

Design & Creation - Slice - Barges NOKIA Bell Labs

Figure 3-12 GUI to design network slice blueprint@xample: slice for environmental
measurements)

Network environment preparation

The available infrastructuiis described in Section 3.4.1. The servers in the edge cloud data centre in
Hamburg have been deployed exclusively for the testbed. On these servers, VMs are set up in a pool
and made accessible to the LCM tool. The VIM implemented in the testbed is thetingeand
preparing the VMs out of the available pool and upon request from the LCM. The selection of VMs
(and check for availability) is performed as par
the AConfigurati on o thermeword envirenmene prepasatiomeade.neeted inf u r
thereSi mi | ar |l vy, mu | t icentrein Niréhberg ane mBJE acsessible to she VIM in

order to select and configure this VMs for the testbed operation, i.e., some servers in Nuremberg are
assgned statically to the 5&1oNArch testbed and used exclusively for this testbed. Again, VMs are
made available in a pool of VMs to the VIM, which is then selecting VMs from this pool if needed.

NOIKIA Bell Labs

Design & Creancn

Figure 3-13: Screenshot of GUI used to control the network slice LCM
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3.3.3.2 Slice deployment

At the M&O layer, a Life Cycle Management (LCM) interface (Bgpire3-13) is provided to define,
commission, and monitor the individual network slices including all of the afeveioned
components. The interface allows setting up network slices, assigning them to individual network slice
categories, associating devices withsthaetwork slices, and monitoring the operation of the network
slices. The underlying LCM tool is specifically developed byM@NArch for the purpose of the
Smart Sea Port testbed, providing the basic required slice life cycle management functiohality (c.
Figure3-8). The LCM tool performs:

1 Slice Deployment: triggering the VIM to select VMs from a pool of VMs both at local and
central data centre;
1 Slice Configuration: configuration of VMs and CN functions based on the slice blueprint (each
VM could run each slice blueprint); and
9 Slice Activation: activate the UP functions of a network slice to E2E connectivity.
Figure3-13 shows a screenshot of the GUI, which is used to control the network slice LCM.

3.4 Testbed setup and deployment

The SmarSea Portestbed has been setup by deploying the network infrastructure and terminals based
on the implementations presented in the previous sedtioa.section gives a brief overview on the
infrastructure setup of the testbed. Further details on constramiggments and design of the testbed

can be found if5GM18-D51].

The SmartSea Portestbed relies on a specific infrastructure setup that has been designed to address
the use cases described in the previous section. Based on this infrastructurej aridytecture has

been mapped over the various elements to instantiate the appropriate slices. Slice design and
deployment is then performed according to the requirements of the specific use cases.

In the following we first describe the physical setdiphe testbed (Sectioc®4.]) and the logical one
(Section3.4.2. Furthermore, we describe the deployment of the application supporting one of the use
cases (Sectiof.4.3.

3.4.1 Physicaldeployment

Figure3-14 shows the main physical components of the testbed and their connectivity. It includes the
different types of physical devices and shows how they are logically connected.

Base Station Site Edge Cloud

Application
(DT, Hamburg) Data Center Data Center
(DT, Hamburg) (HPA, Hamburg)

UE §£ "\ Servers
7 7
X)— X

Maintenance
Access

Servers

Central Cloud
Data Center
(DT, Nuremberg)

Figure 3-14: Physical components of the Smart Sea Port testbed
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Starting from the different types of physical componefigiure 3-15 illustrates the physical
deployment of these components in the Hamburg testbed. This includes the humber and location of
each of these types of devices. Specifically, the following components have been deployed:

1 Two Nokia AirScale base stations &etHeinrich Hertz TV tower in Hamburg, with one
antenna connected to each base station, and with one cell provided by each base station. For
each base station, the radio components are mounted aside the antenna and connected via
optical fibre to the baseabd unit. The antennas are installed at an elevation of 182 metres
above ground (sdeigure7-29).

1 Two Nokia Airframe servers at the Deutsche Telekom (DT) Data Cenktaritburg. These
servers run the local data and control planEdge Cloudnetwork slices.

1 Four serversin a DT Data Centre in Nuremberg running data plaGesiwél Cloudnetwork
slices. The geographical distance to Hamburg is about 460 km, whidffidestly long for
a realistic assessment of the benefits of Edge Cloud deployments in particular with respect to
latency.

Figure3-15 shows tharansport networkTN) connections between the physical componastsolid

lines between the data centres, the base station and the local applications and control centre (hosted at
HPA data centre)All TN connections consist of optical fibres with a capacity of 1 Gbit/s. The main

task of theT N is to exchange user data and control data between the network sites respectively between
the deployed NFs. In addition to the typical requiesits, network slicing requires that the data from
different slices are handled strictly isolated on all protocol layers{Neand above).

1 One traffic light (representing Use Case 1, see Se8tptocated at a large street intersection
at the entrance of the port area (connecting the A7 motorway to the Kéhlbrand bridge, which
is one of the main inlets for truck traffic into the central aredefgort) has been equipped
with a multislice terminai.

T An AR test environmen{(representing Use Case 2) has b@&aplemented at th¢HPA
headquarter.

1 Three barges (representing Use Case 3) have been equipped, each witislicentédtiminal,
a multiconrectivity terminal, a sensor box (with four sensors), and one additional multi
sensor (three sensors), see description of the sensor box in Se@tion

9 Applications supporting the individual use ca@esffic light management, pollution control)
running on the localHPA data cent in Hamburg, which has dedicated connectivity to the
testbed

i The DT testbed network provides a remote access enabling full accesStlicdthdfecycle
Management tool as well #se nonitoring SW using standard wellirowsers.

I Two additional multislice terminals have been deployed at the Nokia offices in Hamburg,
which are used to demonstraietwork slicingon trade shows and conferences (to avoid
interference with the operational devices on barges and traffic light).

Furthermore, temporary installations have been used during press conferences and trade staows, e.g.
temporary traffic light has been connected to the network during a press conference in November 2018
as well as for the 5®&0oNArch event on Jun€$2019, in particular to show the functionality of slice
isolation and the corresponding impact of canimg the traffic light via a best effort slice vs. an
isolated dedicated slice on the use case performance. With the installation of this temporary traffic
light (which is normally used for construction sites) it could furthermore be shown that the leaeral

time for integrating a new managed asset into the network only takes short time (approx. 30 minutes
for modem installation, slice creation and deployment, and connection to the traffic management).

5 Just one traffic light is controlled here because the intention is not to set up a completely new traffic
management system, but to showcase that the recriterfor such service can be achieved by our network
architecture.
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Figure 3-15: Physical deployment of th8mart Sea Portestbed

3.4.2 Logical network architecture

In the following we explain how the physical deployment described above has been instantiated into
a logical architecture that deploys the needed network slizessathe various physical components
in order to satisfy the needs of the different use cases.

The testbed demonstrates network slicing in an actual industrial deployment (see {BG} 18
Section 2.1, for more details), and evaluates the increased tatobustness due to muilti
connectivity using fieldests. In particular the testbed deploys masliie capable devices which
connect to more than one network slice (logical network) providing different and isolated (network)
services. Those services mag performed either in the edge cloud or in the central cloud, depending
on the requirements of the service.

The network slicing concept applied in the Snsea Portestbed follows Optiof2 RAN slicing with
slice-specific Packet Data Convergence Protocol/Radio Link Control (PDCP/RLC) and RRC per slice

as described in [5SGNOR1B41] and [5GM17D21]. While all slices in the testbed apply the same

radio access PHY and MAimplementation, higher RAN layers as well as CN functions provide
specific features for each slitgoe to allow for differentiating between services. In general, we have
three slicetypes as illustrated iRigure3-16. The first type is enhanced Mobile Broadband (eMBB)

and refers to an unmodified bexffort UP connection; the second type is a siygee for highpriority

isolated traffic (referred tosaURLLC) using as LTEA Pro compliant RAN; and the third slitgpe

is a modified RAN providing intrfrequency multiconnectivity with signal and data bearer
duplication as discussed for enabling A0 ms han
[BGPP19NR_mob]. The functionality of the last slitgpe introduces new features that make it-non
supported by LTEA Pro RAN and that will become part of the future 5G standard (the features
implemented are not yet part of 3GPP standards). Therefore, coialigexcailable user equipment

(UE) is not applicable, but 5GloNArch developed an own UE using a USRP (cf. Se@i@rfl). The

main application of té third slicetype is to provide high reliability even under mobility, which is a

key requirement for any remote monitoring and rerootetrol use case. All software in the core
network, i.e., on theight-handside ofthefi | n@lrcaud r out e edon VMs, whiaphk e me n t
radio access network uses PNFs.

Furthermore, CN, CP and UP are separated and only a shared CP instance is deployed. This is a key
feature to guarantee data privacy and integrity to verticals, as well as to provide the implementation
flexibility needed in 5G networks. The management and control of UP and CP are performed by a
dedicated LCM, which allows for defining, commissioning, and managing the installed network slices.
The testbed is operated in an isolated network to avoid anpkardsstalk with services using actual
customer or provider information.
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Figure 3-16: Slicing of network layer functionality in the Smar$ea Porttestbed

3.4.3 AR application

Beyond the deployment of the physical network, and the instantiation of the logical architecture on top

of the physical net work, the OEnhance maintenanc
of an AR application. In the following, we explametdeployment of this application.

The augmented reality use case is based on Microsoft HoloLens Hardware. For the two scenario two
applications are used: Microsoft Dynamics 365 (Layouts) Layout and Microsoft 365 Remote Assist
(Remote Assist). Remote Assiays the basic communication Layer for both scenarios.

In the first scenario firemote assistanceo the na
an expert to perform maintenance on an asset remotely. Therefore, the expert is uskigpa des
application to call a colleague, who is at the location of the asset to be maintained. The remote assistant

is answering the call with the HoloLens and the HoloLens camera is transferring the current field of

view to the expert. The expert is theneatul guide the remote assistant by plad@idjmensions 8D)

icons and drawing into the field of view. These holographic objects appear to be real for the remote
assistant and are used for guidance. The asset to be maintained is displayed viatoaaneatithe

e x p edesktdpsThe expert is then able to use the holograjtifécts toguide the remote assistant

through the maintenance process.

The second scenario also uses the App Remote Assist. After a connection is established, the user is
launching tle App Layouts. Layouts is able to visualise any@Blect in the field of view of the user.

Future buildings in Port of Hamburg are available asn3®d e | s . Therefore, HPAOGSs
visualise Building in their field of view and share the experientle @dlleagues using HoloLens.

3.5 Experimentalevaluation

3.5.1 Introduction

By the successful setup of the Sneh Portestbed descrilttabove, several functional requirements

on the5G-MoNArch network architecture have already been verjfigldowing that he retwork
architecture is technically feasibleurthermoreits capability to support heterogeneous applications

by specifically designed network slices has proved to be beneficial for the three exemplary use cases.
Aside of these functional aspects, perfiance aspects have been evaluated experimentally at the
SmartSea Portestbed. Network slicing allows to use slgmecific implementations dfiFs and to

place them in slicespecific locations. The benefits of such measures have been assessed and
demonstated by latency measurements

1 Application Layer latency between mobile terminals and application servers in the edge cloud
located in Hamburg and the central cloud located in Nuremberg, respectively;
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9 Crosscorrelation of latency experienced in differemtwork slices (terminated at the same
terminal) in order to quantify their independence;

1 Average latency during handovers when the-delfeloped SDR terminals are connected to
two radio access points at the same time;
1 Service Creation Time of network&is (not measured automatically but manually).
In this sectionwe please describe the setup that we have employed to gather measurements (Section
3.5.2 and therreport on thevarious experimental results obtained from the Hamburg SPearfPort
testbed (Section3.5.3- 3.5.7).

3.5.2 Performance monitoring setup

Before reporting on the experimental resulis,describe the performance measurement platform that
has been employed in order to gather these results.

To perform measurements the Hamburg testbed, a tool for continuous performance monitoring has
been implemented:his toolallows for tracking timevariantperformance indicators such etwdend
latency, channel conditions, as well as sensor measurements such as position, velocity, or temperature.
Figure 3-17 illustrates the setup how the performance monitoring in the testbed is implemented.
However, this tool only tracks tirneariant variables, i.e., it does not monitor the performance of rare
events such as thestantiationof slices.

The tool worls as followsEach barge and traffic light are equipped with a modifieimercial TE-

A pro terminal (supporting network slicing) andself-developedSDR terminal (supportingulti-
connectivity). Both terminals provide continuous measurement repbrtifferent parameters,
including (i) Reference Signals Received PowBSRB, (ii) Reference Signal Received Quality
(RSRQ, and (iii) connected cellkmongotherparametersThese measurements are collected and sent
throughthe User Datagram ProtocoUDP) over aninternet Protoclo(IP) connection a the LTE
terminal to a data collector running in the local dzgatre

Data Collector InfluxDB

KPI Sources

LTE Terminal

Sensors

SDR Terminal

Grafana GUI

Figure 3-17: Setup of performance monitoring in SmaBea Portestbed

In additionto the above measurements, we also collect different sensor measurements such as GPS
position, speed, acceleration, temperature, humidity, and others. The data collector writes this data to

a local InfluxDB [Inf19] realtime measurement database in ordehdave permanent monitoring of

the network performance and to be able to dArepl
InfluxDB measurements as well as own KPI sources, which evaluate and transform the InfluxDB
measurements, a set of Grafana [(Gfadashboards has been set up in order to provide an easy access

to the testbed measurements. Using a browser and Virtual Private Network (VPN) connectivity to the

local data centre, the testbed measurements can be shown at any location and computisrpfvhic
significant value for presentations at exhibitions and conferences.

3.5.3 Latency KPI of different terminals

Latency is one of the most important KPIs for industrial use cases as considered in the Hamburg
testbed. In particular, the Hamburg testbed icams a very large coverage area with difficult channel
conditions and terminals, which are mobil&éerefore, our measurements put particular emphasis on
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the latency performance under different conditions such as under mobility, handover, or when
operatirg the system at maximum throughput.

Figure 3-18: Screenshot of performance monitor implemented in Sm@ea Portestbed

In our first measurement, we compare the latency performance of the modifieénniigal and the

SDR terminal, which uses a dedicated network slice implement&igure 3-18 shows a screenshot

of an exemplary Grafana dashboard visiiad) the latency performance bbth terminak. The
dashboard shows the instantaneous RSRP, RSRQ, Ping |ateciast, drop rate velocity, and the
currentCumulative Distribution functionGDF)/PDF. This dashboard is available for each barge and

it can ke properly modified for presentations at exhibitions and conferences in order to focus on certain
aspectsThis allows for permanent monitoring of the performance of all terminals in the network.

1,2

10 20 30 40 50 60 70 80 90 100 110 120
Latency [ms]
@ | TE Terminal (CDF) SDR Terminal (CDF)

Figure 3-19: CDF of round-trip latency of LTE terminals compared to saffieveloped SDR device

Figure3-19 showsthe CDF for the Ping roundip latency between user terminabdocal data centre
of both, the modified LTE and the SDR terminals. It can be clearly seen that the SDR terminal has a
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significantly lower absolute latency compared to the LTE terminal. This is didrtgprovements at

the SDR terminals themselvemd(ii) improvements at the base station for the particular slice where
the SDR terminals are connedtto. As a matter of factwe applied two different base station
implementationgor the network slices connecting the modified LTE terminals and those conge

the SDR terminals. The performance difference mainly results from a more conservative ctice of
parameters for theetwork slice connecting the SDR termindésg., different outer loop link
adaptation are used at each slicéJhis illustratestie strength of network slicingt shows that
dedicated useasespecific implementations can be applied to each network slice in ordespiotad
therequirements oflifferentuse cases.

3.5.4 Independent andflexible data plane deployments

An essential feate of network slicing is the possibility to place user plane insgaatogifferentand
independent locationghis is referred to asrchestration This allowsto separatend/orlocalise

traffic, andalsoto make sure that failures in one user plantaim®e do not affect other user planes
thereby increasing the resilience of the overall system, cf. [3GMBE. One such deployment has

been implemented in Hamburg where a local (edge) user plane instance serves traffic relevant to the
port operations, aha remote (central) usplane instance serves general MBB traffic. Tigise of
deployment allows for decoupling the operation of different use cases, and to aveddfesite
between different user plane instances, e.g., if there was a performanicengnpaf the central cloud,

this would have no impact on the local services provided by the local user plane.

Furthermore, thelacement of theiser plane instancéms an impact on the slice performance, e.g.,
on the latencyTo evaluate this impaciyve haveperformed latencymeasurementdn Figure3-20 we
show measure®ing roundtrip latency of the same terminal towards a network slice with centrally
deployedUPF which is located at the data centre in Nuremberg, i.e., abouKBO@istance from
Hamburg,and a network slice with a locally deployd@Fat the data centre iHamburg.

As expected, the latency for the locally deployed network slice is significantly kinaarfor the
centrally deployed network slice. This shows the potential of orchestrating user planes at different
locations depending on the latency requirements. Indeed, this performance gain is not only of
conceptual nature, but that network slicing tateed take advantage of different deployment setups.
We also note that the absolute |l atency of th
channel conditions, and system | oad-10 Ksj thece t
lateng performance may vary significantly. Furthermore, the minimum laterfégine3-20is about

22ms, which includes the time for uplink grant reservation, buffer stapsting, scheduling, and
network latencies within the data centre (about 1msveme between base station and local data
centre).

e i
h e

Cummulative Probability
(=]
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e Contral deployment Edge deployment

Figure 3-20: Round-rip latency towards centrally and locally deployedPF
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3.5.5 Isolation KPI: cross-correlation of network slice performance

One of the requirements on network slices is the ability to separate traffic, both in terms of
security/privacy but also in terms of performaniceorder to avoisgideeffectsfrom one slice to the

other. For instance, a traffic light may be connected through a mobile network with two different
services: onserviceto control and monitor the state of the traffic light, andtherservice to manage

the traffic light, e.g., to apply SW upsa. If a traffic light is connected through a mobile network, it
must not happen that its operation is impaired by either the management traffic or traffic in the mobile
network in general, such as during large events when many users are uploading ardurigleos.

This isolation ability is essential to guarantee missiotical services over mobile networks.

In our testbed, we apply a setup where one single terminal is connected througkfiolidgiBB

slice as well as a criticdbT slice. During he experiment, we generate traffic on the terminal using
iperf3 [Guel9]with a predefined throughput goal in order to generate a situation of high load on the
besteffort slice while having a low load on the critidall slice. We measure the routrtp latency

on both network slices in order to determine whether the traffic on thefi@sthas any impact on

the criticatloT slice. The result of this experiment is shownHigure 3-21, where the solid red and

blue line show the moving average rotrig latency of beseffort (red) and criticaloT (blue) slice.

The dashed red and blue lines show the moving standard deviation of both slices-iAsttmee of

23 min, we generate the mentioned iperf3 traffic on the-bffett slice and we can observe that the
average latency and standalelviation are significantly increasing (note the logarithmixig) while

the performance of the criticddT slice is almost nmaffected. This is confirmed by the correlation
coefficient of the moving average latency of both slices, which is shown as blaak Figeiie 3-21.

Until the timeinstance when the traffic has been generated on theeffedtslice, the correlation
coefficient is almost 1 due to the fact that we measure the latency towards the same terminal and
therefore the latency without load in the network is comparable. As a®dhe traffic has been
generated, the correlation coefficient drops significantly because there is almost no correlation
between both slices anymore. In between, there are peaks with slightly higher correlation due to the
fact that iperf3 is not generatjra constant bitate stream but rather averages the throughput over
larger blocks and therefore, for shorter periods of time, no further traffic is generated. As soon as the
generated traffic has been stopped at about 38 min, the correlation coefficagiain 1 as before.
These results show that we are able to achieve the requirements on network isolation as stated in
[5GM18-D62].
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Figure 3-21: Crosscorrelation of roundtrip latency of two network slice
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3.5.6 Reliability: latency KPI during handoverfor Multi -Connectivity
Terminal

RAN Reliability has been intensely investiegd in 5GMoNArch Work Package 3 [5SGM1B32,
Chapter2]. One of the approachesalyseds Data Duplication, where packets are transmitted over

more thanoneradio interface in order to provide additional redundamiata Duplication may be

done over multiple radiaccessechnologies, frequency carriers, iorthe most challenging caswer
the same m@io accesgechnology and the same frequency carrier, which is calledfretyaency
multi-connectivity with data duplication. In th&mart Sea Porttestbed, this approach has been
implemented usinghe SDR terminalgpresented abovend usiig the method already described in

[5GM18-D51]. In general, this approach allows for increasingréimbility of a data connection by
providing a fully redundant path. In addition, it is applied during handover in order to ensure an

uninterrupted handovdgr i O ms handover o), i . e., ther e

S

al

moving from one cell to another. This is of particular importance in order to make sure that reliable

low-latency services are also provided during mobility between, esdladovers arehe common

case in outdoor deployments.
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Figure 3-22: Grafana dashboard output for the tracking the performance of SDR terminals
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The performance of the SDR terminals is trackeparately and various performance KPIs are
recorded including the RSRP, RSRQ, Latency, and whether theaonhectivity feature is utded

or not.Figure3-22 shows the output extracted from the monitoring tool which continuously displays
these KPlIs.

1 The firstgraphshows the RSRQ of the modified LTE terminal and both legs of the SDR
terminal. We ca see from this plot that the modified (commercial) LTE terminal outperforms
the SDR terminals in terms of RSRQ, which was expected due to the fact that the SDR
terminals are based on lab equipment.

1 The secongyraphshows the rountrip latency performare of modified LTE terminal and
SDR terminal confirming the better performance of the SDR terminal as already ghown i
Figure3-19.

1 The thirdgraphshows the status @oth SDR terminal legs where the value 2 corresponds to
being the Master, 1 corresponds to being the Slave, and 0 corresponds to being not connected.
We can see that for most of the time shown, the first leg is connected as Master, while during
a period ofabout 3 min, also the second terminal leg is connected as Slave. The transition to
multi-connectivity and back to singnnectivity happens without any interruption.

1 The fourthgraphshows the speed of the barge confirming that the changes of the &@rimid s
state are caused by the mobility of the barge.

Figure 3-23 shows the CDF of the average roung@ latency of LTE and SDR terminal during
handoverThese results have been obtained by using those periods of times when the SDR terminal
has been in mulitonnectivity and determining the average latency during each of the periods. This
KPI allows us to draw conclusions on the increased robustness iabditglusing multiconnectivity
during handover, i.e., if the number of packet drops is lower, also the number of HARQ and ARQ
retransmissions is lower and therefore, the latency is reduced, and the CDF becomes steeper (less
variance).
The results ofFigure 3-23 confirm that the improved expected latency of the SDR terminals can be
maintained during handover. In addition, the CDF of the SDR terminaeapestthan the CDF of the
modified LTE terminal, which implies that the variance is lower and the modified LTE terminal
experiences more often latency peaks. However, we can also see a rather long tail distribution which
is due to the fact that in some eaghe connection of the SDR terminals drops and therefore very high
latency values are experienced. This illustrates that we were applying an experimental prototype
proving the feasibility and benefits of muétbnnectivity, but also not providing the sam
implementation robustness as a commercial terminal.
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Figure 3-23: CDF of averageround-trip latency of LTE and SDR terminal during handover
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Beyond theexperimentalresults obtained hereurther evaluations on gains w.r.t. RAN reliability
achievable with data duplication in combination withlti-connectivity have been performed in WP6

based on network level simulations for the Hamburg study areaCtsmater3 of [5GM19D63])).

Even thoughthe underlying application is different, a similar positive impact as measured in the
testbed could be observed by the simulations for those UR slice UEs that are placed in an area covered
by 2 or more cells. The size of these overlap areas determinemntieewhere gains for UR(LLC)

slices are achievable, but on the other hand it may result in increased interference zones for other slices
like eMBB where the presented enablers are not applied. The resultingfir&ds to be considered

by the MNO in theadio network planning and optisation process.

3.5.7 Servicecreation time KPI

In the Hamburg testbed, measurements have been performed to quantify the service creation time. As
mentioned above, the life cycle of a network slice is divided into multipleephd$e first phase is

the slice preparation, which mainly represents the design of the network slice gnovis®ning of

network slices. In the case of our testbed, the network slice design is done manually in a GUI in order
to allow for interactivityduring the design phase. Therefore, it is difficult to provide a reliable
measurement on the time needed for this phase.

The second phase is the slice deployment, which is divided in the case of our testbed into slice
deployment, configuration, and actiian. After these three steps, the network slice is operational and
may be used. In the case of our testbed, these three steps take less than 10s. In order to achieve this
very short deployment time, a set of yu@visioned VMs is maintained in a pooliinavhich the VIM

can take one VM to deploy the slicemponentgnote that, whenever a VM is taken from the pool, a

new one is prgrovisioned in order to always have a number of running VMs availdidgice, the

slice deployment time does not include blo®t time of a VM, which is very specific to the hypervisor,

the operating system, the size of the VM, and other factors.

After taking the network slice operational, the individual user terminals need to be informed and
reconfigured. In the case of ourtteed, this is implemented using a pollingethod, i.e., user terminals

poll the network whether updated information is available. This polling interval is set in the testbed to
30 seconds and may also be triggered manually, or it could be implementpdsésrethod where

the network pushed the new configuration to each user terminal. The reconfiguration of the user
terminal currently takes another 30 seconds mainly due to waiting timers that have been implemented
and may be optiised to further reduce thaser terminal configuration tirfie

Hence, the overall time from triggering the slice deployment to the time when user terminals are
utilising the service offered by the network slice is about 1 minute.

3.6 Simulated Smart Sea Porto demonstratesecurity proection capabilities

Although the security system has not been actually deployed on site in the Port of Hamburg, namely
due to security restrictions at the MPremiseswork based on simulatiogs been don® evaluate

the way in which this deploymeshould be carried out. In the followingre describe the basic
concepts and how this deployment should be addressed. Also, the main results of the simulations are
provided.

3.6.1 Security Trust Zone concepts

According to the work developed in WP3 and descriimefbGM18-D31], the security protection
capabilities are managed at Network Slice level, grouping their assets according to similar security
requirements into soalled Security Trust ZoneEigure 3-24 represents the STZ approach and the
possible components to manage different security aspects. Each Network Slice can contain one or
more STZs which might incorporate either detection, prevention and reaapabilities, which are

6 Although this is not strictly part of theervice creation timé.e., the time neeedto create the service in the
networkside) wemention itherefor completeness becaygethe endjt matters how long it takes until a service
is operationgland this includeslsothe UET from a practical perspectivieis not sufficient to know thatve

fi ¢ o wondeot a devigdut it only matters thave i h acormecteda device.
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provided by SthD (Security Threat Detector), SthP (Security Threat Prevention) and SthR (Security
Threat Reaction) respectively. Additionally, each Network Slice incorporates the SMm (Security
Monitoring Manager), a component inathe of triggering security alerts when any security incident
happens in any STZ, and optionally, a ThintEx (Threat Intelligent Exchange) component, capable of
exporting information about incidents happening in that Network Slice and importing information
about incidents happening in others

S&R trade-off: Security &Resiliencetrade-off

STZm: 5TZ manager . = —
SMm: Security Monitoring Manager Cross-Slice Security & Resilience Mgmt

SthD: Security Threat Detection component

SthP: Security Threat Prevention component

SthR: Security Threat Reaction component m w
XSThintEx: Cross Slice Threat IntelligenceExchange component

ThintEx: Threat Intelligence Exchange component

" e

§TZ1
| e e - - o

IF _____________ 1 1 STZ1 e e e o ;] PEZEeseey ]
BE N swo {8 5o |
1 1 1 1
| | 8 svo [{B swo [
1 1

= | Csm s

Network Slice 1 Network Slice 2 Network Slice 3

Figure 3-24: STZ approach for managing security within 5G Network Slices

Zooming in over an STZ results in the blocks is representBjime3-25. The bottom of the figure
represents the assets to protect within the STZ. Depending on the type of STZ the assets would be
different and would have differeaecurity requirements. On top of them different security probes are
gathering information about the assets deployed in the STZ. This includes Network Intrusion Detection
Systems which analyse the network traffic, and in general any type of event loggedtbyl capable

of monitoring assets and networks, such as authentication loggers, detectors of anomalous behaviour
of devices or jammer detectors.

The events reported by these security probes are usually in different formats and containing many
different types of information. The SthD collects this heterogenous set of events, extracting the
relevant information contained and reporting them in a unified message format to the SMm, which
analyse them, looking for patterns and generating alerts in casentdlégmare detected. The verdicts

about incidents generated by the SMm are reported to the ThintEx, which distributes it across the
different network slices through the CreStice Threat Intelligence Exchange component
(XSThIntEx), which is part of the GssSlice Security and Resilience Management layer. In that layer
there is also a Security Trust Zone manager (STZm), which manages the creation, configuration of
STZs and the deployment of the corresponding security components.

"Since the ThlntEx component is optional, without
that doesnét prevent the rest of the components of
(this has been addressed in moreitletahe context of WP3).
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Figure 3-25: Security components within a STZ

3.6.2 Network slices and STZs for theSmart Sea Port

Section 4.2.2 in Deliverable D3.2 [5SGMI¥B2] describes the process for defining STZs within a
Network Slice. Five main stefiseeFigure3-26) are required: analysis of the infrastructure, identify
security threats, find ways to detect threats, deploy required SthD/P/R and adaptation of the SMm.

Anal Identify Find ways to Deploy h
|nfra::rl\f:fure Security detect threats required Adapt SMm >
Threats (sec probes) SthD/P/R )

Figure 3-26: Process for defining STZs within a Network Slice

In the followingparagraphgsach stepf the STZ definition process is describelden considering the
SmartSea Portestbed infrastructure. It is worth noticing that the analysis here presented is done
considering a simulated security infrastructure. This means, threats and probes identified are just an
approximation to what a real deployment would need.

Analysis ofthe Smart Sea Port infrastructure

In this step theSmart Sea Poitfrastructure is analysed in order to identify elements with similar
requirements, mainly in terms of security but also using other criteria, such as, for instance, physical
or logical proxmity. Since three network slices have been used (one for each use case) several assets
are deployed in each Network Slice, in charge of carrying out the specific operations required in each
use case. For example, the following asseable3-1) are deployed in each network slice.

Table3-1: Assets and network slices for ti@martSea Port

Network Slice Security Trust Zone | Assets
Network
, Central Traffic Control Data centre
Better traffic flow(UC1) | Portentrance —
Traffic lights
VPN server
Enhanced Maintenance | Virtual Operation Streaming server
ExperiencdUC2) Control Centre Network
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AR-Headsets
Database
Pollutionsensors
Wireless spectrum

Improved Pollution Barge 2 Pollution sensors
Control(UC3) Wireless spectrum

Pollution sensors
Wireless spectrum

Barge 1

Barge3

For the better traffic flow use case (UC1) there can be several STZs. For instance, there could be
different STZs for theraffic lights of different areas of the port. In the case of the simulated testbed
built to demonstrate the security capabilities we have considered a single STZ which would be located
at the entrance of the port, assuming the following assets:

1 The netwok that interconnects the different components which are part of the network slice.

1 Central traffic control data centre, which includes the servers hosting the logic for the traffic
lights operations and the management of the used data.
1 The traffic lightsdevices, which are orchestrated through the 5G network and managed by the
central traffic control data centre.
1 A VPN server, which manages the connections within the assets of the network slice to the
5G network.
For the enhanced maintenance use case (WERpve considered a single STZ focused on the devices
operating in a virtual operation control centre, which would include the following assets:
1 A streaming server, which would feed the AR headsets with the required content.
1 The network interconnectinge different components that are part of the network slice.
1 The AR headsets, which provide the vissaiion capabilities to end users.
1 The HPA database, which contains relevant data for the operation of the use case.
For the improved pollution control usase (UC3), we have considered that each barge with pollution
sensors deployed would be considered an individual network slice. Therefore, there would be three
STZs within this network slice, each containing the following a%sets
1 Pollution sensors, whicimonitor different aspects of air quality, temperature, humidity; NO
levels, etc.
1 Wireless spectrum. We have considered the wireless spectrum as an asset in this use case due
to its special characteristidsarges moving across tpert

Identification of security threats within the simulated Smart Sea Port testbed infrastructure

Next step in the process for designing STZs consist in the identification of the main security threats
that might affect the assets elicited in the previous steps. Same asibefisedeliverable this threat
elicitation does not pretend to be a comprehensive analysis, nor a complete threat model, though it is
a good approximation to what it is required for the simulation purposes of this section. Having pointed
it out and conslering the assets ifable3-1 we can find the threats represented able7-2 (Annex

7.5.
Mechanism to detect the identified threats

Next step in the process of dafig STZs consists in the identification of mechanisms to detect the
threats elicited inrable 7-2. For this,Table 7-3 in Annex 7.5 includes the possible security probes

8 Network and central assets (e.g., the database) are not considered here because considering all the possible
assets for all the network slices would have become unmanageable (too many resources would have been
required).
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capable of detecting the idenéifl threats. It also includes its function, its type (hardware or software)
and potential available products (free and commercial) providing such functionality.

3.6.3 Deploy security components

The nextstep consists in the deployment of the assets and probes in the defined network slice and STZ.
For the testing purposes it has been deplgystthe detection capability, deploying one Security

Threat Detector for each SY.ZAccording to the deploymentchitecture shown ifrigure3-24 each

Network Slice should have a SMm. However, in the testbed deployed we have preferred a shared
SMm, which allow to opmise the resources required. However, multitenant capabilities are
guaranteed by the SMm deployed, which allows to isolate the activities carried out by each Network
Slice.Figure 3-27 represents the components deployed for each asset and the corresponding security
probes. The diagram also shows the subnets used for the simulated testbed and the IPs assigned to each
asset and for the SthD of every STZ.
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Figure 3-27: Deployment of SthD simulated assets and probes in the testbed

 Obviously, omitting SthP (prevention) and R (reaction) prevdrim testing prevention and reaction
capabilities however, he target of the test was to test the detection capabilities in a STZ based deployment.
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SMm adaptation

The final step requires to adapt the SMm to the setup of the testbed. Among other activities, the SMm
needs to knowabout the number of STZs for each NS, the IP address of the security components
deployed (i.e., the SThD), the number and type of security probes available in all the STZs and
information about the assets deployed in the NS. Additionally, and depending type of security
probes available, the SMm would require several cusgbions to define new correlation rules to
process different type of events from different security probes, and to interpret the information received
from them. The SMm also infarets the criticality of the assets deployed in order to report about
security alerts with a quantitative risk value representing the impact of the security incident detected.
For the simulated testbed deployed the ATOSS{EM tool was us€ef, a Securityricident and Event
Management tool that provides with the SMm functionalities. The ATOSSKM was adapted to
support the STZ approach for 5G networks, incorporating the required configuration to support the
testbed deployed as shownrFigure3-28.

kersG_Seaport.jar
Uments from the following list:

KS AGAINST TRAFFIC LIGHT CONTROL FACILITY
tampering a a traffic light
b

ruteforc g HSM at traffic
man in the middl t at traffi

T WIRTUAL REALIT
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vwr_hsm_bruteforce set
vr_hsm_mim - i man i t i t by modifying message integrity by usinmg the HSM

ATTACK AGAINST ENVIRONMENT MONITORING AT BARGES
barge_antijamming - Trigger Wide Band jamming attack at a pre-defined freguency against barges
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- Trigger anomalous of environment monitoring senmsors in barge 3

- Trigger tampering a gai t environment sensors in barge 3

Figure 3-28: Attacks simulation available for the simulate@mart Sea Port testbed

3.6.4 Security systemsimulation tests

This setion summaises some of the tests performed against the simutatettSea Portestbed with
the STZ andhe network slicesetup described in the previosectiors. The tests consish a set of
attacks, simulated or real, carried out against the tesitaule 3-2 lists the attacks considered,
simulated or real

Table3-2: Set of attacks for the simulate8mart Sea Port testbed

Attack Simulated/Real | Tool used
Denial of service Real nping3, Suricata
Service discovery Real nmap, Suricata
Brute forceattack Real ncrack, Suricata
Devicetampering Simulated script

Man in the middle Simulated script
Unauthoised VPN connection | Simulated script
Anomalous UbEbehaviour Real CERTH software
Jammer attacks Simulated script

0The ATOS XL-SIEMtool is an internal asséiom the Atos Research and Innovation department.
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Among the real attacks, three of them (Denial of service, Sebismvery and Brute force attack)
were performed using different tools (hping3 [Lin19], nmap [Nmal9] and ncrack [Nmal9a]
respectively) available at the Kali Linux distribution, which is a spisethlLinux distribution with

tools preinstalled to carry openetration testing [Kall9]. The detection of these attacks was carried
out using the Suricata NIDS [Sur19], which was installed in the testbed. Details of this type of incident
and the corresponding detection are included in th&88Arch Deliverable D3 [5SGM18D31].

For the rest of the attacks it has been creatsgeaific script which simulatethe probego detect

those attacks, issuing the events that these probes would seadHioicident.Figure3-28 represents

a screenshot of thdifferentoptions available for it script. The script also includes the possibility to
simulate anomalous UBehavioursncidents, which speeded up the integratativities.

e —

5a-MON ﬁ.l:eCH

b Dashboards B SIEM Analysis P Configuration P Reports

XL-SIEM Agents Displaying 1 to 4 of 4 XL-SEM Agents

st New  ; Modify ) Delete selected = Apply
IF Hame Prigrity Version Description
1000.2.30 HarbourCanal 8 410 NetworkSlice for Harbour Canal
1000.2.50 BargesControl 5 4.1.0 MetworkSlice for Banges sensors
1000.2.40 WRControl 5 410 Metwork slice for Virteal Reslity operations

Figure 3-29: SthDs configured at the SMm for the simulat&mart Sea Port testbed

Also, Figure3-29represents a screenshot of the ATOSH;EM tool that acts as SMm for the testbed.
More specifically the screenshots show the three SthD configured for the three network slices used in
the tesbed(the column IP@presents the IP of the Sthibe column Name represents the name given
to the Sthi); in this screen we have:
1 HarbourCanalthe SthD used for the network slice that manageéthee t t er tugeaf f i ¢ f
case.
1 VRControl: the SthD usedbfr t he net wor k sl ice that manage
experienceodo use case.
1 BargesControlthe SthD used for the network slice that managedithempr oved pol | u1
c 0 n tuseochse. In this network there are three STZs (one per barge) but oSiihDnie
included to optirise thetestbed resources.
Figure 3-30 depicts the events received by the SMm after simulating several attacks against several
assets of the STZs available in the testbed. The screen shows one event per row with different columns;
they are:
1 Signature: textual description of the type of event received.
1 Date: the timestamp when the event was received.
9 Sensor: the name of the SthD that received the event. In the context of this simulation, this
field represents the STZs where the daeit is happening. It is worth reminding that in this
simulation we have reused the SMm for the three network slices available. However, the
features of the ATOS XISIEM tool allows to isolate the data received from different SthD,
which allows to generataerts separately, and not mixing events from different STZs.
1 Source: the source IP included in the event. In general terms this IP represents the attacker but
depending on the event this field would simply represent an estimation of the origin of the
attack with coarse grained granularity. For example, in the case of a denial of service attack
the event contains the source IP sending the flooding packets. In the case of events
representing jammer attacks it is impossible to know such a detailed inforraatan IP of
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the attacker, because in that type of attacks the attacker does not need to be connected to the

wireless network and therefore, the attacker can interfere frequencies without being revealed.
In this case the jammer attack event would be vedeby the SMm but the field source IP
would show just the IP of the SthD that received the event, the IP of the subnet affected or
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3-30: Events generated during tests in the security simulation of the Smart Sea Port testbed

Destination: same as for the source IP, this field contains the IP of the targeted asset. This
information is also extracted from the event reedivAdditionally, and same as for the source

IP, in some cases the granularity of the Destination field would be more or less fine depending
on the type of event. For example, the destination of a denial of service attack is a specific IP,
while the destiation of a jammer attack would be a subnet in the best of the cases.

Asset SYD: represents the importance of t
their IPs. The importance level is configured by the system admin and is used by the SMm to
compue the risk associated to the event received (this parameter considers both: the
importance of the combination and the importance of the targeted asset).

The risk column represents a quantitative value representing the importance of the event. The
algorithm used by the SMm uses the assets importance mentioned above and additional data
obtained from the events. A higher value represents a higher risk.

events derive into actual incidents. The SMm contains a set oftoudealysethe received

eventsand trigger alerts in case of any malicious incident detected. A set of security alerts were
generated for the set of events executed during the simulation carriddgoue 3-31 represents a

screen
one or

shot of the alerts produced. For triggeeachalert, it might have been required to correlate
more eveateceived from the same or different security probethis casehe meaning of the

differentcolumns isas follows

1
1
1

S i g n,aeprasents@ textual description of the alert generated.
E v e, mdicates the number of events correlated to generate such alert.

R i ,dnklicates the importance of the alert, computed in a $aaie0 to 10 (being O the
less important and 10 the highefo getthis value it used data such as the risk associated to
the events used to correlate the akmtd also the importance of the assets affected.

D u r a indicates dhe duration of the attack thatided in the alert.
Sour ce 0 an dinditaieaf availableinformatiorvabout attacker and target.

ot 3Ot I

ot 3
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i 0 St g indicatés whether the alert has been solved (closed) or if the incident is yet to be
solved (open).

e
S&-MmoN RRCH

» Dashboards b SIEM Analysis b Configuration B Regorts

» Fitters and Options [

& View Grouped (160) Wextso>» » Apply label to selected alarms
al Signature Events Risk Duration Source Destination Status
| Friday 03-May-2018 [Delete]
[T]  Detected device being TRPERED H “ e 10.0.250ANY open
[F]  suspicious service behaviour of devices in network slice 2 & Osecs 10.0.250:ANY open 3
[C]  Detected device being TAMPERED 2 n Daas 0.0.2. 50:ANY open i
[T]  Detected device being TAPERED 2 “ Qs 10.0.250ANY open
[F]  suspicious service behaviour of devices in network slice 2 5 Dexe 0.0.2 50ANY open
[C]  suspicious servics behaviour of devices in network slice 2 5 Osecs 0.0.2 50ANY open
[F]  wWide Band Jammer attack detested 2 & Do 10.0.250ANY open
[[]  Message integrity failure detected by HSM 2 5 Osecs 0.0.2 40:ANY open I
[T]  Detected incorrect configuration of VPN connection H 1 e Tratficligntz:ANY B open
[T]  Possible bruteforce attack: Several consecutive authentication filures detected by HSM 4 5 AT secs 10.0.230:ANY open
[C]  Detected device being TAMPERED 2 “ Do 0.0.230:ANY open
[T]  Detected high number of VPN connections against the VPN server 10.0.2.33 2 2 Qs TrafficLights:ANY § open
[F] VPN connestion established with weak encryption channel 2 Dexe b PIsANY G open
[[]  Message integrity failure detectsd by HSM 2 Osecs 0.0.230ANY open ||
B Linux package manager update dtected on 10.0.2.7 H ] e 10.0.27:33264 open
[T]  Policy violation, Linux package manager update detected on 10.0.2.7 3 D secs 0.0.2.7:43748 95,238 74. 240 hittp = open
F Tuesday 23-Jan-2019 [Delete]
[F]  Hetwork scan, Hmap scan against 10.0.2.20 2 - Ve 0.0.27.45806 10.0220hp —
—— — -

Figure 3-31: Alerts generated during tests in the security simulatiohthe Smart Sea Port testbed

The tests carried out simulating teea porinfrastructure has proven the possibility to apply such
solution to network slicdasedenvironments. The general approach was demonstrated and validated
in WP3. In this task it was applied to a specific testbed like&SthartSea Portwith specific threats

and assets, which also demonstrated its validity and showed the flexibility ofZHeaS&d approach

for securing network slices.
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4  Touristic City testbed

4.1 Introduction

The Touristic City testbed represents a use case of future advanced multimedia and entertainment
services related to touristic places such as museums, historical buiktingalleries and others. In

the context of the 5G, this kind of services are referenced as digital tourism serviesedypé of
services (together with 10T, automotive and Industry 4.0 services) provides hew business opportunities
for MNOs that go beyond the traditional mobile broadband applications and targesdicelled
adjacent market of vertical$o meet the requirements of such vertical mark&s solutionsio not

only needto improve capacity and throughput performances but, in additioatidhey alsoneed to
provide very low latencies and high reliability. Furthermore, to provide the required services
efficiently, it is essential to implement the necessary elasticity at the infrastructure side, to adjust the
consumption of computing andetwork resources to the available resources without harming the
resulting quality. In this way, it is possible to avoid overprovisioning resources and thus minimise the
cost involved in providing this service.

In the contextof 5G vertical serviceghe oljective of the Touristic City testbed is to demonstrate the
benefits of the 5G solutions developed by-BBNArch to provide an immersive and interactive
experience to the users in the context of digital tourism service. Such solutions include: (i) network
slicing, to provide the custom requirements needed for(iWRViobile Edge Computing (MEC), to
satisfy the latency requirements of interactions between the users, and (iii) resource elasticity, to
provide an efficient management and orchestration of ressu

The Touristic City testbeid deployed in the city of Turin, where a large number of visitors are present
throughout the year. The specific location chosen for the testbed deployment is Palazzo Madama
[Pall9] one of the most representative monumiehtaldings of Piedmont, located in downtown
Turin. The usage of the spaces of Palazzo Madama has been granted by the Turin Muficigity

in collaboration with the Fondazione Torino Musei consorfieom19]which take part to the Touristic

City tesbed activities as vertical stakeholders on voluntary basis, showing how tMoE®@rch
solutions have a big potential in providing new innovative approaches and opportunities for the
touristic sector, contributing to its growth.

Fondazione Torino Musegiays a key role in the testbed as the vertical customer of the 5G technology.
As a matter of fact, Fondazione Torino Muginterested in explang of the possibilities that a
technology that allows multiser access to the contents can offer to the kgsitbPalazzo Madama.

In addition to that, there is also the interest to understand and experience VR applications for visitors
who cannot physically reach the museum such as tourists or students who live fanm@aalgo

people with physical disabilitee For example, the VR technology could be used for people having a
cognitive disability to get them used to the visit experience before going physically to the museum.
Fondazione Torino Musei is also providing their expertise in the analysis and thepdeset of the
contents, exchanging opinions about the developments of the VR application in the context of a
museum visit and the related challenges.

This Chapter details the implementation and the integration steps, along the KPI evaluation and
measuremdnresultsof the Touristic City testbed. The rest of the chapter is structured as follows
Sectiord.2provides a description of these caseThe implementation of the three major components

of the testbed (5G RAN 5G Core, and VR application) is described in detail in Sé&idi) the
implementation of RAN part including PHY/MAC and high layers is provided in subset8dh (ii)

the implementation of theGC part including the orchestrator, network function virtualisation (NFV)
and Al algorithms is described in subsect#3.2 and (iii) the VR application is presented in
subsectior.3.3including the explanation of how tMR environment is created, as well as the avatars
development and the user interaction. In sedfidrihe overall setup and integration of the different
testbed parts is described. Finally, the KPIs and the performance results of the integrated testbed is
summaised is sectiord.5,
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4.2 Use case

From the specific use case point of view, the Touristic City testbed psandnteractive VR visit of

the Madama Reale chamber, one of the medevantrooms of Palazzo Madama. The arskrhasthe

possibility tointeract with arealtouristic guide(i.e., a physical persomyrough their avatans a VR
environment where the touristic guidecompaiesthe tourist in the virtual visit of the Madama Reale
chamberas well as to involvénim in specific activities gch as thematic tutorialsr instructional

games. On this aspect, the VR applicathas beerdeveloped based on the input provided by the
Palazzo Madamaébés restorer i n ¢imardegt® impldment 8 e wo 00
restoring tutorial inwhich the touristcan be involvedsee Sectiort.3.3.3for further details)We

consider this is a relevant use case to be implemented using 5G technologies because it requires both:
real time video streaming transmission (by means of a specific eMBB network slice) and low latency
responses (also using a dedicated URLLC slicedotrin real time ttheuser interactions).

TheTouristic Citytestbeduse case consiststine following thregphases

Madama Realehamber tour

The users have a unique realistic experience visiting a VR muséhrits detailed artefacts and the
actualinterior of the museurAt first, a tutorial room is provided in order to describe button mapping
andthe environmentAfter selection of the languaghe user is transported in a tutorial room. The
first steps regarding movement are introduced throuighnmative gifs. In theentreof the room is a
ticket booth in which user has to choose role and gendéhislispecific phasea seconduser has
alwaysthe role of virtual guide in order to hetpe new user with ta procedure. Therefore, when a
new useenters the apphere are only two options eni ¢ k e t scrbem:analé db female tourist.
VoIP server is enabled so both users can talk each dathen a ticket is printed with a photo of
selected rolen it. The user must use this ticket in tickatidator machine in order to proceed to
Madama Real Chamber. Both users are transported to their start pointsChaiberroom. The
video stream from camera is now projected and the user has the feeling that is inside the real room. At
first only one aefact is shown and a table with some tools over it.

Restorationscenario

After the transportation to the chamber room the guidsthskuser to perform a restoration procedure

in a damaged artefact. A tool table prowdé the equipment the userads in order to complete the
procedure. Flashing indicators accompanied with informative gif over each object are enabled on its
turn to use. The guide is still present in order to explain the procedure and to hétpcasecannot
complete some tasKe is able to pass the objects to the tourist if tourist asks f&tegarding the
scenario, first the uséas toremove the damaged part from the artefact with a scrapper. Then using a
new bigger wooden piece and a chainstn@ usecuts a similar sizi¢ wood. The new pieageeds to

be varnished and glued with a brush before placed in the artefact. When the user completes the
procedurghe rest of thartefacts appear in their position as 3D objects.

Migration to the edge cloud

As mentioned before, theR/application considers a situation in which the tourist hasto cut a

wood in a sawFor this task,sincethe introduction of dong delay make this operatiorimpossible

the orchestrator perfogrthe migration of the UPF from the central cloud te #dge cloud, thus
solving the delay issue (the two users will then be able to perform the action). Therefore, the user will
notice the difference bVioNAh enovationsiintalsiogle tryoandahed A wi t
relation with the KPIs (i.e. latey measurement) will be still possible

During the third week of Mayhe Touristic City testbebas beemperedto the visitors of the Palazzo
Madama to complement their visit of the museum. In this wayast beerpossible to gather their
feedback andvaluate with real users how the 5G solutions developed W&EArch can contribute

to improve the user experience in a relevant use case for 5G such as digital tourism.

4.3 Testbed implementation

An illustration of thehigh-level scheme of the Touristic City testbed is depicte&igure4-1. The
system works as a clieserver system based on two slices: the first slice carries the 360° video stream,
while the second slice handles all the other clgamver communicationg (g., multi-user interaction
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and3D model registration and contrdfoice over IP-VolP-). For the 360° video stream, an eMBB
slice is set up to provide the required throughput for a good video quality, while for the bidirectional
communications an URLLC sligeused to guarantee the required delays for the best user experience.

Small wardrobe room

Touristic

'2 l Guide ..(
i ’.,.‘_:t A

e

Bookshop
Center/Edge

Madama Reale chamber Cloud URLLC slice
. = = ea i e \ VolP and data from haptics)

Figure 4-1: High level implementation of the Touristic City testbed

From the implementation point of viewhe Touristic City testbedonsists of severdiW and SW
modules that have been designed to provide a flexible and scalable solution for the use case described
in Section4.2 More in detail, the testbed implements a standard compliant 5G radio interface based
onanSDR PHY/MAC and higher layers implementatioroviding the connectivity to the usgsee
Section4.3.]). The flexibility of the solution in terms of resource elasticity is achieved through an
orchestration module that takes advantage of the NFV technology to\fikeover a central and

edge cloudgsee Sectiod.3.2. Visualisation of the relevant metrics describing the performances of
the testbed is provided through a Ghdised Measurement tool which is introduced in Seectiérl

and described in more detail in Appendi¥. Figure 4-2 showsthe final technical scheme of the
testbed as it has been implemented in dpening to the public at the end of May. In the next
subsectiona descrption of the implementation aspectkthe differentmodulesof thetestbed (i) the
PHY/MAC andhigher layers, (ii) the Al algorithms, orchestration and elasticity, and (iii) the VR
application itself

MADAMA REALE
CHAMBER

O mmWave - VPN GW E 3
HDMI/USB T — [

& o ooE % & Q i 360° Camera
GbE i

Oculus Rift 1 VR App Client 1 mmWave mmWave
GbE 360° Camera DHCP

77777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777
i Optical
Oculus Rift 2 Monitor ptic

Switch GbE
lee ]

Fﬂ___;;ﬁ#:ﬂ'
, HOMI gNB Antenna
HDMI/USB

GbE
Antenna ==
Antenna
GbE cable I cable
A § Stand =l %bE Edge Cloud
GbE
UE Antenna ! ‘

VR App Client 2 Higher  PHY/MAC PHY/MAC <ON Orchestrator | VR App
Layers Switch Central Cloud Server
Higher Loy, 30 Vi Saver
VR App Client 2 v MUSEUM EXIT v GUI Mirror GUI
Mirror BOOKSHOP HDMI

Figure 4-2: Final Touristic City testbedsetup scheme
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4.3.1 PHY/MAC and higher layers

The implementation of the PHY/MAC and higher layersRantocol Stack - PS) for both5G base
station GNB) and UEwascompleted during the first phase of the project and the related details are
reported in [5GM1851]. Regarding the higher layers, the user plane parts of the PDCP and RLC
functions were implemented and connected to the machine that implements MAC afuhEtons.

The PDCP and RLC functions were implemented in python, allowing their easy installation in VMs
and thusfacilitating their migration to different hosts when needé&kgarding virtuasdion,
Operttack was used to host the VMs with those fundidm this section, more information on the
PHY layer implementation is reported to highlight its compliance with the 3GPP standard on NR
[3GPP1838211]. The integration aspects are reported in Sedtibirigure4-3 represents the high

level overview of the PHY/MAC modules.

PHY MAC
Physical Data )
channel 1# UP IP session1 (eMBB)
To RFU e Prﬁée;s'“g » MAC Data Buffer €= === ===~—=== - o
E 2 TB IP session2 (URLLC) z
Physical Data € > preparation €~~~ ~TT7"~ + =
channel 2# =
TTI Processing =
URLLC S “g
: = ]
1 S Ehlaztlf E IP session3 (control) E
Physical Control CP ErECllEr 5 - >
Channel =
=
o
@]

Figure 4-3: High level overview of PHY/MAC modules

The PHY of the testbed is an SDR based system with reconfigurable system parameters. The Baseband
Unit (BBU) for baseband processing of PHY and MAC layers was implemented with embedded
C/C++ on arintel 0x86 platfornt. For RF, the NI X310 USRFE[t19 was used. fie radio interface

of the testbed uses various 5G NR functionalities aligned with NR REGBP1838211] For

example, unlike LTE, both DL and UL channels of the testbed use Cyclic Prtffisgonal
FrequencyDivision Multiplexing (CROFDM) based waveform as described3dGPP1838211]

The system also supports other waveforms such-&FBM (windowed-OFDM, P-OFDM (Pulse
shaped OFDM) thagnables high reliability & low latency The PHY adopts the NR concept of multiple
numerologies and multiple slot configurations. It supports multiple subcarrier spacing (15, 30, 60, 120
KHz), multiple Transmission Time letval (TTI) lengths (1, 0.5, 0.25 ms), and flexible slot format of
different UL/DL configurations. The eMBB and URLLC slices use different Bandwidth Parts (BWPs)
with different numerology configurations aiming at satisfying the different requirementthdslloes

in terms of latency and reliability. On this basis, the testbed demonstrateslinaltUE capability,
which is also an NR featuf@GPP1838300] Furthermore, the system supports TDD/FDD duplexing
schemes and dynamic reconfiguration of refeeesignal (scattered or preamble) based on channel
conditions. For low PAPR, the system supports spreafliggre4-4 illustrates the block diagram of

the physical layer of the system.

11 This software framework is Huawei specifithe PHY modules for Tx and Rx were silfplementedwhile
some modules such as encodedQAM are based on SRSLTE
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Figure 4-4: Block diagram of the baseband unit (PHY layer)

The physical data channels are configured with different numerologies (TTI lengtharsign

spacing, BW, CRetc.), and can be mapped to one component carrier, or to multiple component carriers
to extend the bandwidth. Each slice is assigned a unique IP address as depicted in. The control channel
can be assigned a different IP address or mapped to one of éhiPslitable4-1 shows the chosen
numerologies and PHY configurations.

Table4-1: Numerologies and PHY configurations

Numerology/PHY configs eMBB URRLC

gNB UE gNB UE
Tx power 10dBm 6dBm 10dBm 6dBm
Antenna Gain 18dBi 3dBi 18dBi 3dBi
SCS 60KHz 120KHz
TTI length ims 0.5ms
UL/DL configuration D,U,D,UD,UD D,UD,UD,UD
CP length 10% 20%
Antenna scheme SISO SISO
Carrier Frequency 3.730GHz 3.760GHz
Duplexingmode TDD TDD
MCS 16QAM/6/7 QPSK 4/5

mmWaveradio link

In order to enhance the wireless setup of the systerhareh heterogeneous access netwaithin

the orchestration framework, we deployed a mmWave system to provide the guide with high
bandwidth.This link consists of two MikrotikMik19] RBWAPG-60adA wAP 60GHz devicesFrom
extensive tests we achievieetweerb00 and 900 Mbps over distances around %0 meterswhich

are more than sufficient tmeet thevery high bandwidtirequirements obur setup. In order to
integrate this elementtimour architecturewe implemented a neBGPP access gateway that provide
seamless connectivity to the rest of the network (i.e., the VR server38Q@ivideoservej.

4.3.2 Al algorithms, orchestration and elasticiy

The touristic city testbed is the showcase ofdlasticityalgorithms developed irb{zM19-D42] in a
real scenario compiiigy real usersriamely,thevisitors of the museum). Therefore, in addition to the
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specific VNFs that have been developed foitéisghed, a very major role is played by the management
and orchestration software that hasianagehe differentcomponentsf the testbed and provide the
required orchestration functionaliby top of thaunderlying virtuaiksation infrastructure. In péicular,

as discussed irb{5M19-D42], we employ Al techniques for the management and orchestration of the
network.

Besides the showcase of specific-B8NArch solutions, the Touristic City testbed also contributes

to demonstrate the ETSI Experiential Netw Intelligence (ENI)[Enil7] conceptsas a viable
technology for the improvement of telecommunication netwdkecifically, this testbed serves to
prove the applicability of the techniques described in ETSI ENI Use Ce&{EASI18-GRENIO01]
namedas EI asti ¢ AR@bs.o uNacmee Iy, the main goal of the T
showing the feasibility and the benefitsofan@db si st ed fAel asti cd managemen
the network, which entails an improvement of the netvedficiency and its capability to smoothly
adapt the resource allocation and utilisation. The public demonstration of these ENI concepts, based
on an architectural framework compatible with ENI Reference Architecture ETSI GS E[E008],

will contributeto build commercial awareness and confidence in the ENI approach.

In the above contexthé Touristic City testbed demonstrates how ENI can be used to integrate and
improve the resource amdF MANO, including slice admission control and deployment, foorial

and vertical scaling 0fNFs, and their migration between different nodéthe networkDue its very

high innovation potential and for the availability of different Al algorithms in the proposed MANO
(see [5GM19D42] for more details about themhet Touristic City testbed has been selected as Proof
of Concept (PoC) for the ETSI ENI ISG [Enil19]. The evaluation committee of the PoC saw very high
potential in this testbed setup, not only for the enhanced KPIs that can be provided5@ the
MoNArch technology, but also for the hands experience that is leveraged for extending the-state
of-the-art MANO architecture with Al parts.

As discussedt the beginning of this chapiéine Touristic City testbed features two different network
slices: (i) an eMBBslice that serves 360° videos t&/R device and(ii) an URLLC slice(used also

by the VR device) thgtrovides voice connectivity and haptic interaction withrtain aatars in the
virtual scenario. From the physical infrastructure point of view, thibéel includes a set of PNtes
implement the radio lower layers and a cloud infrastructure (composed by a farther from thatradio
highly capable central cloudnd a closer but less capable edge cloud). A-leighl scheme of the
testbedHW and SW setupis depicted irFigure4-5. More in detail, besides the VR application, the
testbedconsistof the followingset of functionalitieswhich aredetailed next:

1 Network Slice Blueprinting and Onboarding;

1 VNF Relocation de to latency;

1 Horizontal and Vertical VNF Scaling (Adssisted);
1 Admission Control (Adassisted).

P
/7
/

360 Video
Server

UE

o~ 83 Edge Cloud

— 5G Radio Link

;&%B\é—ﬁﬁﬁjéﬁ

5G NR 5G NR |
gNB-DU  gNB-CU Transport Network

Central Cloud

Haptic Server

\ 5G Monarch Orchestration

. e

Figure 4-5: TestbedHW and SWsetup
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4.3.2.1 Network orchestration setup

In order to implement the features envisioned by the testbed architecture described above, we rely on
an orchestration architecture based on the Open Source M&IS$®) orchestratoiRelease Four
[Osm19]and the OpenStack VINDpelg.

OSM is one of the leadiy solutions for the implementation of a fuflgdged mobile network
orchestratgrincluding several components for the automdticM. Still, to provide the enhanced
functionality needed, substantial changes to the OSM code and architeefur@vided.

Figure 4-6 shows the OSM architecture, composed by several modules that carry out the different
functionality needed by an orchestratdowever, it waslso necessary to implement certain additions

for supporting the 5@10NArch specific featuregthey have not been pushed towards the OSM
codebase, but they will be useful to understand the implications of the usage of ETSI ENI in
conjunction with ETSI NFMANO); they are the following:

Resource Orchestratoithis module provides the hooks towards different VIMs supported by OSM.

In the context of the testbed, we use OpenStack as the main VIM to manage the local Network Function
Virtualisation InfrastructurdNFVI) deployment. However, we leverage also on other APIs: The
Amazon AWS ECZAmal9](to demonstrate the feasibility of a largeale deployment over public
cloudg andthe Kubernetes onfK ub19 (to include containebased VNFs

DevOps User Interface
One Qlick VNF Package | VNF NSCatalog Account .
Installer Generator Composer Manager | | Bunchpad | OSM Gient
Jenkins -
Service Orchestrator
Host \ APl Service and Management Endpoint |
Common \ Service Orchestration Engine | g
\ Configuration Data Sore | Catalog Manager | g
ul | Network Service Composition Engine | | Resource Orchestration Plugin | 3
MON =
. ©
- Network Service to - Resource Orchestrator Monitoring g
VNF Communication source AP! Service and Core
N2VC (N2vO Orchestration Utilities — : §
Engine Monitoring plugin
VCA VNF Configuration VIM plugin DN plugin OpenSack .
RO and Abstraction \ OpenSack \ \ OpenDaylight \ (Aodh/ Gnocchi)
Amazon AWS A
VICA Engine azon QoudWatch
VIM Bt (Auju Adapter) . OpenviM | Vimware
weor \ VNF Monitoring \ ‘ VMware vCD ‘ Hoodlight vRealise
Design Time Component Run Time Component

Figure 4-6: OSM architecture [Osm19]

Network Service to VNF communicationsre extend thig\pplication Programming InterfacéPpl),

that is used to configure the VNFs in a ch&mallow more specific configurations (such as the ones
needed by the radio oneghich are PNFs) and support the VNF relocation.

Network slice blueprinting:the 5GMoNArch Network slice blueprints and templates must be
translated into descriptors thatncée used by the OSM internal modul&®r instance, certain
parameters present in our blueprint were not explicitly managed by OSM.

5G-MoNArch orchestration modulethe specific algorithms such as the Admission Control and the
Horizontal Vertical Scalingsee Sectiod.3.2.9 reside on top of the Service Orchestration module, to
use the API specifically designed for that purpddgs module is a spéic add on to OSM, tailored

to the purposes of the testbed.
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Figure 4-7: Targeted functional architecture for the Touristic City testbf8lGM18-D22]

4.3.2.2 Network functions virtualisation

The Touristic City testbed targatchitecturenstantiatioris depicted irFigure4-7 that shows the NFs

in each layer, i.e., Network layer, M&O layand Service layer. The NFs of this testbed are deployed
in three main locations (depicted as yellow boxeEigure 4-7): the antenna site (where thali@
PNFs are executed), the edge cloud, and a central eldtinda( higher latency to the UE). In practice,
the edge and the central cloud are two dedicated cloud infrastructures, connected via fibre to the
antenna site. The central cloud emulates a faptueessing sitayith an increased latenggrtificially
emulated in theestbedl but a lower operational codBoth sites are deployed in the premises of the
demo but are owned by the operator.

In the Network layer, the testbed implemethis two network slicesmentioned beforefor eMBB
communicatios and for URLLC, which areused to providghe two different services: the high
relutionvideo streaming and the haptic server coningthe VR avatars for their interactions. They
have the followig deploymenfeatures

1 eMBB network slice The eMBB network slice delivers the high resolution 360 video to the
mobile user. In the RAN, the slice uses the common PHY and MAC layers of the testbed radio
infrastructure, while the higher layers are shpecific due to customisations reflecting
specific service requirements. The RRC instead, is common to both slices. The CP
functionality is shared across slices, while the UPF is dedicated to each slice. In terms of
deployment, the CN NFs are deployed in teatral cloud, as well as the UPF. Also, the
application server runs in the central cloud.

1 URLLC network slice: The URLLC network slice igsedfor deliveringthe low latency(see
the application requirements in Sect#b.2 hapticinteractions among théR avatars. The
radio deployment is equivalent to the eMBB network slice. Also, the CN NF setup is similar
in terms of sharing and deployment. However, the UPF raaydwved from one cloud to the
other according to the specific load of the network, according to the inputs coming from the
elasticity modules deployed in the NFVO, as discussed in Set8dhl

TheseNFsare managed by an ETSI compliant framework, as discussed above and detailed in the next
section.
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4.3.2.3 Orchestration and elasticity

The diagram representedfigure4-8 shows the framework of the testbed based on theknelvn
ETSI NFV [ETSI14GSNFV001] and 3GPP MNO architectured3GPP1828530] that are also
building the overall 5&@oNArch architecture We populatel the specific modules of the architecture
with our specificalgorithms, as specified next.

Os-Ma
Admission Control
CSMF

Blueprinting and A\/
NSMF Onboardmg NFVO <“—>

VNF Relocatlon
NSSMF 3GPP i due to Latenc

| Ve-vnfm-em  ©Or-Vnfm t TT
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NFMF —y VNFM =
(Controllers) E ik Horizontal and
I : e-vnfm-vnf JLVi-anm Vertical_ VNF
VNFS ’ . Scamg
«—> VIM — >
P N F Nf'Vl = l:‘C‘::
NFVI ) \& ‘
ETSI i

Figure 4-8: Touristic City testbed framework

Network slice blueprinting and onboarding: this functionality encompasses all the baseline
operation available in a 5G MANO system. The automatic onboarding of the two network slices is a
seamless operation that allows (i) verticals to define the requirements associated with each slice (in
this cag, high bandwidth for the eMBB and very low latency for the URLLC) and (ii) the deployment
of the VNF in the cloud to fulfil the set of requirements. This part has specific elements of novelties
for the blueprinting. Specifically, the network slice temgdathat are currently being investigated by
3GPP and Next Generation Mobile Networks (NGMN), and their practical implementations with
technologies such as Topology and Orchestration Specification for Cloud Applications (TOSCA)
[Oas19]or OpenStack HedWik19] are extended and integrated with specific elasticity fields. While
more details on this topic can be found%6M19D23], we discuss here the implementation details

of the extension related to the UPF network descriptor. The definition o8 WWNBSM is managed
through descriptors written in YAML that define fundamental elements such as the ones defined
below. More specifically, two kinds of descriptors have to be created: one for the virtual networks (i.e.,
the virtual links that span one or more Vdrid connect VNFs among them) called Network Slice
Descriptor (NSD) and one for thvitual machines (our implemented option, but it can also work for
containersjthat run on top of them, Virtual Network Function Descriptor (VNFD). The former
descriptor ighe one that has been modified B$-MoNArch to include the new parameters defined

in WP2, as detailed neit Figure4-9 andFigure4-10.
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vid:
# Networks for the VNFs
- id: management
name: management
short - name: management
type: ELAN
mgmt network: “true"
vim- network - name: public
# provider - network:
# overlay - type: VLAN
# segmentation_id: <update>
vnfd - connection - point - ref:
# Specify the constituent VNFs
# member- vnf - index -ref - entry from constituent vnf
#vnfd -id -ref - VNFD id

# NGINX

- vnfd - id - ref: cirros_vnfd_sl1
member vnf - index - ref: "1"
vnfd - connection - point - ref: vnf - mgmtl
ip - address: 192.168.200.185
#245_UPPER_LAYERS

- vnfd - id - ref: cirros_vnfd_sl1
member vnf - index - ref: "1"
vnfd - connection - point - ref: vnf - mgmt2
ip - address: 192.168.200.186
# 245_UPF

- vnfd - id - ref: cirros_vnfd_sl1
member vnf - index - ref: "1"
vnfd - connection - point - ref: vnf - mgmt3
ip - address: 192.168.200.187

Figure 4-9: Snippet ofan NSD file descriptor

- id: upf
name: upf
description: UPF
count: 1
# Flavour of the VM to be instantiated for the VDU
vm flavor:
vcpu- count: 1
memory mb: 512
storage -gb: 5
# Image including the full path
image: "ubuntu”
interface:
# Specify the external interfaces
# There can be multiple interfaces defined
- name: ethO - mgmt3
type: EXTERNAL
virtual - interface:
type: VIRTIO
external -connection -point -ref:vnf - mgmt3
position: 1
- name: ethl -in10_ 0 0 3
type: EXTERNAL
virtual - interf ace:
type: VIRTIO
external - connection - point -ref:in10_ 0 0 3
position: 2
- name: eth2 -in11_0 0 3
type: EXTERNAL
virtual - interface:
type: VIRTIO
external - connection -point -ref:in11_0 0_3
position: 3

Figure 4-10: Snippet of aNetwork file descriptor
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VNF relocation due to latency:after the first step, both network slices arehestrated with all their

VNFs (namely the higher layers of the RANck and thgNB) instantiated and running in the central
cloud. The MANO system continuously collects data about the network parameters of the virtual
network (i.e. latency, throughpwavailable and used radio resources). This is especially important for
the URLLC slice, which has very stringent requirements ortg#tielatency between the UE and the

VR server running in the cloud€. less than 80ms for perfect operation, or less #®ms for a not

ideal but still usable experierjc&or this reason, the delay is constantly monitored to avoid operational
glitches caused by a sudden delay increase due to external factors, such as additional incoming network
slices causing congestian the radio and transport, or internal ones, like a high number of UEs
connected to the VR application. In these cases, the orchestration framework triggers a relocation of
theNFsand VR application to the edge cloud, to benefit from the reduced latemcthispurpose,

we usea new paradigm, as discussed next.

Currently, NFs are not implemented with 1@rchestration requirements in mind. As a result, once
instantiated they cannot be easily relocated to a different node than the one where they are running.
The only existing practical approach to reloddtesis to run them insle aVM and perform a live
migration. However, such a live migrati@metween different infrastructure deployngnhat are not
managed by the same VIMan bevery costly in terms of resources and tifoan take several minutes
depending on the size tie VM) causing service disruptions that are completely unacceptable for
networking applications.

The main reason for the high cost of performing a live migration is the need to mdvE &mel its

entire environment. Given thilFsand their environmentan be sizable, this involves moving large
amounts of data and starting a new VM in the new location, which is a complex and lengthy process.
When performing the function relocation, to provide an uninterrupted service it is essential that the
status of thé\F before and after moving is exactly the same. However, this can be achieved by simply
keeping the current state of tN&, which is much smallghanthe entireNF and hence much easier

to move to the new location.

Following the above discussion, we doypa novel implementation paradigm fdFs the context
execution split, hereafter referred to as the c/e split. The key idea is to sepacatetéieof a NF,
consisting of the values of all the variables employed by the function, frofietiginé® which we

refer to as the execution part of the function. Then, when relocahifg iais sufficient to move the
context to the new location, as the current state dflEhis contained theressowe can then instantiate
theNF in the new location simply feling it with the data corresponding to the context extracted from

the previous location.

As the context represents the minimum amount of data that needs to be relocated (as it does not require
the relocation of memaory originally allocated to the operasiygiem or libraries), this simplifieahe
relocation process very mudmd allows to perform in a very fast wayin this testbed, the c/e split

is usedfor the relocation of the RAN higher layers and the UPF.

4.3.2.4 Al algorithms

The usage of Abased algothm is one of the main motivations behind the touristic city testbed
deployment. Besides the undoubtable innovative value behind the implementation of such algorithms
(as discussed in [5GM1P42]), another importanaspectof this activity is the insight®n the
definition of the architectural interfaces that are needed to support the automated decision on selected
management operatissuch as i.e., scaling or admission control. The feedatkese activities has

hence been reported to ETSI ENI, which will make use of it for the definition of e.g., the interaction
between the ENI module and the ETSI NFV MANO architecture which empowers our testbed.
CPU/RAM based reorchestration: the Al algorithm (such as the one described5&M18-D41],

Section 4.2.2.Prunning in the ENI module and the VNFM constantly monitors the cloud resources
usage through specific prohesd takes orchestration decisions in case of new slices comifig in.
explainedin ([5GM18-D41], Section 4.2.2.2) an actor/critic algorithm used to derive the right CPU
utilisation thresholds that trigger a scaling up or out of the VM running the \liRFfexample, when

a new eMBB slice is coming in, the intelligent orchestratiomé&aork must take a decision about
where to run the associated VNFs and what resources assign to them. Due to the scarcity of resources
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at the edge, the algorithm may take one of the following decisions, based on the requirements of the
incoming eMBB sliceand the constraints imposed by other slices:

1 Horizontally scaling the higher layer RAN stack (i.e. creating a new instantiation of the
running VNF) to support the additional load, if it is permitted,;

T Vertically scaling the VNF, if there are resources adé on the same server;

1 Relocating the NF to a new location. In the latter case, the URElaed functions could be
kept at the edge and just the eMBB ones are moved.

Admission Control: throughout the network operation, the management system is constantly running
an Al/ML based algorithm, implementing selected features of the algorithms descr{b&Ma8-
D41] (Sectiors 4.3.2.4 and 4.3.2)6 These algorithms take as input bdlbie availdle physical
resources in terms of spectrum and cloadd the current orchestration patterimsthe scenario
envisioned by the demonstrator, the algoritunsidersnostly the resources available in the edge and
centralcloud computing a maximum numbef slices that are actualillocableinto the system. Then,
according to the subsequent instantiation requests, the admission control takes decision about whether
accept or reject network slices, possibly triggering a scaling, as discussed Hhevgoalis to
optimise the monetisation of the network and the overall performance, also through periodic re
orchestrations.

4.3.3 VR application

The combination of eMBB and URLLC network slices provide the connection to the VR application.

As already mentioned tleMBB slicedelivers the 360video fromtheMadama Reale chambavhile
theURLLCslicei s responsible to transmit objVRaaass posit
In order to show the need and benefit from the network services provided by the respective slices, one

of the key components of the testbed is the VR application itself, which was implemented by 5G
MoNarch.TheVR appl i cati onés e n®videadhaterealopshework space,t s of
the artefact¢as 3D models theavatars(thatare controlled byhe user$ and some extra 3D models

which are part othetestbed scenario.

In the following, we thoroughly describe the VR application. It is impari® note that the
implementation of the VR application involves some 5G specifics. For instance, some software
components had to be implemented as viigadlfunctions, such that they can be moved close to the

enduser by the orchestration framework wirequired due to the latency requirements. Other parts,

like the haptic communication, were implemented relying on the low latencies provided by the testbed,
which may not be available in other environments.

Note that in Sectiod.5.2the performance of the VR application is evaluated baséte@pplication

layer KPIs required by thiapplication Suchperformance is achieved thanks to the servicgiged

by the underlying network slices and could not be achieved without a network technology such as the

one developed by 5GloNArch.

4.3.3.1 Creation of the VR environment (video server)

The first step in the development of the VR application is the properorredi the VR environment.

For that purposean Inst860 Pro[Ins19] camera was used to live stream from inside the Madama
Reale chamber. Comparing withGM18-D51] a kind of different approach was chosen for the final
application. One difference was that a panorama live video was chosen instead of 3D Stereo option.
The main reason was the better quality, mostly due the resobftibie streaming vide@in Stereo

video, the togbottom feed implies that each feed loses the half of vertical resgluEiarthermore,

the final result, witlthe artefacts insidejoesn't show a big differencegarding the 3D stereo effects
comparedwith the panorama video. Therefore, mmama videoffers a better quality, without any
significant loss in depth effedtigure4-11 shows the setup described above.

Another major changeas the implementation of a NGINX [Ngi19] Server replacing the VLC Server
that was originally wused for restreaming-camer ado
HLS- to the VR application). The image inside the museum, which is captured by th&6h$ro
camera, is transferred to the NGINX Server as shovigare4-12.
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Figure 4-11: Videostream to VR application

NGINX is one of the most popular video servers due to its-lighight resource utilisation and its
ability to scale easily on minimal HW. It offers a big scale of optimisation regarding video streaming,
and considering the comyifaitity with ffmpeg transcoding, it provides a complete video server in a
customisable single package. In this project, NGINX is used actually as an HLS server to provide an
HLS Stream to Unity3D [Unil9].

VR Application

HLS Stream HLS Stream

NGINX —

L

Figure 4-12: Logical connectionof Insta360Pro

An optimisation was performed in order to conform the-tigad video stream to the restrictions posed

by the 5G bandwidth allocated to the eMBB sli€he video recordings from Palazzo Madaweas

used aghe main video source and new testse performegdsimilar to thes@escribed if5GM18-

D51]. Some of the basic parameters were ojsithwas buffer and chunk size of the video stream.
Figure4-13 shows a sample of the code u$adthis optimsation.

As previously described, the Madama Reale chamber was projected through a 360° camera. On such
basis, a 360sphere is the projectionreen, in order to try to simulate the three dimensions. However,
since the room to be simulated is not a sphere in reality (it is more like a prism), some curves are
distinct (especially in high corners or when approaching the walls). Furthermore, itoocderplete

the real environment, the artefacts in the room were added as physical objects. In{B&N &vas
describechow photogrammetry was used to convert these artefacts in the museum to 3D models in a
form compatible with the Unity Editor. Using video recording as a main feed, the artefacts were
placed in their corresponding positions. An optimisation regarding scale and rotation of the artefacts
was performed in order the user to have a better visibility beginning from the centre of thel3paere

to the curves of the sphere a part of each model was overlapped from projection giving the sense of
adapting to place.

The usage of the video recording was just to make a first implementation with 3D models to test the
scale. In final testbed the cam unlikely will be placed in the exact position, so the lenses will have

a different vision angle. As a result, the projection differs, and the artefacts were misplaced. To solve
this problem, an editable table alignment was designed to fix the positithesnew video steam with

the adequate rotation for each object.
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sendfile off;

tcp_nopush on;

directio 512;

#include mime.types;

default_type application/octet-stream;
#keepalive_timeout 65;

listen 1935;

chunk_size 4096;
allow play all;
application hls {
allow play all;
live on;
meta copy;
#exec_options on;

server {
listen sasa;l
server_name 160.40.48.102;

location /hls {
# Serve HLS fragments

# CORS setup

add_header 'Access-Control-Allow-Origin' '*' always;
hls on; add_header 'Access-Control-Expose-Headers' 'Content-Length';
#hls_nested on; )
hls_path /tmp/hls;
hls_fragment 3;
hls_playlist_length 60;
#deny play all;

# allow CORS preflight requests
'OPTIONS') {
Control-Allow-Origin' '*';

i Control-Max-Age' 1728000;
add_header 'Content-Type' 'text/plain charset=UTF-8';
add_header 'Content-Length' 6;
return 204;

#hls_variant _25kbs;

1 types {
#application/dash+xml mpd;
application/vnd.apple.mpegurl m3us8;
HLS Module ; #video/mp2t ts;

root /tmp;
add_header Cache-Control no-cache;

HTTP Stream ‘

Figure 4-13. Sample of NGINX code

Furthermore, lighting was optimised to enhatied e v e | of realism and si mul a
lighting, with the main goal to point out the artefacts. Extra lightimgs also added where needed.
Figure4-14 shows the final scene inside Unity Editor.

Figure 4-14: Scene inside Unity Editor

As we see, #8at areawas added representing the floomin hei ght | ower than the |
centre. Additionally, limitations were added to the walkable etezre avatarsan move.
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4.3.3.2 Avatars development

One of the main aims of the VR application is to offer enhanced reatssrder to give the feelg

to the usesthattheyactuallyareinside the museum and interacting with other people. A humanoid
avatar with realistic movements is the first and most critical paterms of latencyfor a user,
especially for one who did not have another sinplaviousexperience with VR applicatisnThe

user has to control a humanoid avatar which actually reproduce the exact samethreowssr
performs using the controller®therwise, it will be confusing, disturbing and most probably will end
as anunpleasant experience at ledr the Touristic City testbed, foavatars have been created

play two different rolesa touristic guide of the museum and a tourist, both with male/female options
(Figure4-15). Details on the v a tdaveldpment are reportedAmnex7.2

An inherent problem of R applications usingvatarss their tailoring to fit each user. Human bodies
come to plenty different sizes and shapes and a VR application must be flexible enough to provide the
same experience to anyone. To do that a calibration procesplate, wierethe user isequestdto

keep a straight pose facing the sengororder todetectthe eye position Once done properly the
synchronised movements add to a more complete realistic experience, otliegwiser would be
viewing through the mesh bis avatar, thus obstructing his visual field

Male Tourist Female Tourist Male Guide Female Guide

Figure4-15. Touristic City testbed VR applicat

Another critical part is the interaction with objedir this, olliders were added in &fiacts not
allowing theavatarto pass along thenfor each object a specific hand pose was designed around a
pivot, offering a suitable and realistic grab from all corners and heigitthbone ofthefingers was
placed in specific position and rotatiamgle, to provide realistic experiendg.g.,Figure4-16 shows

the bone structure of avatarholding apencil).

Left Hand Pose Right Hand Pose

Figure 4-16. Hand poses over an object
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4.3.3.3 Restoring tutorial implementation

To enhance the realism of the VR experience Palazzo Madama suggeséedsescenariao take

place inside the museum thateets very well the 5G features toable low latency redime
interactions As part of the VR application, the interaction between the tourist and the guide is based
on a process where the two users collaborate to perform a restoratiowaafdan object The
coordination between the twsers essentially reside in two stefpsst the guide passphysical tools

to the visitor for each step of the restoration prgdbss means that in the 3D space their hands must
be synchronised so that when the tool is passed on from one user teethetiool is not dropped.
Secondly, the tourigtser proceesiwith the restoratioprocesguided from the other useeceiving
instructions in reatime through VolP. Based on such assumptions, a collaboration with the restorer
in charge of taking caraf the wooden parts and artefacts of Palazzo Madama has eldlzomredtoring
tutorial. An example of a restoring process for the reconstruction of the missing portion in a wooden
objectis reported in AnneX.3.

The restoring example has been used as basis to elaborate a more appropriate tutorial on one of the
wooden tables in the Madama Reale chardiep taking into consideration the limitatiomst the
interactionamongusers through the haptapplicationmay have; it would be in fact difficult to
implement a collaborative action over small piecssch as tbse describedin the tutorial.
Furthermore, it would bevenannoying for a usethat just wants to have a VR experiengeface a

so much detailed and difficult approach.

Figure 4-17. Sample of the procedure creating scroll saw with Blender
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For the scenario purposes, Blender [Ble19] waslue make new 3D models from scratch. Blender

is a 3D modelling, animation, motion graphics and rendering application. It is capable of procedural
and polygonal/subdivision modelling, animating, lighting, texturing, rendering and other common
features foad in 3D modelling applications. A scroll saw, with automated animations made inside
Blender, was designed to chop the wood. A sample of the procedure creating scroll saw with Blender
is shown inFigure4-17. Red circles inside the second picture shows where animations have been
added. Other models like pencil and brush are showigime4-18.

-
XN

Figure 4-18. 3D Models of restoring tools created for the scenario

Using the same technique some objects were created in ordgnacde in a tutorial room for learning
purposesaticket booth and an entrance wdthicket validatorthatcan be seen ikigure4-19. The

user has to reach the ticket booth in order to print a ticket which has to validate in the validator. When
the procedure will endiser will be able to transport to the main room.

Figure 4-19: Ticket booth and validator

In generalthe objects were modelled in Blender, where the alBeda the normal map were baked
from a high poly version of the item to a low poly pmdiich is better suited for a VR application.
After UV unwrapping the mesh, it wagported to Unityu s i n dgbxdfdmneat. There the materials

2T h e tAledmrefersthe reflectingpower of the materiako it shows the overall brightness of an object.
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were created and assigned using the baked albedo, normal and detail maps and Unity's Physically
Based Rendering (PBR)shaders. Regarding the actual scenario inside the application, the- tourist
useris guidedabouthow to restore a missing part from one of the wooden tabths Madama Reale
chamber.

4.3.3.4 Interaction between users (haptic server)

The most critical part of the applicatianthe interaction between th&o usersn the application (the
touristic guide and the tourisfpeveloping a Virtual Reality application which supports multiplayer a
lot of effort must begiven in synchroisaion between players. For example, when a player throws a
ball to another player themust not have any delay either to the trajectory or to the hand movement.
Otherwise, the ball will pass from second player. 5G network can provide high standstedslioy,
bandwidth and latency timand therefore is the most appropriate type of ndtdiar VR applications

As describedrn [5GM18-D51] a servemwas createérom scratctbased omprotobufgPro19]andwith

a fully editable codehowever, this approach hadveral limitations. The need for a physics engine to
handle the serveside physicssimulation led to the migration to Unitfand C#as programming
language)ensuringn this way a bettesynchronised resuliyhich is consideredf great importance.
Moreover, the underlying transport protocol was also chang&UDP (UDP with a layer o top,
simulating TCP sliding window and countering the unreliabilityJBfP on Application layer)which

is more suitable for transmitting continuous tigréical data due to no Heaaf-line blocking, and
provides more flexibility for Wireless Local Arédetworks (WLAN) and a greater scalability

Figure 4-20: Inverse Kinematics

¥ PBR is a lighting model which simulates the natural interactions of light rays andagdlmaterials. Unity
makes it easy to create dynamic materials with excellent contrasetail] @ithout using any maths.
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The VoIP servicewasalso developed inside Unity.e., without usng an extra server. After short
parameterisation two or more users are allowed to talk to each other thtamu@rculus Rift
Microphone (or other equipment) once they are conndtitecconnection is established right after the
tutorial).

Inverse KinematicsiK)* makes use of the kinematic equations to guess the joints pasitiatterto

reacha specific pointin our case by moving a single point we can alter the pose of our character.
Thus, by broadcasting only the tracked positions/rotations of eaclandéheir central spine bone,

we can recreate their movements to the other cli
and without depending on the different character Myze specific the information is sent has 4 end
effectors includeboth hands, head and position in space rather than 21 (whole skdlbtonayerage

packet size in an established connection (not just sending a single packefrsteasescenario,

where the user is constantly moving at a big degree i€148®n thawire with 650BPS Bandwidth

out. The package size and bandwidth are highly affected by the health of the connection as well as the
alteration of the data between 2 messdgigsire4-20 shows an example wiinavatartrying to reach

ared cube.

4.3.3.5 VR application user experience

The application has been designed with ridtjual capabilities to adapt to the user preference. So,
when the application startthe usercanchoose between English or Italiddncethe language has
been selectethe calibratiorprocesdakesplace asking the user to look forward to a ligithenthe
userspawns in a tutorial room as showrfigure4-21. Regarding the sen&rIP, they ar@assed in

a configurationfile, which isdeployed with the application after the user is accepted by the haptic
server

Figure 4-21: Tutorial room

Inside tutorial room the basic movements are described in the screen of a large tv in the middle of the
room. Every step is described through an animated picture. The main aim for the user at this stage is
to choose a character, print a ticket and proceed to the ticket validdtiare4-22 shows character

optiors respectively while Figure4-23 shows the tickétg procedure.

Y Forward kinematics refers to the use of the kinematic equations of a robot to compute the position ef the end
effector from specified values for the joint parameters. The reverse process that computes the joint parameters
that achieve a specified positiohtbe endeffector is known asverse kinematics.

Version 1.0 Page74 of 133



5G-MoNArch (761445) D5.2Final Report on Testbefctivities and Experimental Evaluation

__HOOSE YOUR ROLE!

| \
oo

_ 1 .
(eide Male Guide Featale

= i
2 B

Touris! ¥ale Touris! Femade

Figure 4-22: Role option

In orderto avoid unwanted situations for the user (e.g., discomfort or even motion sickness), it is
preferred the motion of the user to be done by simulating a teleporting process. For this, by moving
the controller, a curved raycast hits the floor, so when théigitdbecomes green it means the user
can be teleported to the specific spot by pressing a biigure4-24 shows the raycast.

insert ticket here

=

Figure 4-23: Ticketing procedure

The tutorial room provides aldmeaconavhich are used tguide the useracross the different steps
One of thosavhite beacors can be seen in front of the ticket booth als&igure4-24. A guide will
already be in the tutorial room when a new user logghargfore only the tourist characters will be
available for the visit@to choose. The guide will help the user iEhanotsuccessfully perform some

of the tasks. When the ticketing process is completed both users are teleported to the main room.

Figure 4-24: TeleportRaycast
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The artefacts of the museum are placed accordingly to match the video as close as possible, however
once the projected video is live streamed, minor adjustments have to be made. The server can
propagate these changes to the users using RPC toatitingye the rotation of the objects by a small
incremental part, or to set the rotation completely. A configuration file is used as source for these
values. Though the artefacts are not shown to the user when first enters the room; they are shown as a
reward when the user completes the restoration task. Regarding the procedure, first the guide
demonstrates the damage that has being dealt to the artefact and gives some general instructions for
the restoration procedure. Then some indicators, used as base@mabled to guide the positions

and the tools the user must take to complete the restoration, and a window with animated texture, like
a gif, will show the actual movement the user has to do.

For the restoration, the user will need a scrapper fraoolatable to cut the damaged wood piece.

Once removed, the tourist is asked to cut the appropriate shape from a wooden piece, using a scroll
saw located on a workbench. The path of the cut is drawn on the surface of the wooden piece the same
way it was dawn on the inlay removal. Moreover, the displacement of the wood due to the cut is being
drawn using a tessellation displacement surface shader, which also handles the colouring of the cut
depending on how successful it wa#ally, the resulting woodepiece must be inlayed, and taken

care of with pad and shellac, then it has to be glued on the table to complete the restoration process.
The tourist is requested to complete these steps using a brush and alternating normal, detail and albedo
maps on the funiture. A more detailed description can be found in AnAekand in the video
presentatiot?. The different stages of the restoration over the taliiebeashown irFigure4-25. In

any case each simple step will be shown in the animated texture mentioned before, achieving a high
level of simplicity inorder to provide a pleasant and easy experience to the-igare 4-26 shows

two users inside the VR environment.

Damaged wood Damaged wood New wood Shellac added
Piece Piece removed Piece added

Figure 4-25; Stages of the restoration

Figure 4-26: Avatars in the VR application

15 https://lwww.youtube.com/watch?v=hLCkgdOhVJ4&feature=youtu.be
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A migration process was also implemented, in order for the users to change server as seamlessly as
possible. The migration processonsiststhe following steps which are transmitted using restful

services

9 First the currently active server is prompted by the orchestrator, to pass its context, containing
all the information about its current state, theveemlso provides to the users the new IP
address and prohibits any new connections being made.

1 Then, the context is provided tioe new location (in the case of this scenario,atige cloull
wherethe same scene is setup. Once the edge server is rebpndnds to the orchestrator
that it is ready t@roceedo the actuamigration ands forwarded to the main server.

1 The servepushes the natification to the user to display the migradidrar indicator is shown
in front of the user which inform when the migration of the network functions to the edge
cloud is happening and in which status the networloiging this process all disconnect
events are disabled to provide a seamless fedlinge the users are connected to the new
server the process is completed.

Figure4-27 depictsthe procedure through a sequence diagram.

4.4 Testbed integratin, setup and deployment

In this section, we describe the integration of the different components of the testbeds, whose
implementation has been described in the previous section. We also describe the setup and deployment
of the integrated solution in themises of the Touristic City testbed, the Palazzo Madama of Turin.

The integration activity of the Touristic City testbed followed a-$tggtep approach. The different
modules were implemented staaldne and subsequently integrated based on the HValf&hitecture

defined in [5GM18D51]. The integration activity was done through the organisation #foad

workshops at

t he

partnerso

premises

to perform

performance. Afterwards, a complete testbed setup wasyael in Palazzo Madama.

44.1

Integration of PHY/MAC with higher -layer PS

The integration of PHY/MAC with the highdayer protocol stack (PS) took place at the MOBICS
premises. Before integrating the PS, atest has been performed by establishing a standakdio
connection between gNB and just one UE. Both slices (eMBB and URLLC) have been tested on air in

an indoor environment.
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:

1. Store data for transitions
2. Disable OnServerDi
3. Respond when everything is ready

ot Functis

H

1. Play migration animation

2. Switch server

3. Broadcast to other users of the assigned ID

4. Rewire every avatar depending on the
broadcasted ids

Server

1. Notify users with the edge server
1P, and assign them public ids

:

" | 2. Respond with current server

context

1. Await Users up to a timeout

1. 5top accepting clients

| 2.Forward to users to switch

server

4

1
l

b
r

1. Latency Increase causes Ul to show (only

tourists slice has latency)

Current Process

Server Forwards to users

2. Migration Animation Plays

H Server Forwards to users

3. Migration Animation stops, lcons switch
to notify the network switch

#

[

Orchestrator

Send Migration begin notification
+ Increase Latency

i

| Await Server is ready response

Forward Server state to edge
server

o

Await Edge Server to be ready for
response

- Start Migration

Send Migration begin notification
+ Increase Latency

|

Send Migration completed
notification + Latency stabilize

Figure 4-27. Migration sequence diagram
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‘ fFU PHY/MAC Iperf server
GbE I

5G sjignal

FU PHY/MAC i
1 f Iperf client

5G UE (visitor)

Figure 4-28: Integration and testing of PHY/MAC

As shown inFigure4-28, two application PCs have been connected to the BBUs at both sides via an
Ethernet connection. No routing functionality was needed for the PHY/MAC interface to the
application, since the MA@iterface was made in a way to accept any traffic coming into the physical
port.

Figure4-29 shows the setup of the integrating higher layers Wit RIAC. A PC running the PS of
the gNB was connected via Ethernet to gNB BBU; also, another PC running the PS of the UE was
connected to UE BBU.

Server Iperf\/LC

N l

l rFU PHY/MAC/PDCP/RLC PDCP/RLC

/ GbE
J"I
5G %gna

rFU PHY/MAC/PDCP/RLC

GbE -

5G UE (visitor)

PDCP/RLC

-

Figure 4-29: Integration of PHY/MAC andhigher-layer PS

4.4.2 Integration of PHY/MAC/PS with VR application and tests

The integration of PHY/MAC/PS with VR application took place at MOBICS premises. The test setup
is illustrated inFigure4-30. HW and SW equipment that realises 5G BBUIRISprovided with two
different configurations, one per slice (eMBB and URLLE&H) advanced antenna has been added to
the gNB part of the BBU/RFThe 360° camera stream was fed in the NGINX Server (depicted in
Figure4-30 as the 360° video server) connected to PS PC. At the UE side, 3D glasses with a VR app
client was connected to the UE PS using an Ethernet connection.
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360 video server

a

360° VR streaming
VR App camera

FU PHY/MAC/PDCP/RLC PDCP/RLC server
‘ GbE
| T
GbE GbE

VR App client  Qculus Rift

/
5G %gnal

/

l fFU PHY/MAC/PDCP/RLC PDCPIRLC

= o
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5G UE (visitor) Oculus Touch
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Figure 4-30: Picture of one multiconnectivity device used in the testbed

For each target slice (the eMBB and the URLLC one), a related apmieeds developed. Focusing

on the eMBB slice app, the output of the 360° camera is fed in NGINX Server. The NGINX server
provides the/R app client with video content using the HLS and the Real Time Streaming Protocol
(RTSP) protocols. Considering the dde showcase the gain of elasticity in service provisioning, the
NGINX server simulates additional users that enter the virtual room, i.e., additional traffic that flows
in the network, as a way to gradually degrade the performance and trigger théorelofctite server
(enabling of elasticity mechanism). Furthermore, a basic implementation of PDCP/RLC functionality
in virtual machines separated from the BBU/RF equipment was developed and used as part of the
functions that can beelocatedn the context of elasticity enabling. The test of the eMBB Slice showed

a good quality for both aRimensions (2D) screen and from QoE perspective with oculus. While the
eMBB slice includes video data that set a virtual room, the URLLC application was et
realisethe exchange of information coming from user haptics and VolP communication between the
objects in the virtual room.

4.4.3 Testbed integration in Palazzo Madama

4.4.3.1 Setup scheme and deployment

The 2324" of October2018§ afirst Touristic City tedbed setup took place in Palazzo Madama. The
scope of this activity was essentially to test the equipment setup and their complete integration in the
location in which the testbedas beeroperedt o t he publ i c. This first
orchestrabn function to focus on the troubleshooting of the basic configuration; the main scope of the
activity was then to check the correct communication between the two users in the VR environment
taking advantage of tree | i imgleinentation for the 360° videstreamand the interaction through

the Oculus Rift sets. For this first setup it was agreed with Palazzo Madama to proceed with the activity
during the closure day of the museum, to have the complete availability of the apdoestime
restrictions.

A preliminary testbed setup scheme was drafted in advance, based on the planimetries provided by
Palazzo Madama. The testbed was foreseen to be deployed in three rooms: the Madama Reale
chamber, the Small Wardrobe and the BookshopKgpee4-2 in Sectioré.3).

More in detail, a 360° video camera wiltlave been placed in the middle of the Madama Reale
chamber Figure4-31) in order to provide a real time high quality video stream used to build the VR
environment irwhich the tourist and the guide would interact (more details on the VR application can

be found in Sectiod.3.3. The Small Wardrobe was decided to be the location of the tourist guide
setup, consisting of a PC running the VR application client connected to an Oculus Rift set; a switch
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would have provided the connectivity between the 360° video camera, the VBatpplclient and

the rest of the equipment of the testbed placed downstairs in front of the Bookshop. The connection
bet ween the equipmentds on the two floors would
lack of a reliable Ethernet connectidrhe space in front of the bookshop would have been used to
setup the core of the testbed consisting in three main parts: 360° video server and VR application
server, the gNB and the UE, where the location of the tourist would have been setup by a second VR
application client and the related Oculus Rift set.

Based on the setp described above, the testbed setup took place the morning oftbet2Ber 2018

by placing all the needed devices in their corresponding location. With respect to the initial schemes,
the final setup has been slightly modified to accommodate in the same place (i.e. the Small Wardrobe)
the 360° video server and VR apptica server for practical reasons. This modification in the setup
didndét i mpact on the testbed functionalities sin
through two switches and mapping the connections ovedgdieed IP addresses.

The final setup has not differed too much from the one that was tested in Palazzo Madama on that date.
Additional equipment has been used for introducing the orchestration function as well as the central
and edge cloud parts of the architecture (see Settbh@for the details). Such equipment has been

placed at the Bookshop level, where the radio part of the testbed has been placed. Additional work has
aso been required to respect the security measures that have been requested when the testbed was
open to the public (for instance, all cables were covered, and all the supports such as tables, chairs,
etc. had to be provided made of fireproof materialanex 0 includes some pictures taken during the
workshop.

Figure 4-31: 360° video camera in MadamadRle chamber
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4.4.3.2 Radio deployment details

Focusing on the radio part, the testbed pravai@ndoor coverageSince Palazzo Madama is located

in Turin downtown other services operating in that area must be protected fadrarutel or adjacent
channel interfeences. On this issue, the Italian Regulatory Authority provided a temporary license on
the 3.43.6 GHz band (B42) for experimental use. In particular, it has been was possible to operate on
the band portions allocated to the military services in FDD nhaote 3.415 GHz to 3.437 GHz for

the UL, and from 3.500 GHz to 3.537 GHz for the DL. Since the testbed was requiring a total band of
25 MHz in Time Division Duplex (TDD) mode consisting of 15 MHz for the eMBB slice and 10 MHz

for the URLLC slice, it was nghossible to allocate the entiband in the lower portion of the B42
(3.4153.437 GHz);therefore, the radio part was configured to separately transmit the eMBB slice
over the lower portion of B42 and the URLLC slice over the higher portion of it, thararmgeeing

also good frequency margins to avoid interference on the adjacent channels. Some measurements were
anyway performed outside the building to check anyclannel interference; the low power
transmission of thgNB and the attenuation of the build walls allowed to guarantee that the military
service was not subject to interference outside the testbed area.

4.5 Experimentalevaluation

In this Section, we describe the experimental evaluation based on the KPIs measurements in the
Touristic CitytestbedIn [5GM18D62] we described the relevant KPIs for the testbed, along with the
methodology used to evaluate them in a broader coritetttis section we evaluate the performance

of this KPlIs.

In addition to evaluating the different performance KRt the network and application layethe
Touristic City testbed has also been very useful to get feedback from the users, as well as the vertical
player involved in the trial, about thesatisfactionwith the use case enabled by the testbed and the
corresponding application. Indeed, this has provided very valirgblenationabout the value that
the applications enabled by 8@oNArch technology has for the corresponding customers and end
users. This part of the evaluation has been reported in [SEMB] along with the stakeholder
analysis and validatiocontained in that deliverahlehile the focus here is on the performance KPlIs.
This section is orgased in two main areas: Network KPIs (Sectidrb.l) and Application KPlIs
(Section4.5.2. Among the Network KPIs analysed in the contexthaf touristic city testbedve
mostly focus on four categories that are importenihfor the overall user experience and to showcase
the network elasticity algorithms developed in the profgmecifically, we focus orthe following KPI
categories

1 Thepure RAN performancim terms of bandwidth and achieved minimum latency, in order to
guarantee that the two slices included in the testbed have the needed QoS parameters

1 The orchestration related aspectdriven by(i) latency which is a needed feature for the
testbed to guarantee the very low latency requirements for the baypticunications, an()
elasticity, which is one of theoutcomesof the elastic network management discussed in
[5GM19D42].

I The service creation timy showing that 5@MoNArch technology carmeet (and even
substantiallyimprove)the requirements set by fora such as 5G&Pthis metrics

1 The network data analytics processingvhich is a fundamental enabler for the KPIs
corresponding to the above thiesegories
In addition to the Network KPIs, in this section we also report the performance in telhmglichtion
KPls,whichare the final metrics perceivable by user through the VR applications. itnesetwork
related KPIsserve as aalidationfor theunderlyingnetwork algorithmsleveloped by 5@&/10NArch.

45.1 Network KPIs

In this Section, we evaluate the pure network KPIs measured in the téstbedmark that these
measurements are collected without real users in the testbed, but in dry runs Vidalkngathe
performance of the network. As discussed in Seeti8r2.1the main metrics that are improved by the
elastic network orchestration algorithms and S&MoNArch overall architecture are twdgi) the
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reduced latency obtained bgrlocating VNFS(the UPF in this casé&om the central cloud to the edge
cloud described in Sections5.1.3and4.5.1.4 and (ii) the reduced service creation time obtained
using thesG-MoNArch slice blueprintonboardingas described in Sectigh5.1.5 Moreover, in this
section we also discuss the pure radio performédeetiord.5.1.9 and functionality/decisions of the
data analytics framewoffke., the Measurement tool described in Sedti&nl.) which impact these
metrics.

45.1.1 Measurement tool

The main KPIs for the Touristic City testbed are the latency, the CPU load and the memory (RAM)
consumption. Before providing the KPIs measured for this testbed, in this section we describe the
Measuremnttool that we have employed to perform such measuremehish thereby represents a
central component of the data analytics framewak the data exchanged across VNF and
orchestration with the relevant KPIs (delay, bandwidth, CPU and memory comnsuapé eventually

shown through a GUI, and the Measurement tool furthermore serves as a data analytics database (DB)
which is used by the Orchestrator (see Secti@2.3 to fetch the relevant information required to
perform actions such as relocation and scaling.

The KPIs mentioned above are measured at user plane RAN functions, since these functions directly
affect the processing of wuser s dtekthatinglendents t hus,
thetaskof measuring, storing and visualising the data has been implemented. The measurements are
depicted in a GUI, with a frorénd web applicadin that, in addition to visualising the metrics, is used

for the user interaction with the testbed. As depicteligure 4-32, the percentage of the CPU and

RAM load is depicted in charts, with the option to depict the total consumption as well as the
consumption per slice or per domain (edge/central node). The latency is illustrated in a horizontal bar,
including a threshold value that can be manually set.
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Figure 4-32: GUI with the KPIs of the Touristic City testbed (latency and CPU/RAM usage)

For retrieving fAlived metrics, from the gNB nod:¢
layer 2 stack of the testbed, a python script has been developed. It encodes the data in json format and
then performs http requests towards a bettserd e of a mongo database wher
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stored. This procedure is performed every second and accordingly, thertshskrvice of the web
application of the GUI polls the database at the same time interval and fetches the metrics to the front
endwhich then are presented in the form of plots. Considering the target KPIs, the HTTP request
contains, as mentioned above, a JSON encoded message, which formed by three fields, namely, the
nodebds id (e.g. gNB node, ¢ & C@PU pacentagel anduttce RAMp p e 1
percentage.

45.1.2 PHY and higher layers KPls

The novel servicand use caseescribed in Sectiof.2relies ontwo network slicesa URLLC slice

and an eMBBone. These sliceseedsatisfy the requirements corresponding to the types of tiaffic

the radicaccess networfRAN). In this sectionwe thus evaluate the RAN KBiesults of the testbed

to show how these requirements are met.

The test has been performed in multiple phases. The first test performed was statgatbnetest

for PHY/MAC for both eMBB and URLLC sliceJhis test hadeen done as part of the integration
work, where the radio capabilities of both slices (eMBB/URLLC) were tested with trafficiafty
generated. Slice capabilities (maximum throughput and latency) were measured by iperf/ping for both
slices. For the BER performance, the channel conditions were perfect (with LOS communication).
The test showed a throughput of 29Mbps for the eMBB using UDP streams, and 5.8Mbps for URLLC
using the Transmission Control Protocol (TCP). The latency test showed a valiensfRound Trip

Time (RTT) for URLLC, and around 4ms for eMBBo packet loss was detected in any of the slices.
Also, an offline video has been streamed between the two PCs at 17Mbps. The test main parameters
are summarised ifable4-2. We conclude that URLLC requirements in terms of delay are met. In
terms of throughput, the values attained are sufficient for the needs of this use case, while higher
throughputs could bachievedby using more bandwidth.

Table4-2: Test parameters

Test parameters eMBB URLLC
TX Power ~1 dBm ~1dBm
gNB-UE Distance 2m 2m
Modulation scheme 16 QAM QPSK
Code Rate 0.86 0.67
TTI length 1ms 0.5 mg®

For testing the integrated higher layers with PHY/MAC, a PC running the PS aNBewvas
connected via Ethernet gNB BBU; also, another PC running the PS of the UE was connected to UE
BBU. The test consisted of the following steps:

1 The first step was a successful ping test betweegNBeand UE PS#this is just PHY/MAC
RF+BB standalone gNB to UE test with no application connected and no protocol stack; the
ping and iperf is done from gNB BB machine to the UE BB machine)

1 The secod step was an Iperf test showing similar throughput performance as for the BBU to
BBU test although with higher latency due to the independent machines of PHY/MAC and
higher layers and the Ethernet interfdttés is the PHY/MAC connected to the applioati
PCs running a video stream with no protocol stack PS

1 Finally, the third step consisted in the PHY/MAC integrated with the protocol stack.

Figure4-29 shows the tedetup.Table4-3 summarises the test results of the abmentioned tests.
Finally, Table4-4 shows the performed tests and the observations of the integrated RAN of the testbed
with the VR application.

16 Please note thaio HARQ wasused in the radio (ARQ was not under test in the higher layers).
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Table4-3: Test results of thentegrated PHY/MAC/PS

Ste Test Latency (ping RTT) | Throughput Packet loss
P| scenario eMBB | URLLC eMBB URLLC eMBB | URLLC

BB/RF to o 0

1 RE/BB 48ms | 2.7ms Not tested Not tested| 0% 0%
App./BB/RF :

2 |to 5ms | 2.8ms ?gg;lzgmgps 5Mbps | 0% | 0%
RF/BB/ApD. ' ps
PS/BB/RF to UDP:29Mbps

3 RE/BB/PS 12ms Not tested TCP:13Mbps Not tested Not tested

Table4-4: Test observations and outcome of the integrated PHY/MAC/PS and VR

Test | Configuration description Observations- Outcome

#1 eMBB slicei data flow from the camera to the § Very good quality, ffmpeg is used as
client transcoder instead of VLC. Decision to
1 Live capture from 360° camera continue the tests by feeding the output of
1 Transcoding via VLC or ffmpeg (HLS the NGINX Server to an ffmpeg transcode
over HTTP / TCP) Optimi sations regar
1 gNB Higher layers configuration w.r.t. to the peculiaigs of the

1 (bypass Air interfacé no RF part other components are available either
etggmet able is used) part, through the camera SW or with ffmpeg

E Higher L parametrisation.
U. Igher ayers , 9 The user experience using the Head
1 Simple VLCclient or Oculus Rift

mounted Display (HMD) is more attractive
compared to the projection in a 2D screen
However, the video quality seentshie
lower in the HMD due to the capabilities o
the HMD equipment itself screen analysis
etc.

=

#2 eMBB slicei data flow from the server to the | § The results are similar to those extracted i
client the case where live content from the came
1 Stored video depicting Palazzo is streamed.
Madama (1min) 1 Small issues in the use of ffmpegde
1 Transcoding via ffmpeg (HLS over looping) are for further study and do not
HTTP / TCP) affect the real implementation in the Palaz

1 oNB Higherlayers Madama

1 (bypass Air interfacé no RF part,
ethernet cable is used)

1 UE Higher Layers
1 Simple VLC client or Oculus Rift

#3 eMBB slicei data flow from the camera to the q
client

91 Live capture from 360° camera

1 Transcoding via ffmpeg (HLS over
HTTP / TCP)

oNB Higher layers
5G airinterface on
UE Higher Layers
1 Simple VLC client or Oculus Rift

Good quality (requirement: to limit the
server data rate to the value that the RF p
can support)

=a =4 =4

#4 URLLC slicei app only test 9 The app behaviour for the basic
1 Server and client SW installed and functionality (no avatars and haptics at the
configured presentation level of the app) was validate

M Two virtual dients

Version 1.0 PageB4 of 133



5G-MoNArch (761445) D5.2Final Report on Testbefctivities and Experimental Evaluation

Data flow successfully. The app is to be finalised
{ Server CERTH device Ethernet work in progress wittunity.
Client device MBCS 1 Logs for throughput and latency are

extracted. The interface with GUI is for
further study

#5 URLLC slice 9 The install of the URLLC Server in a new
1 Server and client SW not installed an PC (at MBCS) takes a lot of time (there ar
configured dependences, versions, libraries to be
Data flow checked etc.). Due to this, the URLLC ove
9 Not checked the higher layers and the RF is postponed

for the week 2731/8/2018 (remote access
MBCS PC has been provided to CERTH).
The issue should be considered for the
establishment in the PC at the Palazzo
Madama (Internet access is required durir|
the URLLC server set up).

Due to BBU/RF set up the UBDPased streaming is preferable if the taigeo show high bit rates
(bidirectional communication, i.e., TARe, according to the BBU/RF tests achieves maximum 13
Mbps, while unidirectional communication, i.e., UDP like, according to the BBU/RF tests achieves
maximum 29 Mbps). However, 4K/8K d&o streaming over RF with UDP provides bad user
experience, since it requires dynamic adaptation (which is provided only over TCP (i.e., over a
bidirectional link).

The TCP based app development is selected. The option of applying data rate limitg toiree!
server has been investigated. Therefore, more optimisation of the radio interface was needed. To
increase the DL throughput, an asymmetric configuration of UL/DL slot length has been applied to
achieve ~20Mbps DL and 2 Mbps UL for control feedback

Higher layers consume negligible CPU resources. However, when aRIACsplit is applied, the
interfacing required for the MARLC communication (it is ethernbaised) burdens highly the CPU
consumptionTo reduce the latency of the PS, functions sicRIaC/PDCP have been embedded in

the BBU equipmenfnotice that these tests are just for integrating PHY/MAC with the higher layers,
no orchestration or virtual functions movements are considered)

Edge cloud Central cloud

u-plane flows
from Lower Layers

Increasing latency
Figure 4-33. The VNF relocation scenario (plane functions are omitted for the sake of clarity)

4.5.1.3 Reduced latency KPIs

One of the fundamental functionalities needed by the touristic city testtzeguarantee low latency

for the user attached to the URLLC slice. Otherwise, the haptic interactions between the tourist and
the guide may rapidlgegradeo unacceptable levels, harming the overall VR experiefeehave
thusevaluated the improvement iretkatency KPI on the URLLC network slice.

In particular, we have evaluated latency performance in the scenario depiEigdred-33, where

we have emulatethe different latency between the two clouds by inserting a delay on the TN with the
Linux traffic shaper command. In this scenario, we leverage the orchestraticioratitt of 5G
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MoNArch to place those functions which have an impact on latency, in the edge cloud (i.e., close to
theenduser ), with the goal of meeting the wueser 6s
measured the E2E delay between theddH the UPFwhen the latters relocated from the central

cloud to the edge cloud after a trigger from the@nmehestratioralgorithm as explained in Section

4.3.2.3 The result, averaged over 50 repetitions, is depictédjiure4-34. The results show how the
algorithm described in Sectigh3.2.3(triggered 60s after the beginning of the test) can achieve the
goal of restoring the latency to the required level (indicated here at < BOini$,can be tailored
according to the service). Also, the VNF here is relocated across the two NFVI clouds that compose
the Touristic City testbed, although the orchestration setup can be changed adapting to the underlying
infrastructure.
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Figure 4-34: The overall E2E delay (UEJPF)

4.5.1.4 Relocation delay KPIs

One of the key functionalities addressed byMGNArch is the one of orchestration, which allows to
relocate VNFs from one node to another depending@slibes' requirements and the availability of
resources in the various nodes. This functionality has been implemented in the testbed (see the
algorithm described in Secti@n3.2.3. In the context of this functionality, a very important KPI is the
delay in relocation VNFs. Indeed, it is of upmost important to be able to perform such relocation
without causing any disruption to ongoing services.

To evaluate the perforance of 5S@oNArch from that viewpoint, w measure here the relocation

delay of a VNF Results are included ihable4-5, and are obtained with an UPF VM running on an
Ubuntu 18.04 VM with 5GB of hard disk and 2 GB of RAWhe different results are given for (i)

four variants of our algorithm corresponding different status of the target machine, and (ii) OpenStack
(OS), whth corresponds to current statiethe-art technology and thus provides a benchmark.

As discussed in Sectigh3.2.3 our algorithm has different variants dependamgthe flavour of the
relocation algorithm as well as the availability of a cached VM inageh variant provides a different
performance, as depending on the variasgsects the algorithm can take more time to instantiate the
vanilla VM in the new locatin. In particularour algorithm has the following four variantsalready

running ¢un in Table 4-5), where the engine is already bootstrapped, igl,p@here the engine is
already created in the new location, but not started; iii) non cachedGNowhere the image of the
engine is available at the new destination but has to be created and bootstrapped for the first time; and
(iv) cached, where tharget engine has already been started in the destination machine in the past.
From the results, we observe that performance obtained by OpenStack (OEainle4-5) is several

orders of magnitude above our solutions, as moving functions across nodes located in different
datacentres requires a full copy of the engine, including memory and disks. In contrast, delays are
much smallewith our c/ebased slution (all of them but the OS column irable4-5), as this solution

allows for a more dynamic setup and does not require any shared element across nodes, nor costly
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copy of the storage. Note that the timings wath solution the c/e splitcould be further reduced by
employing a more lightweight engine such as Containers or Unikernels. We also recall that such values
are the ones obtained after thdaeation of the VM in the new position and the subsequent context
update. The service igwer disrupted, as the actual UP flow are moved just after the new VNF is fully
re-located.

Table4-5: Relocation delay

Variant
VINF Run Pool Cached Non-Cached 0S
UPF 70ms 28.3s 71.2s 149.3s 74 m 30s

45.1.5 Servicecreation time KPI and network slice

The service creation time is one of the most relevant KPIs in 5G Networks. The transition from a
monolithic and rather static network architecture to a flexible one composed by different NFs,
orchestrated into laeterogeneous environment composed by a hierarchy of cloud infrastructure needs
means to autontizally instantiate them. As described in Secto08.2.3 this isachieved through a
MANO SW implemented by extending the OSM platfokhowever, the instantiation of such services
requires a certain time to deploy the corresponding NFs and allocate the required resources, and it is
very important that this time is notddong. In this context, the service creation time is a very important
KPI for 5G.

In the following, we list the timing KPIs achieved within the testbed, asgarmnto the 4 main areas

of the Life Cycle Management. Timings are obtained using ahoadSW written in Python.
Measurement have beelone several times (at least 30 repetitions) with very small confidence
intervals (below few seconds) that are omitted HEraings are summésed into the main categories

that have been listed as relevant by t@ePPP KPI WG, to which the project is heavily contributing

in this respectThe total onboarding time (7 minutes) is actually the sum of the two individual
contributions on the NSD and the VNFD.

Table4-6: Timing KPIsin the Touristic City testbed

What \ Measurement Conditions Time
Phase 1: Preparation
Network Slice Tsart= Request for onboard received in the system 7 minutes

Template (NEST) | Tena= NEST fully onboarded in all the catalogues and
available for LCM actions

Network Service | Tswai= Request for onboard received in the system 2 minutes
Descriptor (NSD) | Tena= NSD fully onboarded in all the catalogues and availa
for LCM actions

VNF package Tsart= Request for onboard received in the system 5 minutes
(VNFD) Tena= VND fully onboarded in all the catalogues and availa
for LCM actions

Phase 2: Instantiation, configuration and activation

Instantiate Tsart= Request for instantiate received in the system 30
Network Slice Tenda= NS fully instanti at ed|seconds
(NSI) available for monitoring actions

Instantiate & Tsart= Request for instantiate received in the system 45
Activate Network | Tey= NS fully instantiated, |seconds
Service (NS) performance (QoS) metrics meeting or exceeding the targe

performance (Ps) of the Network Service.
Measure the service performance (QoS)riceperiodically
(recommended once every 100 ms)
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Instantiate & Tsart= Request for instantiate logged in the system 10
Configure VNFs Tena= VNF fully instantiated, configuration complete, VNF | seconds
in service chain 6alive' and functional
(VNF)
Configure other Tsart= Request for any other NFVI related configuration 10
NFVI elements logged in the system (e.g. HW acceleration -fedhs, private | seconds
networks, gateways, etc.)
Teww= NFVI configuration com
Configure SDN Tsa= Request for any SDN related configuration logged in| 5 seconds
infrastructure system

Tewn= SDN configuration comp
Phase 3: Runtime modification

Modify Network Tstat= Request for modify received in the system 2 seconds
Slice Tena= NSI configuration modified and functional

configuration

Modify Network Tsar= Request for modify received in the system 5 seconds
Service Tena= NS configuration modified and functional and service
configuration performance (QoS) metrics meeting or exceeding the targe

performance (Ps) of the Network Service.
Measure the service performance (QoS) metrics periodical
(recommended once every 100 ms)

Detect scale out/in| Tswar= Scale out/in condition generated in the system <1
decision Tena= Scale out/int decision detected and trigger to scale | second
(warning or auto scale action) issued

Implement Tswat= Request for manuatale out/in logged in the system | <1
manual scale Tena= Service scale out/in completed and service functiona second
out/in

Implement Tsart= Auto scale request logged in the system <1
autoscale out/in Tena= Service scale out/in completed and service functiona second
Modify VNF Tsa= Request for modify logged in the system <1
configuration in Tena= VNF configuration modified and functional second

service chain

The table above, whictlecomposethe service creation time into differesub times shows that we
canachieve the full onboarding within few minutes, which is in the order of magnjaudkeven
below)the KPI usually requested for this aspect (i.e., 90 minutes).

The main bottleneck for our case is the computational capacity of the servers hostingetia@abd
central cloud VIMs. They are portable devices and not {gtade servers: with a fully datentre

alike deployment, those figures can be easily lowered to numbers similar to the ones obtained by the
Hamburg testbed.

4.5.2 Application KPIs

The final go&of the Network KPIs analysed above is to satisfy the requirement of the applications. In
order to assert that this goal is satisfied, in this section we evaluate the performance of the application
based on applicatielevel KPIs. The applicatiotevel KPs considered here correspond to standard
KPIs in the domain of computeiser interfaces. Specificallhree applicatiorspecific KPIshave
targeted for evaluatioof the VR Application[Evel9], which correlate application usability metrics

to network performance.

Note that the sability of any tool or system is not a quality that exists in any real skrstead

usability has to be viewed in terms of the context in which it is used, and its apf@opss to that
context. In general, it is impossible to specify the usability of a system without first defining who are
the intended users of the system and the tasks those users will perform BKM@Q§]. Defining
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fifgoal 0 as t he ifin taesrikdtefdctiatiesundertalen iaarder to achieve a specific
goal, there can be some general classes of usability measlB©824411-18] suggests:

1 Effectivenessaccuracy and completeness with which users achieve specified goals
9 Efficiency resources used in relation to the results achieved

1 Satisfactionextent to which the user's physical, cognitive and emotional responses that result
from the use of a system, product or service

The precise measurestie used within each of these classes of metric can vary widely. For example,
the types of the tasks could be varied and as a result, measures of effectiveness will be affected.
Networked multiuser applicationévhen two or more users in remote locatipagform a cooperative
operation over a network connectjantail specific metrics which cover the classes of usability that

are affected by the network performance. In general, the most critical issue for a networking
application is that all the users shahe same information in retiine so there needs to be no
discrepancy between local and remote entities inside the common application environment. In the case
of VR multi-user applications, this common application environment is in the form of a 3Rlvirt

world that all users occupy and interact with at the same time, known as Collaborative Virtual
Environment (CVE) PK99.

The Palazzo Madama VR Museum application also belongs to last category. In any case, when there
is high latency, the actions aramsmitted after some amount of delay to all users. Beyond the obvious
issues of synchrasetion between users, a usual result of this delay is a jerky presentation of the
environment, called jitter, as the network tries to transmit all information conshuti is also known

that low latency and high reliability are conflicting requireme8tdiP+14. Changes over the latency

and low bandwidth during high load cases and actions can affect the users negatively in performing
the requested tasks. These isshecome more apparent in VR applications as the visual feedback in
reaktime is important in order to perform the tasks. With regards to the network performance, the main
aim of the Quality of Service is to provide high standards regarding the bandafidtity and jitter.
Considering the three usability measures of ISO PUentioned above, KPIs like task completion

rate and time on task can be metrics which follow the requirements of effectiveness and efficiency
respectively. Furthermore, a quentiaire has been prepared in collaboration with WP6 and provided

to the users after they complete the VR procedure to assess their overall satisfaction regarding the
applicationds wusability. Parti ci panteusehohthee t o r «
VR application while it is served over a mobile network with legacy technologies compared to the
application being served in a network that uses 5G technologies developed in the project. The
correlation between the answer scores and thealakil values is investigated to showcase the
relation between network gains due to enabler use and QOE improvements in a quantitative manner.

In the following, we describe the relevayplication KPIsthat we have measured in the testbed:

1 Frame rate juder: Flickering is a commornssuein VR using headsets such as Oculus Rift.
This issue has been defined as judder and it occurs when the frame rate drops below 75 fps.
This judder can induce motion sickness and general discomfort in VR applicattums.
following metric isa standard and widely accepted metric to measure the judder
4

Frame rate judder g————

where tis the time required for each frame to render and n the total number of rendered frames.
The formula above representethercentage of time during a VR application where the
framerate was less than 75 frames per second. Minimising this time reduces the probability of
motion sickness. Inside the application, a number indicator is added in order to provide the
frame rate. Dung the restoration procedure and when the user cuts some wood the
simultaneously projection of different shaders may reduce the frame rate size.

I Task success rateAlso known as task completion rafgvel9] task success rate is the
percentage of corrdgtcompleted tasks by users. As long as the task has a clearly defined goal
or end point, such as grabbing an object, combine two objects, etc. the success rate can be
measured. So before collecting data, it is important to define what constitutes siibeess.
formula used for task success rate is as follows:

Task success rate—
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where CT is the number of correctly completed tasks and A is the total number of attempts. It

is also important to track the firsti me user s 6 s uc c epraress.dioweheand t h
rate changes through time when users gain more experience with the service. The higher the

task success rate, the better. Inside the application first a tutorial takes place regarding the
movement and some basic interactions for the. usker the connection, the user has to

complete a restoration tutorial of an artefact. There are many interactions where the task rate

can be measured as pressing a button or grabbing an object from a table, i.e., when user tries

to press an object andcaeeded with third time, the task success rate is 1/3.

1 Time on task Thismetric is basically the amount of time it takes the user to complete the task,
expressed in minutes and seconds. Time on task data can be analysed and presented in different
ways, bt the most common way is to present the average time spent on each task. Generally,
the smaller the timen-task metric, the better the user experience. In the Touristic City testbed,
the user has to make a restoration of an artefact. But before the ttamibecestablished an
easy tutorial is starting in order a user with no previous experience in VR to get accustomed
with the environment and the controllers. Right after the connection the guide dedwibe
procedure stepy-step so as not to be confogi Though, some tasks, like chopping, need
more attention and detail to complete. Furthermore, an amateur user needs some time to get
used the two hands interactions. Considering that the applicatios pghae inside the
museum an estimated time of 6nuies should be enough to offer a complete and realistic
experience with all tasks completed.

In general, ¢stbed visitors used thapplication actuallyunder two scenarios: ajith the network

having free resources and a low load andwith the networkundera high load sothe elasticity
algorithm must be triggered to opisa VNFs to serve the VR application with a high QoS. In the

high load case, the extra network load was triggered in the beginning of a specific action, where the
user had to cut a piece of wood used to restore an antique as described above. In all cases, the
application had enough resources to operate in the optimal manner after the application of the elasticity
algorithm. However, when the KPI values are compared for the period when the network is loaded,
statistically significant differences are discovefedthe Time on Task and Task success ratp-

value of 0.0007706 and 0.009994 was measured for Time on task and Task success rate respectively,
using the KruskaWallis nonparametric statistical tesko, the users in the highly loaded scenario
requiredmore time and more tries to accomplish the task at hand when compared to the users of the
light load case. These differences stop being significant if we use the heavy load scenario data only
after the VNF migration. More details about the results caoura in [SGM19D63].

The main conclusion that we draw from the analysis of Application KPIs conducted here is that the
network service provided by the Touristic City testbed is adequate to satisfy the requirements of such
a demanding application.
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5 Summary of the experimental evaluation

In general terms, thmain conclusiorirom the experimental evaluatisaported in this documeig
that the 5GVIoONArch network architecture is technically feasialed isable to support applications
with heterogeneougqurementsby deployingspecificnetwork slices. This has been proven in both
the SmartSea Portand the Touristic City testbed3his conclusion is supported by different
experiments conducted fdine two testbedsreported inSections3.5 and 4.5, respectively In this
section, wefirst summaise the resultobtained in terms of KPI§Section5.1), we then provide an
overview of the functionality results (Sectibrp), andfinally we report on the highlights and lessons
learnedfrom the experimental worfSection5.3).

5.1 Summary of KPI results

In the following table we summase the main KPIsobtained fromthe experimental eWaation,
providing a globaliew of the results obtained across the two testbéiisle these KPlIsvere defined

in WP6 BGM17-D61] [5GM18-D62], for conveniencave provide in Annex’.4 a summary of the
KPI definitions For eachKPI, we show the results obtainfdm thetestbeds and compare them
against the@bjectivesdefined by the projett Along with theresults, weexplain how the experiments
contribute to shoimg that the project satisfigts objectives.

It is important to note that thebjectives provided refer to the whole project evaluation and not only
to the experimental results. Therefore, while experimentaltsesdy show that we meet some of
theseobjectives for otherobjectivesthis may be shown via simulation resultaleed, for those KPIs
that deal with largecale scenarios or require tailored deployments, simulations areappoopriate
tool to evaluge their performance. The readerréderredto deliverable D6.3 [5GM3:-D63] for a
comprehensive evaluation of the project resili& 3 puts together the experimental results reported
here with the ones obtained via simulations and other meani, sdrad/s how the project meets the
targetsfor all KPlIs.

Table5-1: 5G-MoNArch performance KPIs

Project Testbed Contribution
KPI Testbed?® ShiEaie Testbed Measurements N T e e
Area TC Improvement | Experimental results show that wg By dynamically
traffic by factor ~10 | can dynamically assign the assigning resources to
capacity communications resources to a | slices, the efficiency in
network slice according to the the usage of wireless
demands of the network slice. Thi{ area capacity is
can be seen from the throughput | improved, which
measurements performed in increasethe effective
[GGS+1§, in line with those area capacitythe same
shown in Sectiod.5.1.2 Similar infrastructure can
conclusions are obtainedrf support more demand.
compute resourcess a proof of Based on this
conceptwe can scale the higher | functionalityshown in
layers and UPF machines of the | the testbed, absolute
eMBB slice to the double just whe| figureson the gaingre
needed, duplicating ¢hcapacity on| provided in [5GM19
demand. D63].
Both slices are successfully The projecbbjectives
. TC onboarded and configured in aboy arenot onlymet by the
Srervtlici <90 min 7 minutes. testbed resultdut
'ﬁrﬁg © Delay for Slice deployment with | €ven substantially
SSP prereservation is < Imirgnd for | exceeded.
Blueprinting through GUI ~5 min.

7 The targts were identified in the DoW as well as in deliverables D6.1 and D6.2.
18 SSP (SmarBea Poitor (TC) Touristic City.
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TC We can achieve latencies below 5§ The project objective ig
ms in the radio, as shownirable | met by thetestbed
4-3. Figure4-34 further shows that, results Indeed, as long
when the elasticity/orchestration | as a network slice use
algorithm is applied, the E2E the appropriate radio
latency can be restored 16 ms for | layer and leverages
the roundtrip delay (i.e.5msone | orchestration, it can
way delays meeting theproject meet the objective. In
E2E <5 objective) the SmarSea Port
Latency | SSP milliseconds | Latenciesdown to 15ms are testbeddelay is
achieved fomsetup in cells of up | slightly larger;
to 10 Km and 1 ms TTI however, thiobjective
numerology. $ing numerologies | Was not set for this
with shorter TTis would reduce thq testbedwhich has
E2E latency below the target more relaxedatency
requirementsMulti -connectivity requirements.
and orchestration aghown to
improve latency.
E2E SSP 99.999% The estbedmplemens multi- The testbed serves to
Reliability connectivity and shosthat it validate the multi

works ResultgSection3.5.6 show
theimprovementgrovidedin
terms oflatency. Also, theghow
that with multiconnectivity a
significantly larger number of
packets can be delivered within a
given delay budgetver handovers
(50%ile of the latencys reduced | deployment[5SGM19-
from 45ms to 23msDue to D63] showsvia
hardware limitations, packet losse| simulationthat this
cannot be directly measured. objectivecan bemet.

As shownin Sectiord.5.1.4 the The testbed meets the

connectivity
technology which is
essential to provide
reliability. By
leveraging this
technology and
empbying a suitable

Relocation | TC No disruption

Delay orchestration implementatiaran 6no disrup
relocate VNFs within very few objective.
milliseconds, avoidingnyservice
disruption

Isolation SSP Avoid side The results of SectioB.5.5show The testbedneetsthe

effects that the performance of a slice is | project objective of

between sliceg not affected by the behaviour of
another slicelndeed, user planes
are decoupled and operate
independently, and in case of
failure of one user plane, the othe
is not impacted.

providing effective
isolation.

5.2 Summary of functional results

In addition to themeasurement and validation of KPé&ported abovieone of the major outcomes of
the testbed has been the verification of the feasibility of the technical concepts addressed by the project
by implementing the associatkahctionalitiesand verifying theioperation The tabldelowprovides

a summary of the kefunctional result®f the testbeds. These functionalitdés not only provide the
basis for evaluatig the KPIs reported above, but they aisovide the technology enablers needed to
evaluate theroject key innovations.

As we can see in the tablbgttwo testbeds implement thecessarjunctionalityfor the deployment

and orchestration of network sliceslyingon common enabling technologies such as network slicing,
orchestration and virtuigktion. Furthermore, when deploying custised network slices to address
the respective use cases, each testbed implements additional functionality specific to the(ijestbed
the Smart Sea Porttestbed implements muitionnectivity and security in ordeo tevaluate the
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reliability concept, and (ii) théouristic City testbedmplements VNF relocation and dynamic
resource allocatioim order to evaluate the elasticity concept. Furthermore, the SeafPortestbed
also provides a network slice managentent, to enable the vertical tenantmanagets slice, and
the Touristic city testbed provide low latency radio layer to achieve the latency requiresnent

Table5-2: 5G-MoNArch functional results

Functionality

Testbed

Project implementations and achievements

Network slicing

TC

Two different network slices have been deployed which provide UR
and eMBB services, respectively. Slices are isolatedfoottadio and
compute resources and provide different latency performance.

SSP

Three different network slices are implemented, one for each use cé
Different slices employ independent user planes, are isolated and
provide different latency performanddulti-slice terminals have been
deployedwhich can connect to multiple slices simultaneously.

Orchestration

TC

Dynamic orchestration is provided wherein VNFs can be relocated ¢
the fly based on slice requirements and load conditioneréteestration
can be triggered, for instance, when latencies grow too much and V
need to be relocated close to the-eisdrs to reduce latency.

SSP

Different orchestration deployments are provided for different slices
Specifically, the user plane functionality &xhted at different nodes fo
different slices, namely in the edge and ¢batral cloudrespectively.

Experiments show that smaller latencies are achieved in the former

Virtualisation

TC

The upper layer functions of the protocol stéeiAN HigherLayers,
UPF and application serveraie virtuaised. They are VNFs that can be
orchestrated on demand for the different slices.

SSP

The user plane is virtuakd and can be orchestrated at different
locatiors for different slices.

Multi -
connectivity

SSP

This is a fundamentaéchnology enabler for reliabilityrhis
functionality has been implemented, and experiments have been
conducted to assess its operation as well as its impact on improving
latency as well as handover performance.

Security Trust
Zone

SSP

The security Trust Zone mechanism has been implemented in a
simulatedSmart Sea Port testbéaldemonstrate security protection
capabilities, and the performance of this mechanisnibbasevaluated
for a number of different attackld.is an essential feature in order to
deploy reliable slices.

Network slice
management
tool

SSP

The Network slice management tool allows to manage the lifecycle
network slices. In particular, it allows for preparing slice blueprints, g
to commissio and decommission network slices on the fly.

VNF relocation

TC

This functionality allows to relocatéNFs from one node to the other
without any perceptible service interruption. It can be employed to
relocate VNFs close to the enders to reduce lateycor to rebalance
load in case of outages. It is thus an essential enabler for the key

i nnovati on odfr iévoernc heelsatsrtaitciiotny 6 .

Dynamic
resource
allocation

TC

The ability to dynamically rallocate resources is essential for the
0s lawareelasi ci t y 6 aeaersto bothtcamputation and
communication resources. For compute resourgepelforming a
continuous and optimal orchestration of the VNF, the system alwayy
uses the optimal amount of cloud resourtegase of resource shortag
VNF resources can be scaled up when the resourcstidih reaches
critical points. For communication resourctge allocation of radio
resources can be performed dynamically based on the varying dem
of the slices

Low-latency
radio layer

TC

In order to meet the stringent delay requirementi@lJRLLCslice, a
radio layer providing low latencies has been developed. This adds t
re-orchestration functionality, which allows to place the VNFs impac
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latency close to the engsers and fiher contributes to achieving low
latencies

5.3 Otherhighlights and lessons learned

In addition to the experimental results and KPIs obtained from the testbeds, and the validation of the
projectbés enabling funct i on mHlightsandlsssongldamed &éomar e
the testbed. For the Touristic City testbed, we can highlight the following results:

)l

ETSI ENI involvement: This testbed focuses on one of the user cases identified by the ETSI
ENI standards groups and is one of difiicial Proof of Concepts of this group. By means of

the testbed, we have provided feedback to the ETSI ENI System architecture, especially on
the interface definition and the orchestration call flow. This feedback was provided during a
past meeting, whil the formal submission to the ETSI ENI document will be performed after
the release date of this deliverable.

Mapping service requirements into orchestration The standaiidation of the link between

the service requirements defined by the application thednetwork orchestration is an
ongoing activity (by GSMA, for instance [5GMI721]). For this testbed we had to iterate
several times before finding a correct definition of the needed KPI and the network
capabilities. The outcome of this interaction ismylified in the GUI.

Importance of elasticity: Elasticity and Al can be very important in the future networks. From
our tests we understood that the capability of dynamically matching the network slice demand
(even in a smaller scenario such as the TQ wiile be paramount for the sustainability of
future 5G Networks. Allowing operators to save resources while providing very challenging
services is key to the success of beyond 5G Networks.

Alignment with elasticity and experimentdriven optimisation: In terms of the main project
objectives, it is worth highlighting that slickiven and orchestratiedriven elasticity have
been demonstrated. Also, with respect to the support to experimesn optinisation, the
testbed has been used to gain insighttinéoperformance of different VNFs (UPF and RAN
Higher Layers) in terms of CPU consumption.

Feedback from Touristic-driven verticals: In occasion of the Touristic City testbed event
organsed in Turin from the 22nd to the 24th of May 2019, the MunicipadityTurin and
Fondazione Torino Musei provided very positive feedback about the testbed itself and the
innovations introduced by 5@loNarch. The VR application was very well perceived as a
means to enhance the traditional visit to the museum. Such pasitpressions were
confirmed by the request of the Municipality of Turin to have the testbed available for a further
period after the event.

For the Smart Sea Port testbed, we can also highlight a number of relevant results beyond the KPIs
and functional redts:

1

Industrial application of network slicing: With the Hamburg testbed, the B@NArch
project was able to demonstrate network slicing in a life industrial campus network; it offered
the opportunity to show how to integrate mobile networks with indudfri networks, how
network slices can help to extend existing networks, and how 5G technologies will improve
the performance of mobile networks.

Integration of solution in commercial equipment The main challenge has been the
integration of novel concepsnd approaches with existing hardware and software in order to
perform large testbed measurements; as well as the integration across different network
domains such as between the mobile network

Improving the operation of industrial campuses Mobile networks can significantly
improve the operations of large industrial campuses, and the pure connectivity of devices is
only one aspects of vertical deployment, where the integration into existing IT systems,
business models, amgw processes within companies are very important.

Providing reliability : In terms of the alignment with the main project Objectives, it is worth
highlighting that the Hamburg testbed focused on demonstrating the capabilities of network
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slices in a practial deployment, and on testing mwdonnectivity for improved reliability.

Both objectives have been fulfilled, i.e., using a-deleloped life cycle management tool, it

is possible at any point in time to activate or deactivate network slices; usilig mu
connectivity, we were able to show that the average latency can be significantly reduced due
to a lower number of dropped packets.

i Feedback from an industry verticat HPA gained great insights in 5G technology by 5G
Mo NAr c h. HPAOGs Dbfferent kirels of comnectjvityi lregasy capper cables
(even analogue), fibre channel, ¥®li directional radio and proprietary radio technology for
maritime navigation are in production in Port of Hamburg, today. Therefore, HPA exploited
5G network slicing dr two reasons. Firstly, with the broad range of communication
technologies in production, HPA always evaluates ways to operate thimfpastructure
more economically. Secondly, HPA is looking for technologies, which allow HPA to connect
assetswhicheanot be sufficiently connected with toc
involvement in 5&GoNArch gave a great insight in future capabilities of 5G network slicing
in the applications in Port of Hamburg. 5G is seen as a key technology for futir@sasean
Port of Hamburg. Knowledge and practical experience on network slice integration-into IT
processes were proven, and practical experience with the implementation of multiple
applications in a 5@etwork was successfully acquired. Network slicing wdentified as
technology supporting emergency management in Port of Hamburg and manifold ideas for
new use cases in Port of Hamburg were created.
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6 Conclusions

In this document we have described the testbed activities and the experimental evalagtonsd

by the 5GMoNArch project in the context of tH&P5. These activities revolve around the two project
testbedsThe Touristic City testbed and the Sm&ea Port testbed hese testbeds address tingin
technical concepts associated toBGNArch architecture: Network Slicing, Network Orchestration,
Resilience, Reliability, Security and Elasticifor each testbed, in this document we have described
thedifferent use casetheirimplementation andvaluationresults

Both testbeds are well linked with the work carried out in other work packages-Mob@rch.

Indeed the architectural concepts proposed in the framework efi68Arch WPs2, 3, and 4are
closely relatedo the work performed itWP5. Based on the work conducted in WP2, fundamental
aspects such as slice blue print and slice LCM functions were designed and impleméaid in
testbeds. The mawutcome and resualof theresearch activitiesarried ouin WP3 on reliability have

been implenented in the SmaBea Portestbed, and those carried out/ifiP4 on Network Elasticity

have been implemented in the Touristic City testbed.

In the SmartSea Portestbed three different innovative use cases have dgnessedraffic flow
control, enhaced maintenance experience and an improved pollution contraokalise them we
havemodifiedpre-commercial equipment to support network slicing as well psaaideresilient and
reliable NFs.To satisy the high resilience and reliability requiremgrihe testbed includes multi
connectivity implemented in the radio part and a fadhagement approach. The mglinnectivity

uses data duplication to increase the link reliability with the objective to prevent service interruption
during mobility evets; the faukmanagement techniques are used to identify, trouble shoot and isolate
occurring network faults, which includes the monitoring tools for the detection of changes, potential
problems and anomalies in the network behaviour.

In the Touristic Citytestbedwe haverealisedan innovative use case consisting on a virtual visit to
the Palazzo Madama museum in Turin using VRs requireswo different network slicesin eMBB

slice for the video streams transmissianda URLLC slice for those activies requiring reatime
interactions.These slices have been implemented wétbearch prototypesupporting E2E network
slicing andincluding 5G New RadioSeveral functions in the usetane (such as the higher layer of

the RAN and the UPF) have beenwaised and orchestrated in order to provide the desired behaviour.
Elastic orchestration and resource allocation have been investigated, with a special emphasis on
Artificial Intelligence and Machine Learning techniques (aligned with the ETSI ENI sqadifi) to
determine the best placement of VNFs (between central/edge clouds) and to design elastic NFs capable
of resource adaptation and utilisation depending on the network conditions.

The testbeds deployed in this project have dmyend laboratory implementati®nsuch as the ones
provided5G-PPP Phast projects In contrast, we havarovided a much more realistieployments

as shown by the following facts:

1 Both testbed$iave involved real vertical stakeholdeifse Hamburg ParAuthority and the
Municipality of Turin together with the Fondazione Torino Mu3tiis has allowed to interact
with the actual customers of the technology and get their feedback.

1 The 5Gbased applications in the Hamburg port deal with the real poratiperthat could
serve as a basis to develop #ifal services in Hamburg.

1 The Touristic City testbed has involveshl usersthe tourists visiting the Palazzo Madama
This has allowed to evaluate the benefits of the technology in a very realisticvamsio

It is important to note that we have obtained specific KPIs validating that 5Gadaevethe
requirements of typical industrial and consumer applications. For many of the KPI targets-that 5G
MoNArch aimed to meet, the testbeds have sufficed to show that the developed tecisredtgglly

able to fully achieve these KPI targdter other KPIs ixolving larger scale deployments, the testbed
validates the various mechanisms aadablerswhile simulations have been conducted showing that
these mechanisms deliver the desired target KPIs (see Deliverable B#y8hd the quantitative
results showindpw service deployment times or reduced latefayctionalresults showhatthe 5G
MoNArch architecture can be used to deploy multiple isolated slices with different features.

It is important to note thatdth testbeds have received recognition in @he\vpublic forums: The
Touristic City testbed was selected as Proof of Concept (PoC) for the ETSI ENI ISGittueery
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high innovation potential and for the usage of different Al techniques for the M&O algorithms (this
makes the Touristic City testbed afficial ENI testbed). On the other hand, the Sr8ad Portestbed
received the Gl obal Mo biilndwestryRantrgershdps | at tthlee c20 89 o Mg
World Congress.

Finally, it is also worth highlighting that botestbed$iave been shawin very successful events that

have served to show 5MoNArch technology to the different stakeholders of the future 5G
ecosystem. Special attention in these events has been devoted to the vertical players, as these are the
customers of the technology catence essential players for the success of the technology. Very
positive feedback from them has been received in these events.

As a main conclusion, we consider that with the WP5 testbeds it has been demonstrated that the 5G
MoNArch architecture can adglly give direction for transforming the telco industry and cbe

door to a broad spectrum of vertical industries to integrate their services in the upcoming 5G networks

in a reliable and secure way.
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7 Annexes

7.1 Description of network slices for the SmaBea Portestbed

The following Table 7-1 lists parameters for the description of the network slices that have been setup@MadArch testbed in Hamburg. This set of
parameters has been improved in the course of the pridedly, the terminology and the description of parameters have been adapted to the GSMA GST
[GST], where applicable.

For parameters shown in black faalour, the naming has been taken from the GSMA GST, while parameténcs have been defined l3G-MoNArch

and do not exist in the GSMA GST in this form.

Table7-1: SmartSea Porttestbed slices properties

GSMA Attribute / _ : .
5G-MoNArch Slice Explanation of slice property Value range Uelils Lig s SR EE AR R/.V s
Control Sensors Streaming
property
Purpose Description that helps the network operato| Plain text
to understand the needs of the tenant and
users
Slice / Service Type (SS| MBB, URLLC, MIoT, other {MBB, URLLC, MIoT, URLLC mMTC eMBB
(implicitly by selection of other}
NEST) Ref.: 3GPP 23.501, Sec.
5.15.2

Tenant-specific slice functionality
Data flows n/a

Support for norP traffic | This attribute provides nelP Session A o0: not s up 0:notsupported 0: not supported 0: not supported
support (Ethernet session and forwarding [A 1 : s uppor tf(onlylP packets) (only IP packets) (only IP packets)
support) of communication devices.

User Data Access The attribute defines how the slice (or mob A 0 : Di r ect |1: Terminationinthe|1: Termination in thg 1: Termination in the
network) should handle the user data. ThelA 1: Ter mi n g private network private network private network
options are as follows: private network
A The device has ac|lA 2: Local t
A All data traffic |internetaccess)

network (e.g. via tunnelling mechanisorch
as L2TP, VPN tunnel, etc.)
A All data traffic
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do not have access to the Internet or privaj
network

management traffic and
Business Support Systel
(BSS) access

Gateway (GW) for user | Node (i.e. internet peering point or tenant | IP address - projectinternal- - projectinternal- - projectinternal-
traffic host /GW) towhich data coming from the

terminals are forwarded
GW for network GW towards tenant's BSS IP address n/a in testbed n/a in testbed n/a in testbed

Positioning Support

Thisattribute describes if the slice provides
geolocalisaion methods or supporting
methods.

Availability:

A 1: cCcID

A 2CID (ETE and NR)
A 3: OTDOA (
NR)

A 4: RF fing
A 5: AECID
A 6: Hybrid
A 7:RIKET

Prediction Frequency:
A1: per second

A 2: per min
A 3:houper
A 4: conditi

a specific area is entered
left

not required

not required

not required

NSC NFs

An NSC can own some NFs (e.g. UPF,
Unified Data Management (UDM)). This
attribute provides a list of NFs to be provid
by the NSC.

List of NFs, e.g.

A UPF

A UDM/ AUSF

A AF

A Policy Con
(PCF)

none

none

none

Data processing
capabilities for N& NFs

no servicerelated
data processing
functionality
required

no servicerelated
data processing
functionality
required

no servicerelated
data processing
functionality
required

Data storage capabilitieg

for NSC NFs

no data storage
capabilitiesrequired

no data storage
capabilities required

no data storage
capabilities required
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Security functionality

Security functions that shall be provided by
the network operator to the tenant, e.g.
encryption, VPN, Firewall, spam filter, fraui
detection, &

List of security functions

functionality / deviations
from generic slice
functionality

3GPP specifications) can serve as base lir]
if appropriate; deviations (unused or
additional functions) should be specified.

Supported Device Maximum speed supported by the sliceat|A 1: St at i o n 1: Stationary: 0 km/li 3: Vehicular: 10 1: Stationary: 0 km/H
Velocity which a defined QoS and seamless transf¢ A 2 : Pedestr km/h to 120 km/h

between TRxPs, which may belong to 10 km/h

different deployment layers and/orradio |A 3: Vehi cul

access technologies (mdldyer FRAT), can | 120 km/h

be achieved. A 4: High sp

120 km/h to 500 km/h

Generic slice Functionality of PNFs or VNFs (e.g. acc. tq

Shared NFs

E.g.common PHY, common MAC, commo
PDCP

Shared radio
resources, PHY,
MAC

Shared radio
resources, PHY,
MAC

Shared radio
resources, PHY,
MAC

User Management This attribute describes the capability that |A 0 : not sup
Openness NSC could manage their users or groups ¢A 1 : support
u s enetsvdrk services and corresponding
requirements. For instance, if NSC Y ordel
slice which is capable to support X users g
Y, then Y should be capable to decide whig
X users could use this slice. Hence, Y coul
manage the users, in terms of add, modif
delete users to receive network services
provided by the specific slice.
Multicast Define whether the slice supports multicasfA 0: not s u p 0:not supported 0: not supported 0: not supported
functionality. A 1: support
Group Communication | This parameter describes which type of gr¢A 0 : not av ao0:notavailable 0: not available 0: not available
Support communication is provided by the slice. |A 1 :PTM5 C
A 2: Broadca
A 3: Broadcad
SGPTM
Locationbased Message This attribute describes the delivery of A 0: not s upoO:notsupported 0: not supported 0: not supported
Delivery information in a particular geographicregidA 1: support
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Hamburg

V2V Support (PC5) This parametedescribes if the V2X A o0: N O 0: NO 0: NO 0: NO
communication mode is supported by the |A 1 : -EUTEAS
slice. A 2:-NRES
A 3. -NR&SEUTRA
Mission-critical service | This attributed specifies whether or notthef A 1 : MCPTT not required not required not required
support slice supports missiearitical pushto-talk A 2: MCDat a
(MCPTT), missiorcritical data (MCData), |A 3 : MCVi deog
missioncritical video (MCVideo), Isolated |A 4 : | OPS
E-UTRAN Operation for Public Safety A 5: MC int ¢
(IOPS) or missioreritical interworking
Session and service The attribute defines the continuity of a A o0: none 0: none 0: none 0: none
continuity support Packet Data Unit (PDU) session. A 1: SSC mod
A 2: SsSC mod
A 3: SSC mod
MMTel Support This attributedescribes whether or notthe |A 0 : not s up 0:notsupported 0: not supported 0: not supported
slice supports IP Multimedia Subsystem |A 1 : support
(IMS) Multimedia Telephony Service
MMTel. This parameter describes whether
IR.92 compliant MMTel deployment is
supported in the slice.
Other Examples: Relocation of terminedlated
context data between data centres when
terminal moves, ...
Geography Parameters
Coverage This attribute specifies the coverage area(A 1 : G| o b al |4:Local (outdoor) |4:Local (outdoor) |4: Local (outdoor)
the slice- the area wherthe terminals can |A 2 : Nat i on g Streetsinthe area |River Elbe from km | HPA premises /
access this particular slice. A 3: Re gi o n &supervised bythe |xtokmy construction sites in
A 4: Local (| traffic management the port area of
A 5: Local (| office of the city of Hamburg

Terminal Density

This attribute described the maximum
number of connected and/or accessible
devices per unit area (per km2) supported
theslice.

Number per kmz

n/a in testbed

n/a in testbed

n/a in testbed

Geographic limitations
for data centres and
backhaul connections

Allows to exclude data centres or backhau
connections from serving the slice, e.g. for

data privacy or redundancy reasons

EU/Germany->
dependent on currel

EU/Germany->
dependent on currel

EU/Germany->
dependent on currer
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(minimum, maximum)

in DL that is available ubiquitously across t
coverage area of the slice.

Avg: 16 Kbit/s

Avg: 100 Kbit/s

EU-DSGVO EU-DSGVO EU-DSGVO
discussions discussions discussions
Traffic profile parameters
DL throughput per slice | The overallachievable data rate of the slice Bytes/second Peak: 256 Kbit/s Peak: 1 Mbit/s

DL throughput per user
(guaranteed, maximum)

The first parametedescribes the minimum
data rate supported by the slice per UE in |
which is required to achieve a sufficient
quality experience (dependent on the sele(
service type) and can be seen as a guaran
throughput.

The second parameter describes the
maximum data rate supported by the slice |
UE in DL.

Bytes/second

Peak: 256 Kbit/s
Avg: 16 Kbit/s

Peak: 100MBit/s
Avg: 5MBit/s

UL throughput per slice
(minimum, maximum)

The overall achievable data rate of the slic|
in UL that is available ubiquitoushcross the
coverage area of the slice.

Bytes/second

Peak: 256 Kbit/s
Avg: 16 Kbit/s

Peak: 1 Mbit/s
Avg: 100 Kbit/s

UL throughput per user
(guaranteed, maximum)

The first parameter describes the minimun
data rate supported by the slice per UE in |
which is required to achieve a sufficient
quality experience (dependent on the selec
service type) and can be seen as a guaran
throughput.

The second parameter describes the
maximum data rate supported by the slice
UE in UL.

Bytes/second

Peak:256 Kbit/s
Avg: 16 Kbit/s

Peak: 100MBit/s
Avg: 5MBit/s

Deterministic
Communication

This attribute defines if the slice supports
deterministic communication for periodic
user traffic. Periodic traffic refers to the typ
of traffic with periodic transmissions.

not sup
support

o 3>
= O

bursty

steady raw data
stream

Start at purely
random points in
time,

then steady usage o

high bandwidth

Periodicity

This parameter provides a list of periodiciti
supported by the slice.

Seconds

Max. Supported Packet
Size

This attribute describes the maximum pach
size supported by the slice and may be

important for URLLC and MIoT case, or to

Bytes
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indicate a supported maximum transmissic
unit (MTU).

Slice Qualityof-Service
Parameters (5QlI)

This attribute defines all the QoS relevant
parameters supported by the slice. For sor|
of these parameters 3GPP already defined
standard values. By preselecting a 5G Qo
Identifier (5QI) these parameters will
automatically be filled with the standardise|
values.

5QI value specified by
3GPP

5QI Packet Delay Budge

The Packet Delay Budget (PDB) defines alj
upper bound for the time that a packet may
delayed between the UE and the UPF that
terminates the N6 interface. For a certain §
the value oftie PDB is the same in UL and
DL. In the case of 3GPP access, the PDB
used to support the configuration of
scheduling and link layer functions (e.g. the
setting of scheduling priority weights and
HARQ target operating points)

Seconds

RealTime Protocol
(RTP) / Latency
must be comparablg
to fiberchannel

Steady stream:
latency is not of
relevance

latency < 20 ms.
Optimum is 5 ms

5QI Jitter

Jitter is defined as a variation in the delay ¢
received packets. At the sending side, pac
are sent in @ontinuous stream with the
packets spaced evenly apart. Due to netw(
congestion, improper queuing, or
configuration errors, this steady stream cal
become lumpy, or the delay between each
packet can vary instead of remaining
constant.

Seconds

5QI Packet Error Rate

The Packet Error Rate (PER) defines an
upper bound for the rate of PDUs (e.g. IP
packets) that have been processed by the
sender but that are not successfully delivel
by the corresponding receiver. The purpos
of the PER is to allow foappropriate link
layer protocol configurations (e.g. RLC ang
HARQ in RAN of a 3GPP access). For all
5QIs the value of the PER is the same in U

and DL. For GBR QoS Flows with Delay

Percemage

not tolerable

dependent on sensc
type: tolerable in
most cases

tolerable (like Video
stream today)
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critical GBR resource type, a packet which
delayed more than PDB (butieh complies
with the GFBR and MDBYV requirements) i
counted afost andincluded in the PER.
Delayed packets are not included in the PE
if a GBR QoS Flow with a Delay critical
resource type is exceeding the GFBR and
Maximum Data Burst Volume.

provided by an instance of this slice,
expressed as a percentage. This contribul
to, and may be different frowverall service
availability.

Reliability This attribute describes in percentage the | Percentage Highest possible dependent on sensd Low reliability /
amount of sent network layer packets reliability, no packet| type: low reliability /| packet loss tolerable
successfully delivered to a given system n( loss tolerable packet loss tolerablg (like Video stream
(incl. the LE) within the time constraint in most cases today)
required by the targeted service, divided by
the total number of sent network layer
packets.

Availability This parameter specifies the availability | Percentage

Number of Connections

This attribute describes the maximum num
of concurrent sessions supported by the sl

Number

Terminal devices

A PFixed access, e.g. DS

Fibre

Number of Terminals This attribute describes the maximum num Number 1 2 1
of terminals supported by the slice.
Supported Access This attribute defines which access A 1: GERAN 3: EUTRA 3: EUTRA 3: EUTRA
Technologies technologies are supported by the slice. |A 2 : UTRAN
A  3UTRAE
A 4: NR
A 5:-MLTE
A 6:0TNB
A 7-:Fi Wi
A 8: Bluetoo

Radio spectrum

Defines the radio spectrum supported by tf

slice. This is important information, as som

Frequency band according

3GPP 38.101

All bands permitted

All bands permitted

All bands permitted
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terminals might be restricted in terms of
frequencies to be used.

Security / privacy requirements

Expected vulnerabilities | Particular interest should be on Plain text (Terroristic!) Attack | Hacker attack to Attack to breach intg
and threats vulnerabilities and threats that arise from tf to critical manipulate data HPA's network
specific purpose of the netwaslice; infrastructure
protection of a slice against "normal”
vulnerabilities and threats should be done
anyway
Protection mechanisms | Whichmechanisms are needed, and how ¢
they have to be applied?
Slice isolation Isolation is one of the key expectations of |A 0 A 2: Logi|A 2: Logil|lA 2: Logi
network slicing. An NSI may be fully or A 1 Physi c gcritical infrastructure Performance Performance
partly, logically and/or physically, isolated |A 2 L ogi c al|(today, traffic lights |isolationnecessary |isolation not crucial

from another NSI [24]. This attribute
descibes different types of isolation

are connected in a
redundant way)

to a certain measure
Application is
important for HPA'S
business, but not
critical

Slice isolation (logical
isolation)

Logicali slices are logically separated

Yes

Yes

Yes

isolation ofuser traffic
(user data)

isolated for each UH

isolated, but sensors
may be allowed to
communicate with
each other (use cas
e.g. noise reduction
by integration other
sensor's data)

not isolated; possibl
application of
service chaining in
the 5Gnetwork itself
to perform business
logic on the
transferred data

isolation of control and
meta data

incl. Mobility support/management of
terminals, movement profile, session data

isolated for each UE

not isolated / future
production ready
loT-Sensors vih
integrated UE could
be managed by slice

not isolated; service
chaining could also
be based on metadg
(e.g. position
tracking)

isolation of subscriber
profile

incl. data for encryption and integrity
protection
In particular:

- Is the Home Subscriber Server (HSS)

Highest security
level possible
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operated by tenant or MNO?

- If HSS operated by MNO: Joint HSS with
other tenants possible or isolation betweer
tenants required?

Slice isolation (physical

Physicali slices are physically separated

No (Separate

No (Separate

No (Separate

activation / termination

isolation) (e.g. different rack, different HW, different VLAN) VLAN) VLAN)
location, etc.)

Authentication, access

admission

Encryption E2E E2E E2E / Service
chaining must stilbe
possible

Integrity protection highest level mid-level Package loss and
failures in streaming
data is acceptable tq
a certain level

Firewall yes yes yes

Operational Aspects

Frequency of slice {e. g yeardegmand,aé } always on slice is constantly | possibly separate

deployed / possibly
separate slices for
different sensor
types / more flexible
lifecycle for certain
use cases possible

slices for different
construction projects
--> suppliers could
be integratedhto the
project's slice

Mission-Critical

This parameter specifies what capabilities

1 : -usér priordsetion

A 2 :emgdone

resource shortage: Can the resources

1: support

Capability Support available to support missiecritical services.|A 2 :emgdone
More than one capability may be supportel 3: Local C
once. This par amet
Priorityo i s s e tcrititab
slice).
Preemption capability |In case of resource shortage, is the slice 0: not supA 1: suppl/lA 0: not A o not
permitted to withdraw resources from othe| 1: support
slices? (Example: Slices for public safety
communications)
Preemption vulnerability| If another slice shall be setup despite actu 0 :suppoded A o not A 1: supplA 1: supp

urgent cases)
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assigned to the slice be withdrawn by the
other, new slice? (Example: New slice for
public safety communications to be set up,
an MBB slice vulnerable in the sense that i
has to release its resources in favour of thg
new public safety slice?)

performance degradation or failure.

Slice Priority Mission-critical (MC) leads to a priority of |A 0 -missianaritical highest mid-level normal
the slice relative to others, forlane and U|A 1 : -griticals i o n
plane decisions. This is relative to a custor
provider relationship and toRublic Land
Mobile Network PLMN).
Root Cause Investigatiof Root cause investigation is the capability |A 0: not av 4
provided to NSC to understand or investigt A 1: passi v e
the root cause of network service A2: active investigation

Alarming

How can the network slice inform the
application and the terminals about networ|
problems?

There needs to be a
communication
channel between
Port Road Traffic
centre and the slice
LCM.

Sensors are able to
buffer raw data for
short period of time.
After the buffer
overflows, data is
lost and the reaime
status of port
environmental
measurement is
broken.

User Information, if
UE is integrated intg
device; Naotification
to HPA Business
Units by slice LCM?

Performae Monitoring

This attribute provides the capability for NS
to monitor Key Quality Indicators (KQIs) ar
KPls. KQIs reflect the E2E service
performance and quality while KPIs reflect
the performance of the network.

List of KPIs and KQIs to
be monitored

overall KPIs on
performance,
reliability, influences
into the radio
frequencies by
external parties;
planned maintenand
alerts

overall KPIs on
performance,
reliability, influences
into the radio
frequencies by
external parties;
planned maintenand
alerts

overall KPIs on
performance,
reliability, influences
into the radio
frequencies by
external parties;
planned maintenanc
alerts

Private Operation

This attribute describes the capability to
operate private 5G networks/slices in a
predefined area.

‘suppoxed
support

= O

Manager of the network

slice

Slices can be managed in 3 ways.

1) sliceprovider: The slicegrovider requires

none

slice LCM / UE

integration

Slice addition and
LCM
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to manage this type of slices for the tenant
the tenant cannot manage the slice by itse
2) Tenant : The tenant requesting slice wol
like to be able to manage the slice by itself
and requires the slice provider to provide if
with proper interfacesind permissions so
that it can manages the slice features as it
finds it fitted for its services.

3) Tenant and slicprovider: The tenant is
requesting the slicprovider to manage som
parameters of slice while the tenant stay in
charge of the rest.

Expected slice behaviou

r

Resource shortage How does the tenant's application react on| Plain text Traffic lights control| Sensors are able to| Engineers work is
resource shortage, and what are the units are designed t{ buffer raw data for |interrupted or legacy
consequences for design of the network sl run autonomously. | short period of time.| planning tools (pape
(resource shortages are expectedast from Even if theslice After the buffer plans) are used. Los
some seconds to potentially many minutes breaksdown overflows, data is |in efficiency of

completely, the lost and the reaime | workforce.
control unit falls status of port
back to a safe modeg environmental

measurement is

broken.

Networkfaults How does the tenant's application react on| Plain text see resource see resource see resource shorta
network faults, and what are the shortage shortage
consequences for design of the network sl
(network faults are assumed to cause serv|
interruption lasting from some seconds to
potentially many minutes)

Expected temporal Are there major fluctuations in the expecte| Plain text Constant, possibly | Dynamic movement| Clustering of

fluctuation of required
slice capacity

overall traffic volume or number of termina
using the network slice? How large?

mobile trafficlights
(<20available) are
set up dynamically

of ships could lead
to temporary
clustering in one
area of the port

engineers on certain
sites possible

Version 1.0

Pagel08of 133



5G-MoNArch (761445) D5.2Final Report on Testbed Activities aiR#perimental Evaluation

7.2 Details on thea v a t developsent

Creating a humanoidvatar from scratch requires the usage of a 3D computer gréfcautodesk

Maya [May19]and the opeisource BlendefBle19] are some of the mosbmmonly use&W in the

market. The main stages of the development are 3D Modelling and Rigging.

Rigging isthe procedure of creating a skeleton consisting of a bone hierarchy. Each bone is usually
parented to a previous bone which is influencing its pose, and consists of a peak, a joint and target spatial
point. Once created, the appropriate vertex groups artdxvweights for each group, usually via a
method called weight painting, are assigned to the bone to have control proportionated to the control a
bone or a lever would have on the same object. Areffiedtor is the free end of the chain of alternating
joints and bones and it is not a joint and an avatar can have more than one. Moreover, body parts which
stabilise the rigs posture, such are the feet on humanaidrs are implemented as IK bones, that do

not match the actual body structure, but proadeetter control over the avatar. The rigging allows a

3D model to be animated in an articulated manner. An articulation is a rotation/translation of a joint
which moves a connected bone. On the other hand, the pose is a set of joint articulationssultsch re

in positioning the articulated body. In the case of an avatar the rigging is the skeleton that ties in to the
human posture.

As a whole, lhe development of aavatar includes four basic methods:

1. UV mapping,which refers the 3D modelling process objecting a 2D image to a 3D model's
surface for texture mapping.

2. Texturing,which refers how the avatar surface looks, including colour and resolution.

3. Retopoloy, which refers the method of recreating an existing mesh with more optimal
geometryFor exanple a background not animated mesh has to have a very light mesh, with as
few vertices as possible, while a humanoid mesh requires extra vertices in the joint areas and
especially on the heavily animated areas (such as the face)

4. Sculpting used to add the final details to a mesh, like brushing textures or directly sculpting a
heavy mesh to alter the geometry.

The major steps were followaa orderto create 3Cavatarswith high quality textureFigure7-1 shows
some of thaeusedoptions.

Figure 7-1: Modelling stage

When completed, the humanagtatarcan accept the rigging. The most comns&eleton used ithe
animation industry starts from hips and keeps the most important bones through spine, legs and hands
which are responsible for the movemehey alsoinclude he exact bones a human
whichis used for grabbing objectBigure7-2 shows this structure within tlavatar
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Figure 7-2: Rigging stage

The humanoid riggedvatarcan be exported inso-c a | Foxddle, Which isready for implementation

in Unity3D [Unil9]. The usage of the finalvatarwith this method providea fair moving character in
projects wheravataris controlled through scriptand keyboarsl (e.g.in a third person videogame
Though, in case of VR applications, a further procedure needs to take place considering especially on
skinning andherigging stages as described before. There should beck om weights anthfluence

that bones have on each other and other parts of the Walght is described through the visual
presentation of opposing forces. Influence shows how a movement of a joint (bone) affects the other
parts of the bodyeg., whenthe shoulder rotates not only the arm is moyvmegarby parts might have
alsosome position changed-ingers must have the same influence on each, sthgewisethey donot

have a human behaviour in interactiogsstheavatarcouldmake wrong hand geses.Figure7-3 shows

a sample of the procedure over the hands. All these connections aiming to realistic humanoid movement
and interactions like grablan

Figure 7-3: Weight painting

The Unity 3D Editor is the development environment where the whole procedure, regarding the
humanoidavatarcontrol and visualisation, takelace. One of the main advantages is that Unity
provides a great state machine animation system called Me¢ktgnl9]. Furthermore, humanoid
animations can be applied to all models with a humanoid (human IiKé) jtigt remapping the
animations througHifferent characters. Though, specific guidelines must be followed, such as keeping
the bone count to the minimum number of fifteen bones. This is a prerequisite for Unity to be able to
import correctly the rig and integrate it with its Mecanim systengdsygning amvatarto it. Inside the

Uni tyods Ed.iavaarMappihgetab as shosn Righre7-4.

19 Rigging is a technigque used in skeletal animation for representing a 3D character model using a series of
interconnected digital bones
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Figure 7-4: U n avatarmapping

The avatarmapping indicates which of the bones are required (solid circles) and which are optional
(dotted circles). Furthermore, a more detailed image is provided for the head and the limbs, with optional
bones. Another important advantage of this system is thaptwefic mapping can be saved and reused

for another similaavatas.

Moreover, Unity provides some muscle settings which directly affect the weight of each bone and are
named in a very reasonable way, instead of their anatomic properties. A rig fopared character

could be adjusted in by tweaking some of these values. Additionally, some basic editing of the rig is
provided, which resudtin direct results inside the scene, such as a character with broader shoulders.
Therefore, some restrictions dimdits were added to avoid as much as possible out of bounds conditions
or abnormal posturgg.g.,when the usefiorcesextreme postures witie controllers.

7.3 Example of a restoration tutorial

In the following, the steps to be performed for the reconstruction of the missing portion of an inlay in a
woodenobjectare reported:

First, it is necessario identify the damaged or missing wooden paiit.Wferea damaged paittwould

be necessarp cut it off with a scrappedand gently movaround the daage without destroying any

part of the rest of the artefact. Then, a proper wabmiildbe selected fahereconstructionThe edges

of the damaged wood are drawn in order to cut out the spp@fie with a saw and match the inlays.
Some corrections might be needed until the perfect size is reddrddstepivould bethereintegration

of the missing part by gluing the blocks created in the missing iRlaglly, a polishing with sellac and
padwould benecessary to transform the added piece and match it with the rest of the dfigtaet.

7-5to Figure7-9 illustratethe procedure.

Version 1.0 Pagelllof 133



5G-MoNArch (761445) D5.2Final Report on Testbed Activities aiR#perimental Evaluation

Figure 7-6: Drawing

Figure 7-7: Position and cut Figure 7-8: Reintegration of the missing part

Figure 7-9: Final polishing

In the VR environmenthe user has to accomplish all the above tdgk$ollowing the restoration
scenario In order to bea moreentertaining experience for the usetherthanan actual professional
restorationthe whole procedureas beesimplified, althoughkeepingtherealismas much as possible
Also, thetourist guidecan provide instructions durirtge whole operatiothrough VoIP.To assist the
usera table with theneededools (scrapper and scroll squs presentedAlso, an indicatois shown

over each tool wheit is neededwhich makes possible fadhe more experienced useto make the
restoratiorprocesdy themselvesvith just minorVolP directions.

As a first steghe user must use the scrapper to cut a predefined piece over the table. Wheristhe cut
completd, the piece actually psup from top and the userable to grab it. When the broken piece is
removedthe new one must replace therefore the user must take a bigger square piece of wood and
cut it on scroll saw in a similar sizsthe onebeingremoved. During the ctihg processome lines

help the user to remain in a desired g@dnough hereis no need to make a precise cut in order to
avoid an unpleasant and difficult experience

When thecutfrom sawis complet& a wooden piece appaanthet our i st 8s hand. Fol |l o\
the piece must have glue on it in order to achiegedmtegration of the missing part.,8efore placing

the piece to the tabléheuser must put first some glue on the surf@deich can be found in one of the
two bottles o the tablg. After the piecds positionedon its placea further layer of shiglc must be
added to accomplish the tasknce the whole procedure is completieel 3D artefacts appeared giving
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the opportunity to the user to examine them with more d€igilre7-10 showsthe differentstesfrom
inside the application.

Grabbing tools and proceed to next point Extract piece

Scroll saw Add glue

Figure 7-10: Restoration pocedure insidehe VR application

7.4 KPI definitions andrelated concepts

In the following, we describe some of the KPIs refereéthiaptel5 providing also some considerations
on the concepts underlying thdsBls:

1 Wirelessarea capacity: Quantifies theprovideddata volume per geographic area (in MB/m
This metric can be evaluated under two different traffic models: (i) full buffer model and (ii)
nonf ul | buffer model . T h e fuifer is always fulk, whilsstseu me st
second one assumes that users generate data following some traffic model. The traditional full
buffer model sern&as an upper bound for this KPI.

5G-MoNArch enablers allow for improved (radio) resource efficiency and hemoeve the
feffectived wireless area capacity. This capt
also the upper layer resource allocation mechanisms that improve efficiency in the use of the
radio resources.

Since the wireless area capacity KRIsnly meaningful for deployments at a very large scale

(i.e., when the size of the service area is very large), the testbeds only provide limited insights

on this KPIs, so this KPIs is more accurately demonstrated by simulations and emulations in the
framework of evaluation cases of WP6.

1 Servicecreationtime. This is defined as the time from the arrival of a request to setup a network
slice at the network operatordés management s\

1 EZ2E latency.Measures the riie that it takes to transfer a given piece of information from a
source to a destination, measured at the communication interface.

91 Security. Following traditional security analysis, the security KPI is evaluated qualitatively.

1 Cost efficiency.This is the most important KPI demonstrating the benefit of network slicing
and resource elasticity. To provide this KPI an economic analysis has been done building on the
previous work of the 5PP Phase 1 project 8BODRMA andadapting it to the use cases
addresse by 5GMoNArch. One of the elements considered in this analysis is the savings in
terms of computational resources achieved by the resource elasticity concept.
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7.5 Security threats and probes

The following tables shows the security threats for the simulBealt Sea Port testbadsets and the
probes to detect identified threats.

Table7-2: Security threats for the simulate8mart Sea Port testbeassets

Data Centre

Asset Potential Threats | Attacker Probability Impact
Network Denial of service | Outsider or insider High, especially High, as many
attacker targeting any | with network critical services and
asset within the network| segments exposed { operations might
public (i.e., wireless| stop being available
communications)
Central Brute forceattack | Insider attacker, Low for insider High, as a potential
Traffic attempting to log in any | attackers assuming| success mighgive
Control service of the data centr( network critical permissions,

configuration that
prevent outsider
access attempts

allowing to carry
out nasty operations

Denial of service

Insider attacker trying to
reduce service
availability. Outsider
attacker in case of
services exposed to the
public network

Low, assuming
perimeter security
allows toprevent
outsider attacks.

High, as many
critical services
might stop being
available

availability

Traffic Brute forceattack | Insider or outsider High, especiallyfor | High: a successf
lights attacker, attempting to | being exposed to access would allow
get control of traffic public to carry out nasty
lights operations, modify
configurations or
tamper data
Device tampering | Insider or outsider attack High, especially for | High, as it might
capable of physically being exposed to derive into services
manipulate the traffic public not available or
lights manipulated to
operate incorrectly
Man in the middle | Insider or outsider High, especiallyfor | High, as it might
attacks capable of being exposed to th{ derive into incorrect
intercepting network public but low in commands and date
traffic to/from the traffic | what respect to the | entailing incorrect
lights and modify probability to decisions (i.e.,
data/commands modify the data changing light from
contained red to green)
VPN server | Unauthoised VPN | Mainly insider as it Low, as it requires | High, as it might
connection requires capability to low security affect to the rest of
access to the VPN serve configuration that | the connections
to establish a VPN allows the established by this
connection using establishment of server
incorrect configuration | unauthoised
(i.e., unsecure) connections
Streaming | Denial of service | Insider attacker trying to| Low, assuming High, as it might
server reduce service perimeter security | reduce performance

allows to prevent
outsider attacks

of the service or
even stop it

AR-headsetq

Anomalous UE
behaviour

Insider or outsider, it
consists on not common
behaviour or headsets
when accessing services

(for example, accessing

High, especially
because many
devices might be
working at the same

time and exposed tg

Low, as many
verdicts labelled as
anomalous might
not denote
malicious activity.
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to the service at unusual many different types In general verdicts
times) of users related to this threac
denotes just a
probability of a
malicious activity
Man in the middle | Insider or outsider Low, assuming AR | High. In case the
attacks capable of headsets have attack is successful,
intercepting network security the headset might
traffic to/from the mechanisms that receive incorrect
headsets, manipulating | encrypt the images, giving the
the content streamed communication possibility to
between streaming | perform nasty
server and headsetqg operations due to
incorrect
information
received by the
operator.

Database Denial of service | Insider attacker trying to| Low, assuming High, as many
reduce service perimeter security | critical services
availability. Outsider allows to prevent might stop beig
attacker in case of outsider attacks available
services exposed to the
public network

Service discovery | Insider or outsider attack High. Most of the Low. The service
that perform port attacks start with a | discovery by itself is
scanning capable of servicediscovery to | harmless. The risk
finding services find out potential comes when used a
available, the type, or targets preliminary step to
even the version, which carry out more
might denote dangerous
vulnerable/exploitable operations.
services

Pollution Anomalous UE Insider or outsider, it High. In general, the Low, as many

Sensors behaviour consists on natommon | security capabilities| verdicts labelled as
behaviour or sensors (fo| of IoT devices such | anomalous might
example, strange as pollution sensors| not denote
temperature are very scarce and| malicious activity.
measurements in the caj need to be combine( In general verdicts
of temperature sensors)| with external related to this threac

secuity denotes just a
mechanisms probability of a
malicious activity

Denial of service | Insider or outsider, trying High, especiallyfor | High, as sensors
to reduceavailability of | being devices might stop working
the sensors by flooding | exposed to the
them with many requesty public

Device tampering | Insider or outsider attack High, especially for | High, as it might
capable of physically being exposed to derive into services
manipulate the sensors | public not available or

manipulated to
operate incorrectly

Wireless Jammer attacks Outsider attacker trying | High, especially High, as sensors

Spectrum to collapse the because pollution | might stop working.
availability of the sensors are using
wireless spectrum by wireless spectrum tg
interfering with radio report
frequencies measurements.
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Table 7-3: Identification of security probes to detect identified threats

(antijamming)

analyserghat detect
different patterns of

waveform distortion

Threat Security probes Function Type | Product/project
Denial of service| Network Intrusion NIDS capable of HW Free: Snort, Suricata, Bro
Detection System sniffing network IDS, OpenWIP&hg,
Service (NIDS) traffic to detect Security Onion
Discovery incidents based on
anomalous patterns Commercial: F& by
netZentry, Sleuth9 from
DeepNines, Qradar by
QlLabs, FloodGuard by
Reactive Network Solutions
AppScan* by WatchFire,
IntruShield byMcAfee
Brute force Authentication, Hostbased Intrusion| SW Free: OSSEC, Tripwire,
attack Authorisation and Detection Systems AIDE, Prelude Hybrid IDS.
Accounting logging capable of logging
(AAA) activities in a Commercial: HRUX by HP
machine (such as
Pluggable CPU usage, login
Authentication Modules | attempts or memory
(PAM) consumption)
Device Tampering sensor Detect unauthased | HW Several commercial
tampering (TAMP) physical products exist, which
manipulation of depends on the technology
devices used (magnetic, inductive
sensorsetc). Some
examples: TE connectivity,
Texas instrumentgtc.
Man in the HardwareSecurity Hardware device HW Several commercial
middle Module (HSM) capable of solutions exist by BULL,
generating, storing IBM, ARC, Thales, HP to
and protecting name just a few
cryptographic keys
to protect
communication
channels
Unauthoised VPN Logging Not a security probe| SW Free: Open source solution
VPN connection | (VPN_log) by itself. It relies on such as OpenVPN can
the capability of report logs using remote
VPN servers of syslog.
logging activities CommercialAll the
(clients connected, commercial solutions for
security settings, etc VPN provide with logging
activities that can be used ¢
source of events for securit
management.
Anomalous UE | User Equipment Machine learning SW In 5GMonarch CERTH
behaviour BehaviouralAnalysis based solutions provides an implementation
(UEBA) capable of predicting of this solution. Other
incidents based on solutions are provided by
anomaloudehaviour other vendors, including
of devices and the products such as Splunk,
services they use RedOwl, HPE Niara, or by
Microsoft
Jammer attacks | Jamming detectors Wireless spectrum | HW Several solutions exissuch

as DoSSensing by
Workdsensing fokVi-Fi,
Raytheon for GPS Antlam
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that provoke DoS systems. Antijamming

over certain approaches for 5G are still

frequencies in research stage [ANB+15
[LLC18]

7.6 Networkingdashboard

The role of the networking dashboard

A web-based GUI platform has been d&ped by MBCS to serve as a networking dashboard of the
Turin testbedThis is just an auxiliary component developed for demonstration purmuséss not

part of the NGPaa&rchitecturatself.

The first target of the GUI is to visualise réimhe diagrams of computational and storage metrics from
the nodes that form the overall topology of the testbed. In this context, charts in the front end of the GUI
visualise the measurements collected lerfollowing KPIs:

1 CPU and RAM usage percentages consumed on the machines that hostriedhalitiesat
the central and the edge cloud. The target is on user plane RAN functions, since they directly
affect the processing sogr sws ea xspde prdcisetyathe a n dio r t
measurementthat refer to the central cloud, include the CPU and RAM consumptions of the
PDCP and RLC functions, which are migrated there, based on elasticity provisioning policies.

1 EZ2E latency of the network.

The seond and highly important target of the GUI is to illustrate the impact of resource elasticity to the
service performance. Recall that elasticity policies are applied to network functions, realising either a
re-location of the functions or a-alocation & computational resources to the nodes that host the
functions. These changes are visualised through animations in the GlLirichrAdditionally, actions

that are performed by the orchestrator (where the Al policies for enabling the resources easticity
executed), are depicted as logs or messages in a dedicated field.

Sc-monflren | Turin TestBed

Infrastructure View { ]
_

Orchestration Mode
VNF relocation based on
delay
UE
(‘i’) Edge Cloud CPU based Re-

@ Orchestration

Central Cloud No orchestration
gNB

Logs Monitoring

S5e--- mobics
Figure 7-11: GUI initial page
Implementation approach
From the implementation point of view, the GUI platform is built upon the follguschnologies:
T NodelJs used as the serveide service that feeds the web interface with metrics values that are
stored in the database.

9 Javascript: used as the frontend component of the platform. Along with HyperMask-up
Language (HTML) and CascadinStyle Sheets (CSS), it creates the animations of the
movement of network functions as well as the conversion of metrics values into plots and graphs
that are introduced by the backend (NodeJs) service.

1 MongoDB: used as the database where live metriasegare stored. The data stored there can
be used by the Al algorithms to drive the orchestrator actions.

1 Python: used to write the scripts which are executed on the nodes to retrieve CPU and RAM
consumption values and the E2E network latency.
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Usermanual

The GUI platform at its idle state depicts the testbed infrastrudinfragtructure Viewtab in Figure

7-11), i.e., it presents an abstract view of the physical architecture consisting of the main components of
the E2E service provisioning chain, namely: edge cloud, central cloud, gNB and UEerlioadtivate

the testbed, the user should select an orchestration mode and press the start/reset button.

The talb’Add a Slice'can be selected by the user in order to trigger thepsef a slice. In line with the
purpose of the testbed the user is ablereate two slices, namely one eMBB and one URLLC, for the
video streaming and the haptic service, respectivegu(e7-12).

Infrastructure View ( \

D Orchestration Mode
L =v) VNF relocation based on
\ / \ delay

UE
Edge Cloud .=,
Q ge~lou CPU based Re-
Orchestration
Central Cloud
gNB ® No elasticity mechanism

Figure 7-12 Button for activating the monitoring of slices as presented in the GUI

Once a slice is selected, logging messages appear at the bottom of the web page and inside the logging
box to reflect the procedures that take place for the slice set up. At the same time signalling between the
database that stores the metrics and thedvaitkironted services is performed, and plots that represent

the metrics being stored in the database are depicted to the frontend as dhigwreif+13 andFigure

7-14, for the eMBB and the URLLC slice, respectivéllire user can watch the metrics from both slices
concurrently by selecting the talmfrastructure View'while the slices are runningigure7-14).

sG—MDNKRCH Turin TestBed

 iosconrovion Y ovoo. - YAEHBHERN

Trigger Network Overloading

Orchestration Mode
VNF relocation based on

J
.| @ delay
2 CPU based Re-

Orchestration

o
o ]
(gVR | D I :,,,,, -a=!
[ mac i |

No orchestration

Network Performance Monitoring (eMBB)

gNB: Orchestrator:

cPu(GHz) ALL
100

55 0405 05 ] 15 20 25 30

time (now)

5 05 10 15 20 26 30

time (now)

RAM(MB) AlL S
104

Flgure 7-13: The main page with theperformance charts of the eMBB slice
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Figure 7-14: Main page with the performance charts of the URLLC slice
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Figure 7-15. Monitoring of the metrics fromall the active sliceginfrastructure view tab)
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Additional traffic can be triggered from the GUI by pressindthe i gger Net wobutkon Over | o
(see on the right top &figure7-15). This triggers the overloading of the infrastructure (CPU and storage
resources), an action that results to the activation of the Al resource elasticity at the orchestrator, and
finally, to the migration of the netwoflinctions forth or back (to the edge cloud or to the central cloud,
respectively) Figure7-16 shows how the PDCP, RLC and UPF relocation from the dd¢atthe edge

cloud appears in the GUI.

Sc-monfirch ! Turin TestBed

Infrastructure View URLLC X

------- E Trigger Network Overloading

Orchestration Mode
VNF relocation based on

™ O i p o delay

CPU based Re

D | f
, |
................. J R Orchestration

HAPTIC Service No orchestration

Edge Cloud

Central Cloud
Orchestrator

Figure 7-16: PDCP, RLC and UPF relocation in the Touristic City testbed
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7.7 Touristic City testbed pictures

In the following we show some pictures taken duringTbaristic City testbed workshop which took
place in Turin between 21 and 24 May 2019.

>

v 1 e gl W

>360° CAMERA

.S

Figure 7-18: Installation in the Small Wardrobg360° video server, VR application server and VR
client of the first user)
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Figure 7-19: UE installation and VR client of the second user

Figure 7-20: Demonstration room(gNB installation in the foreground)
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Figure 7-22: Worksh@ presentatiorat Palazzo Madara (May 2019)
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Figure 7-23. Live demo presentation to the workshop attendéday 2019)

Figure 7-24: Demonstration of the VR pplication (May 2019)
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Figure 7-25. Demonstration of the orchestration functionalitigdMay 2019)

Figure 7-26: Visitor using the VR applicatior{May 2019)
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